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You must perform certain administrative tasks before FileCloud users can log in and use FileCloud efficiently. Some of
the system settings and custom settings that you can configure are listed in the table below by priority and function.

(D) Beginningin FileCloud 20.1, the option for reverting to default values for all options in the Settings and
Customization sections of the admin user interface is located in the Settings > Reset tab. In earlier versions of
FileCloud, the option appears in the upper-right corner of all Settings and Customization pages.

& Some of the pages linked to in the following table may suggest making changes to the file cloudconfig.php
(this initially appears in your FileCloud installation as cloudconfig-sample.php). After you make a change to

cloudconfig.php, make sure you restart the message queue.

Level of

Priority Administrator
Settings

Required  Access the Admin

Portal

Change the Admin
Password

Admin Portal
Dashboard

Manage Account
Approvals

Copyright Notice

Server Settings

Admin Settings
video: Admin Settings

Basic Settings
video: Main Settings

Run Cron Jobs and
Scheduled Tasks

Configure Backup
Settings

video: Endpoint Backup
Settings

Manage Client Security
Settings

Configure Share
Settings

Storage Settings

Choose how to deploy
FileCloud Storage
then, set up as
applicable:

Set Up
Managed
Storage (My
Files)
video:
Managed
Storage

If not using,
Disable
Managed
Storage

Set Up
Network
Folders

video: Network
Shares

If using, Set Up
Network
Folders with
NTFS
permissions

Configure
Team Folders
video: Team
Folders

User Access Settings

Create FileCloud Users
video: Creating Users

Check User Access Level
video: Managing Users

Create User Policies
video: Policy Overview
video: Policy, General
Tab

video: Policy, User Policy
Tab

Create Groups
video: Manage Groups

Manage User Storage
Quotas


https://www.filecloud.com/supportdocs/display/FCDOC/.Admin+Portal+Dashboard+v2V
https://youtu.be/qJaY9Hud0XM
https://youtu.be/QvLdC-H5Njw
https://youtu.be/vmCe6G8QvoU
https://www.filecloud.com/supportdocs/display/FCDOC/.Storage+Settings+v23.1
https://www.filecloud.com/supportdocs/display/FCDOC/.FileCloud+Managed+Storage+v23.1
https://youtu.be/9_xmlKdlxKM
https://www.filecloud.com/supportdocs/display/FCDOC/.Disable+Managed+Storage+%28MyFiles+section%29+v2V
https://www.filecloud.com/supportdocs/display/FCDOC/.Setting+Up+Network+Folders+v2V
https://youtu.be/44MR2RIpjRI
https://www.filecloud.com/supportdocs/display/FCDOC/.Network+Folders+with+NTFS+permissions+v23.232
https://youtu.be/9cEoqva_gRE
https://youtu.be/L1VoVcVlUmA
https://youtu.be/naGk_9YFqYA
https://www.filecloud.com/supportdocs/display/FCDOC/.Manage+A+User%27s+Policies+v2V
https://youtu.be/T9qxxkYupdA
https://youtu.be/CHPeJjR3s0g
https://youtu.be/f2rPi3_ygHw
https://youtu.be/S5YJUA92nXk
https://www.filecloud.com/supportdocs/display/FCDOC/.Managing+Storage+Space+Usage+v2V
https://www.filecloud.com/supportdocs/display/FCDOC/.Reset+Settings+and+Customizations+v2V
https://www.filecloud.com/supportdocs/display/FCDOC/.Configuring+Servers+with+the+FileCloud+Control+Panel+v23.1

Level of
Priority

Recomm
ended

Administrator
Settings

Configure Email
Settings
video: Email Settings

Restrict Access to the
Admin Portal

FileCloud Best
Practices

Copyright Notice

Server Settings

Enable MongoDB Bind
IP and Authentication

Set Client Application
Policies

video: Policy, Client
Application Policy Tab

Configure Security
Options

Storage Settings
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User Access Settings

Manage User
Authentication

+ Configure Single
Sign On
video: SSO

« Use LDAP Based
Authentication
video: LDAP
Authentication

« Active Directory
Authentication
video: AD
Authentication

Set Up 2FA

Configure Microsoft
Office Integration
Options

Configure Online Web
Editing
video: Web Edit
+ Installing Office
Online Server
« Collabora Code

+ Google Docs Editing
+ OnlyOffice Editing

Set Up Document
Preview

Set Up Content Search
video: Content Search


https://youtu.be/_0RT43G8r98
https://www.filecloud.com/supportdocs/display/FCDOC/.Enable+MongoDB+Bind+IP+and+Authentication+v23.232
https://youtu.be/kyiPUmDHOWo
https://www.filecloud.com/supportdocs/display/FCDOC/.FileCloud+Security+Checklist+v23.232
https://youtu.be/WZOenzPOiOE
https://youtu.be/5EVMSmRLGgQ
https://youtu.be/YQG78Eeuo-s
https://www.filecloud.com/supportdocs/display/FCDOC/.Integration+With+Office+v2V
https://youtu.be/_cGCI-QskXE
https://www.filecloud.com/supportdocs/display/FCDOC/.Setting+Up+Document+Preview+v23.232
https://www.filecloud.com/supportdocs/display/FCDOC/.Setting+up+Content+Search+for+Documents+v2V
https://youtu.be/rlP9hBCyTg4
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Level of
Priority Administrator Server Settings Storage Settings User Access Settings
Settings
Provides = Add Customization Configure High Manage Document
a Better and Branding Availability Settings
Experien Enable Antivirus Enable MS Teams
ce . .
Scanning Integration
UeISeE Apthlrus Enable Salesforce
Integration .
Integration
Set Up Notifications for
File Changes
Automate Business
Workflows
Enable Folder-Level
Permissions
Enable reCaptcha
video: reCaptcha
Integration
Advance Set Up Compliance Set Up Data Governance
d Checking
Features . HIPAA
« ITAR
« GDPR
« PDPL
« NIST

See additional Video Tutorials for help setting up your site.
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https://www.filecloud.com/supportdocs/display/FCDOC/.Customization+and+Branding+v2V
https://www.filecloud.com/supportdocs/display/FCDOC/.Enable+Antivirus+Scanning+v2V
https://youtu.be/PQWIAaRoHWM
https://www.filecloud.com/supportdocs/display/FCDOC/.FileCloud+High+Availability+v23.232
https://www.filecloud.com/supportdocs/display/FCDOC/.Document+Settings+v23.1Client
https://www.filecloud.com/supportdocs/display/FCDOC/.Microsoft+Teams+v2V
https://www.filecloud.com/supportdocs/display/FCDOC/.Integrating+FileCloud+with+Salesforce+v23.232
https://www.filecloud.com/supportdocs/display/FCDOC/.Automated+Workflow+Management+v2V
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Administrator Settings

This section describes how an administrator can access FileCloud management user interface.

+ LoggingIn

+ Resetting Admin Password

+ Changing the Default Login Name
« Account Locked Alerts

Logging In

Log in using your admin account to perform administrative tasks.

Accessing the Admin Portal

In a supported web browser, open one of the following links depending on whether or not you are using an SSL
connection.

() Admin URLs

http://<your filecloud address or IP>/admin (or)

https://<your filecloud address or IP>/admin

this redirects to

http://<your filecloud address or IP>/ui/admin/index.html (or)
https://<your filecloud address or IP>/ui/admin/index.html

Using Default Credentials

If your credentials were not changed during FileCloud installation, use the following information to log in to the admin
ul.

Field Default
Name admin
Password password

If you are an admin user (an end user with admin privileges), you may be required to accept terms of service the first
time you log in to the admin portal. Once you accept the terms of service, the login screen opens.
If you are the main admin of the system (your username is Admin) you can log in directly the first time.
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@ FiLecLoud
Log In
Account Password : z FILECLOUD
|b— . - BY CODELATHE
dmin PR @

Forgot Password

If two factor authentication for administrators is enabled, then you are required to provide a security code to continue.

ﬁ FILECLOUD

2FA Authentication

£ FILECLOUD

BY CODELATHE

2FA Security Code
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Collection of usage data

If you are using a FileCloud Server with a trial or production license, the first time you log in to the admin portal, a
wizard opens with the following two screens. These screens also appear the first time you log in to the admin portal
after converting from a trial license to a production license.

FileCloud Respects Your Privacy Improving Together

When you entrust your data to FileCloud, you ~)
remain the owher of the data. We would like you to share optional product usage data that
helps us to improve the product and prioritize feature
We gather diagnostic and usage data from online development. None of this information includes your name or
FileCloud-hosted trial deployments, to ensure file contents.

your trial is secure, up-to-date, and operating as

designed as well as to help us improve the Do you want to send optional product usage data to

product. This data does not include your name, o, FileCloud?
file contents orinfo about unrelated apps and ® Send optional product usage data to improve FileCloud
services.

Don't send optional data
When FileCloud is used in conjunction with other

third-party online services (e.g. Microsoft 365) to Q
enable your product experience, we gather and

transmit required service data.

Learn More Next |
Learn More OK ‘

To allow sending of optional product usage data to FileCloud, leave Send optional product usage data to improve

FileCloud selected, and click OK.
To prevent sending of optional product usage data to FileCloud, select Don't send optional data, and click OK.

You can change the option at any time by going to Settings > Server and checking or unchecking Allow Advanced
Telemetry.

Allow Advanced Telemetry

Enable to gather and generate reports on data for gaining insights into Learn
product usage maore

Viewing and Clearing Checklist Notifications

Each time you login, you are alerted of any system set-up recommendations that you skipped:
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= admin ¥

Set Email Server

Go to Settings, Email to set a valid email server
to send email. Demo SMTP Server enabled
during trial

Install Folder

Remove 'install’ folder after installation.
Example Windows: c:\xamppihtdocs\install
Linux: fvarfwww/htrlfinstall or fvarfwww/install

To avoid seeing the alerts again, correct the settings. To clear an alert for this session, click on it. To clear all alerts for
this session, click Escape.

Customizing the Login Page

To customize the image on the admin login screen, see Themes, Labels, and Logos.

Resetting Admin Password

() Starting with FileCloud 18.1, administrators can reset the admin password via the Web Ul.

& When Auth Type is set to AD or LDAP, the admin password cannot be changed using the procedure on this
page, but must be changed in the AD or LDAP server by the AD or LDAP admin. See User Authentication
Settings.

The FileCloud Admin can reset the Admin password from command line, in case the current password is forgotten. The
reset password script also clears any admin login locks and disables two-factor authentication, if enabled.

Reset the main admin's password in the Admin Settings screen

1. Click Settings in the navigation panel.
2. Click the Admin tab
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3. Click Reset Admin Password.

Server Storage Authentication Admin Database Email Endpoint Backup License Policies

Misc Reset
Admin Settings

Admin Login Name admin|

Change the built-in admin user name

Admin Email

Email id for admin account.

Enable Two Factor O
Authentication For
Admin Logins

Reset Master Admin Reset Admin Password

User Password
Reset Master Admin Password

Enable Two Fact uthentication for Admin user logins. Requires valid email id.

Stats API Key crssnearen

AP| Key for getting stats

A Reset Master Admin Password dialog box opens.

Reset Master Admin Password

Current Master Current Master Admin Password
Admin Password

MNew Master Admin MNew Master Admin Password
Password

Viaster Admin Password Confirmation

Confirm MNew Master
Admin Password

o

Reset Password Close

4. Enterthe current and new password values, and click Reset Password.
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Reset a forgotten admin password on the login screen

1. Onthe admin portal login screen click Forgot Password.

Admin Login
Account Password
admin ssssnnnn @

Adialog box prompts you to enter your user account.
2. Enteryour admin account name, and click Reset Password.
Note: To reset their passwords, promoted admin users must use the user portal.

Forgot Password

Account

admin

Reset Password [ Cancel
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A message appears, telling you to check your email for a message.

Forgot Password

~

o Check your email account for instructions to reset your password.
Account

admin

.

3. Find and open the message in your email.
The message appears as:

FileCloud Password Recovery

We've received a request to reset your password. If you didn't make

the request, just ignore this email. Otherwise, you can reset your
password using this link:

Reset Password
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4. Click Reset Password.
The following dialog box opens:

@ FILECLOUD

Reset your password

Password

Fokokok ok ok ok kok S @

......... ®

Reset Password ‘ Cancel

FileCloud

5. In Password, enter your new password. In Confirm Password enter it again.
6. Click Reset Password.
Your password is reset.

Reset the Admin Password in the Command Line Interface

1. Inacommand line enter:

For Windows:
cd c:\xampp\htdocs\resources\backup
PATH=%PATH%3;C:\xampp\php

For Linux:
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cd /var/www/html/resources/backup/

2. Then, for both Windows and Linux:
« Toreset the Admin password to password, enter:

php resetadminpw.php

+ Beginningin FileCloud 20.2, you can reset the Admin password to a custom value. To reset the admin
password to he!@#%$%")*el$AAo, enter:

php resetadminpw.php -p "he!@#%$%")*xel$AA0"

Displaying the new password in the system log
Prior to FileCloud Version 21.2, when the Admin password is reset, the new password is shown in the system logs.

From FileCloud Version 21.2 on, when the Admin password is reset, by default, the new password is not shown in the
system logs. However, you may display the new password in the system logs by using the -d settings.

To display the new password in the system logs in FlleCloud Version 21.2 and after:

1. Follow Step 1, above, to navigate to the correct path for Windows or Linux.
2. Then, for both Windows and Linux, enter:

php resetadminpw.php -d

Resetting the Admin password in multi-site setups

To reset password for another site, pass in the hostname using -h parameter in the command line interface.

php resetadminpw.php -h site2.xyz.com

Reset the Admin Password from the SuperAdmin Ul

Starting with the 17.3 version it is now possible to reset the Admin Password for each site directly from the SuperAdmin
ul.

1. Login to the admin portal with the Super Admin credentials
2. Navigate to Site Settings
3. Reset the Admin Password

For more information please visit the Multi-Tenancy Settings Page.
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Reset the Admin Password Using the FileCloud Control Panel

The password can also be reset to password using the FileCloud control panel.

FileCloud Control Panel — bt

FileCloud Control Panel
v: 20.3.2,13176, Base Components: 20.3.1.13094
Webserver Ports: 80,443 Database Port: 27017

Initial Setup:  Install Check

Web Portal:  @Admin Portal User Website

Servers

Webserver: Running SVC Start Stop Config Make Service
Database: Running SVC Start Stop Config Make Service
Cron Task: Running SVC Start Stop Config |nstall
Message Queue: Running SVC Start Stop Config |nstall
Optional

FileCloud Helper:  Running SVC Start Stop Install Config
Memcache: Running SVC Start Stop Make Service
Document Preview: Running SVC Start Stop Install

Content Search: Running SVC Start ' Stop | Install

Miscellaneous

Configuration: Application Folder Reset Admin Password
SsL: Create S5L CSR Install SSL Cert

Technical Support

Need Help?  Documentation Contact Support Demo and Training
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Changing the Default Login Name
FileCloud has a built-in admin account to log in to the Admin portal and manage the site.
The name of the account is admin. This name can be changed in the Admin Login Name setting.

1. Loginto the Administrator portal.
2. Select Settings in the left hand navigation menu.
3. Select Admin tab.

Server Storage Authentication Admin Database Email Endpoint Backup Licenss

Misc Reset
Admin Settings

Admin Login Name admin

Change the built-in admin user name

Admin Email jessica@example.com

Email id for admin account.

Enable Two Factor O
Authentication For
Admin Logins

Reset Master Admin Reset Admin Password

User Password
Reset Master Admin Password

Enable Two Factor Authentication for Admin user logins. Requires valid email id.

Stats AP Key LTI TTY]

AP| Key for getting stats

4. Change the value in Admin Login Name text box.
The name can only contain letters, numbers, spaces, hyphens, underscores and periods. It cannot be the same
as the superadmin name.

5. Click Save.

Account Locked Alerts

By default, FileCloud locks a FileCloud user's account for 5 minutes after 5 incorrect log in attempts. (You may change
the default values in Password settings.)
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Each time the user makes a failed login attempt, a warning notification appears on the login screen telling the user how

many attempts are remaining.

If the user's account is locked due to too many failed login attempts, the following notification appears:

Login

|
Invalid Username or Password. Password is Case Sensitive.

minutes

Account Password

jer‘mifer sssssana

Your account has been locked due to 5 failed attempts. It will be unlocked after 5

@ New Account

By default, FileCloud is set to not send an email message to the user or admin to notify them that the account has been

locked due to incorrect login attempts. However, you may change this setting.
To change the Account Locked Alert setting:

1. Inthe admin portal, go to Settings > Admin.
2. Scroll down to the Account Locked Alert setting.

Account Locked Alert
Mo Email
Account Locked Alert Emai
Mo Email - Mo Email Alert will be sent
Email User - Email Alert only for User
Email User and Admin - Email Alert for both User and Admin

3. Inthe drop-down list, choose one of the following settings:

No Email - Neither the user nor the admin receives an email notification about the user account lockout.
Email User - The user receives an email notification about their account lockout but the admin does not.
Email User and Admin - Both the user and the admin receive an email about the user account lockout.
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Basic Settings

() The ability to set the Date and Time format is available in FileCloud Server version 19.1 and later.

Administrators must configure the basic settings listed below.

Basic Settings Checklist

1. Access the Settings
To access the settings:

1. Open a browser and log into FileCloud Admin Portal.
2. Inthe left navigation panel, click Settings.
3. Click the Server tab, which is normally the default view.

2. Check the Server URL

Itis very important that the Server URL is a valid externally accessible URL. This URL will be used for creating shares

Also if you are running multi-tenant setup, the URL is used for background cron job processing, so make sure the
URL is accessible from the server running FileCloud.

Devices
Server Storage
GOVERNANCE
Dashboard Misc
Retention .
Server Settings
Smart DLP
Smart Classification Service Name
MISC.
Audit
Server URL
AlertsIo
User Locks
Workflows Session Timeout
(Minutes)
Reports
Federated Search
Metadata
SETTINGS WebDAV
Settings

CUSTOMIZATION
Allow Sync Apps

uctomization

Authentication Admin Database Email

Endpoint Backup License Policies

Reset

FileCloud

Specify the serviCe name to be used to refer to the service

Check URL

Server URL is the url via which users access the service.

30
Specify user web login session timeout.
Example: 15 = Default timeout of 15 minutes, 30 = 30 minutes, 60 = 1 hour.

Mote: Session will always expire when browser is closed unless advanced
configuration is done.

O

Enable to allow WebDAV access to server

3. Configure the Remaining Settings

Basic Settings
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The following settings can be set on the

Settings Name

Service Name

Server URL

Session Timeout

WebDAV

Basic Settings
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screen on the tab, unless otherwise noted.

Description

The name to be used when referring to your FileCloud service. This
is used in email messages, in the zip filename for multiple
downloads, and anywhere else your service is referred to by its
name.

This is your DNS entry registered with DNS service. example
xyz.company.com . This is the URL by which users will access
FileCloud service.

It is also required that you make this server DNS name externally
accessible via any firewall you might have.

NOTE: Be sure to use the appropriate protocol prefix https:// or
http:// . For production, it is highly recommended to use only
https://

Number indicating the number of minutes the authentication is
valid. If the browser is closed, the session will be logged out. Read
this to change this behavior

PLEASE NOTE: Session Timeout value is only applicable for Web
browsers and not for other FileCloud clients such as Sync, Drive,
Outlook Add-in etc as they store the login credentials.

Value Meaning

15 (default value) Session expires in 15 minutes
(minimum session timeout), will

always expire when browser session is

closed.

1 Session Expires in 1 minute, will
always expire when browser session is
closed.

60 Session Expires in 1 hour, will always

expire when browser session is closed.

You can enable this function to allow users to mount their FileCloud
home folders as a Windows or Mac or Linux drives.

Enable WebDAV support
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Allow Sync Apps

Allow Old Devices to Login

Log Level

Default User Portal Language

Default Admin Portal Language
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Description

This switch can be disabled to block all Desktop Sync Apps from
connecting to this server. Default value is "Enabled"

FileCloud supports Remote Client Management (RMC) of various
clients. As of v4.5 onwards, All the FileCloud clients are RCM
compliant.

However, you can allow access using older FileCloud (non RMC
compliant) clients by enabling this setting.

Enable Remote Client Management (RMC)

This setting is to control the logging level. The default is "PROD".
Changing the log level to "DEV" will generate more logging
information and can have performance impact as well as take up
more storage.

Tech Support might change this value to help in troubleshooting
any issues you might have.

Use this drop down to select the language that is used when a user
logs on to the User Portal.

Set the Language
Use this drop down to select the language that is used when an
administrator logs on to the Admin Portal.

Set the Language

FileCloud needs a cron job to perform certain ongoing maintenance tasks.

These tasks include:

« Sending email notifications such as file change notification, share notification, etc.,

+ Sending admin summary emails
« Perform recycle bin cleanup

+ Delete expired shares
+ Archiving old audit records

Set Up a Cron Job

Configure System-Generated Emails

Basic Settings
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Set the Language

Introduction

FileCloud allows support for different languages and it is possible to control the language of the User portal as well as
the Admin portal language.

1. Goto Settings > Server.
2. In the Default User Portal Language drop-down list, choose the user portal language.
3. Inthe Default Admin Portal Language drop-down list, choose the admin portal language.

Sarver Storage Buthantication Admin Datglhaszs Email Endipoint Backup Licen== Policges 550 Content Saarch Wb Edit Tz

Server Settings

Service Name FileClow c:| ‘

Specify the zenvics name to be used to refer to the s2nvice

D Resat to defauls

Server URL http://127.0.0.1 Check URL

Server URL is the url viz which users access the sarvice.

Session Timeout
Mlinutes)

z, G0 =1 hour.

'anCEd

WenDAY

Enable to allow WebDAV access to server

%

Allowr Sync Apps
Enable to allow OoudSymnc Apps
Al OMd Devices To -
uogin
. Enable to allow senvices without device management suppert 1o login
Log Level BEROD T

spacify servar log level

Cefautt User Poral znglish il

Lamguage et
Specify the user portal language to use

Default Admin Portal englizsh L J
Language
Spacify the admin portal language 1o use

4. Click Save.
The new language appears in the user portal interface when the browser is refreshed.
The admin portal refreshes after you save and reloads with the new language.

Basic Settings 26




FileCloud Server Version 23.232 Site Setup

Setting Up a Cron Job or Scheduled Task

© Ifyou are running a multi-tenant system with FileCloud, make sure all site URLs for each site are accessible
from the local site. These are used by the task scheduler/Cron to run automated tasks for each site

Introduction

FileCloud needs a Cron job to perform certain ongoing maintenance tasks.
These tasks include:

« Sending email notifications such as file change notifications, share notifications etc.,
+ Sending admin summary emails

+ Performing recycle bin cleanup

+ Deleting expired shares

« Archiving old audit records

« Performing periodic workflow tasks (if configured)

« Sending SPLA reports (only if there is SPLA licensing)

« Performing backup jobs (only if there is a backup server)

« Sending password expiry emails (7 days and 1 day before the expiry date)

+ Sending storage quota notifications (when a specified threshold is met)

Setup Cron Job in Windows

Open the FileCloud Control Panel and click Install for the Cron Task.
Then click Start to start the Cron Task.
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FileCloud Contral Panel

FileCloud Contrel Panel

Initial Setup:  Install Check

v 17.3.0.37634, Base Components: 17.3.0.37625
Webserver Ports: 80,443 Database Port: 27017

Optional

FileCloud Helper:  Running SVC
Memcache: Mot Running
Document Preview:  Running SVC

Content Search: Running SV

Miscellaneous

Web Portal:  Admin Portal User Website
Servers

Webserver: Running SVC itk
Database:  Running Start
CronTask: Mot Running Start

Start

Start

Start

Start

— >

Sto Config Make Service
Stop Config Make Service
Stop Config Install

i Install Config

S Make Service

i Install

i Install

Configuration: Application Folder Beset Admin Password

S5L: Create 551 CSRE

Install 551 Cert

Technical Support

Meed Help?  Documentation Contact Support

() Additional Settings for the Cron Task are available by editing the xampp\cron.ini file

[settings]

frequency=300 ---> Frequency of Cron in seconds (Default is every 5 mins)

timeout=600 ---> Time to wait for Cron to complete in seconds (Default is 10 mins)

Basic Settings
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Set up a Scheduled Task in Windows (alternative to Cron Service)

1. Use Notepad or a similar program to create a new file named fccron.vbs in a location like c:
\xampp\htdocs\resources\backup folder.
Enter the following contents from the code block below and save the file. Additionally, in the code block below
ensure that paths to php.exe and cron.php files are correct.

CreateObject("Wscript.Shell").Run "C:\xampp\php\php.exe -f ""c:

\xampp\htdocs\core\framework\cron.php"" ", 0, False
2. Open Task Scheduler:
'G-:' Task Scheduler - O X
File Action View Help
&= @ |
() Task Scheduler {Local) Actions
@ Task Scheduler Libra ~ | Task Scheduler (Local) -
Overview of Task Scheduler -
| | Connect to Ancther Computer...
I."'I_'"I.I You can use Task Scheduler to create g Create Basic Tazk...
...+ and manage common tasks that your
computer will carry cut automatically & Create Task...
at the tires you specify. To begin, Import Task
click a command in the Action menu.
" 3 Display All Running Tasks
Tacle are ctnred in faldere in the Taclk
& Enable All Tasks History
Task Status .
| AT Service Account Cenfiguration
Status of tasks that ... | Last 24 hours v WView [
Summary: D total - 0 running, 0 succeeded, D sto... |G| Refresh
E Help

Taszk Mame Run Result

Last refreshed at 1/19/2018 7:52:58 PM Refresh

3. Click Create Task in the right menu under Actions

4. Onthe General Tab

a. Setthe Name to FileCloud Notifications.

Basic Settings
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b. Under Security options, select Run whether user is logged on or not.

@ Tas

File Action View Help

o= 2@ BE

@ Task Scheduler (Local)
_'@ Task Scheduler Libral

— O X
Name Status Triggers L
(® Adobe Unin... Ready When the task is created or modified Task Scheduler Library - "
(D AdobeAAM... Ready At 2:00 AM every day F§| Create Basic Task...
':?," G2MUpdate.. Ready At 2:24 PM every day - After triggered, repeat eu & Create Task..
(i—:l G2MLinload Rearche At 205 PR evens daw - After tri d_rensat e
(%1 Gog (B Create Task o
®Go
General Triggers Actions Conditions Settings
Gener Mame: ||
Nar Location: %
Author: DESKTOP-8RGLESEY
Locat]
Auth Description:
Descr
Security optiens
When running the task, use the following user account:
Sect] DESKTOP-B8RGLBSENE ot Change User or Group...
Wh ®) Run only when user is logged on
< (O Run whether user is logged on or not
Do not store password. The task will only have access to local computer resources,
[] Run with highest privileges
[ Hidden Configure for: | Windows Vista™, Windows Server™ 2008 R

5. Onthe Triggers Tab:

Basic Settings
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a. Click New Trigger.

The New Trigger dialog box opens.

Mew Trigger x

Begin thetask: |On a schedule v
Settings

() One time Start: | 1/19/2018 [E~ || 7:58:31PM | [ Synchronize across time zones

(® Daily

|1
O Weekly Recur every: days

() Monthly

Advanced settings

[ Delay task for up to (randem delay): 1 hour

Repeat task every: (1 hour i for a duration of:

[] Stop all running tasks at end of repetition duration

[] Stop task if it runs longer than: 3 days
[ Expire:  1/19/2019 T5832PM %
Enabled

b. Select On a Schedule from the Begin the task drop-down list.

o

e.

f

In Settings, select Daily, select a Start time and then select Recur every: 1 days.

Under Advanced settings, in Repeat task every 5 minutes adjust the value if you want a different
frequency of notifications.

Check Enabled.

Click OK.

6. Onthe Actions Tab:

Basic Settings
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a. Click New Action.

The New Action dialog box opens:

Mew Action

You must specify what action this task will perform.

Action: | 5tart a program

Settings

Program,/script:

cxamppihtdocsiresources\backuphfeoc an.vb5| | Browse...

Add arguments (optional): | |

Start in (opticnal): | |

In Action, choose Start a program.

In the Program/script text box, enter the path to the fcecron.vbs file, (for example, c:
\xampp\htdocs\resources\backup\fccron.vbs).

You may need to set Start In to c:\xampp\htdocs\resources\backup to resolve a problem.

Click OK.
All other settings can be default, unless there is a specific reason you need to change them.

Verify the Cron Job is Running

1. Gotoadmin portal.

Basic Settings
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2. Inthe navigation pane, click Checks.
Under Extended FileCloud Installation Checks, check the Cron status in the lines highlighted below.

---PHP memcache extension OK: 3.0.9-dev

---PHP OPCache OK

——PHP intl 0K 1.1.0

-—-PHP Internal Encoding: UTF-8 OK

——File fvarfwwnwhtmlfthirdparty/prop/p231 has the correct permissions
---File fvarfwww/html/thirdpary/prop/p23rd has the correct permissions
---Inzstall in WebServer Root OK

Extended FileCloud Installation Checks

---Mod Rewrite Apache Configuration Setup O

-—Config Directory Readable OK fvarfweew/html/config

----- cloudconfig.php readable OK fvarfwww/html/config/doudconfig.php

----- localstorageconfig.php readable OK fvarfwrenss/htmlfconfigdflocalstorageconfig.php

---5cratch Directory Witable OF Avarfwaeihitmil/scratch

-—Local Storage Path (Managed Storage) Writable OK foptffileclouddata

---Local 5torage Path{Managed Storage) Checks OX

-——-License Installed OK

---License Valid OK

---Database Ensure Index OK

——Adrmin Password changed from Default

-—Admin Email changed from Default

-—Helper Service not available (reguired only if using network shares with MTFS permissions, realtime-indexing, content search etc)
-—5erver URL changed from Default

—Open Office Senver Mot Running {Reguired for Document Preview)

-—Cron Job or Task Scheduler has not been run for cwer 24 hours, it was run 135.6 hours ago at 8-5ep-2017T 08:25:01
---Memcache Server available OK 1.4.25

---Server time set OK. Time Skew: 0 secs

Webserver Information

-5 Linu

L | F'agenf2 * H

Basic Settings
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Enable Folder-Level Permissions

In many sharing scenarios, administrators are required to configure granular folder permissions. This feature provides a
way to allow some actions on a parent, or top-level folder, while restricting those actions on a specific sub-folder.

Folder-Level Permissions Support

0 Interaction with share permissions to apply the most

restrictive permissions

Folder-Level Permissions Do Not Support

€ Folders in Network Storage

€ Permissions set by a user other than the owner

0 Allow or restrict access by specifying a user's email

account

0 Folders in Managed Storage

@ Permissions can be set by the owner of the folder

To enable users to set folder-level permissions:

1. Enable Folder-Level Permissions

e
GOVERNANCE &

Dashboard

Eb

o

Retention

Smart DLP

)
)

» Smart Classification

+~  Compliance Center

MISC. &

@ Audit

0 Alert

[

User Locks

(e]

Workflows

Reports

jol

Federated Search

[ Metadata

SETTINGS &

© Settings

CUSTOMIZATION &

(] Customization

SYSTEM a

v Checks

Server Storage Authentication Admin Database Email Endpoint Backup License Policies

Team Folders Third Party Integrations ServerLink Misc Reset

General User Password Motifications Share Praview Support Services Directory Scraper
DUQ Security Privacy 2FA
General System Settings
Server Timezone
America/New_York hd
Specify a timezone from here - http://www.php.net/manual/en/timezones.php
Calendar Type
Gregorian (English) hd
Date Format
MMM dd, yyyy (Jan 15, 2019) hd
Time Format
himm A (2:20 PM) v
Default Web Ul Version ta show
Ul 2.0 v

Select the Default Ul Version

Apply Folder Level Security

Allow folder level security settings to apply to share permissions
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To enable users to set folder-level permissions:

1. Inthe admin portal go to Settings > Misc > General.
2. Check the Apply Folder Level Security checkbox.

3. Click Save.

2. Use Policies to Allow Users to Set Folder Permissions

FileCloud Server Version 23.232 Site Setup

By default, users are not allowed to set folder-level permissions, as it can increase complexity of sharing and access

rights.

However, administrators can allow this behavior by:

+ Customizing the default global policy - which allows all users to set folder level permissions
+ Creating a user-specific policy - which allows a specific user(s) to set folder level permissions (this can also be

used for groups)

Customize the Default Global Policy

You do not have to create a new policy to allow all users to set folder-level permissions.

You can just edit the Global Default policy.

Policy Settings - Global Default Policy

Note: Same policy settings will not be applicable for Guest and Limited users,

Enable code based
device authentication

Require Admin
Approval for Device
Authentication

Enfarce Session
Timeout for Devices

Allow Folder Level
Security

NO

Enable code based device authentication

NO

Require admin approval for c based device authentication

NO

Device timeout gfenforced when code based authentication is used.

NO

Allow users to set folder level security for granular permissions.

Save Reset 0 Close

To grant all users the ability to set folder-level permissions:

1. Loginto the admin portal.

> wn

In the left navigation pane, under SETTINGS, click Settings.
On the Manage Settings screen, select the Policies tab.

On the Manage Policy tab, click the Global Default Policy row, and then click the edit button ( ).
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5. Onthe Policy Settings- Global Default Policy dialog, select the User Policy tab.
6. In Allow Folder Level Security, select YES.
7. Click Save.
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Create a User-Specific Policy
You can either:

+ Create a new policy granting folder-level permission access and then add specific users to it
« Create a policy for one specific user

P

Manage Policy Users : Allow Folder Perms

Filter Q. | Filter by name, email or notes Status Filter : All v
A Available Users Status Policy Users Status
2 20
2 @
2 aten
1
2 ail@n 2
2 @
2 deren
PR
4 4 Page of10 » MW
94 rows
3 Close

To create a policy granting rights to set folder-level permissions:

Log into the admin portal.

In the left navigation pane, under SETTINGS, click Settings.

On the Manage Settings screen, select the Policies tab.

On the Manage Policies tab, click the New policy button.

In the New policy dialog, in Policy Name, type in Allow Folder Permissions or something similar, and then
click Create.

On the Policies tab, in the Manage Policy section, click in the row of the policy you just created.

To configure the policy, click the edit policy icon ( ().
On the Policy Settings dialog, select the User Policy tab.
In Allow Folder Level Security, select YES.

10. Click Save.

aorwpd

WSO

To add one or more users to the policy:

1. Onthe Policies tab, in the Manage Policy section, click in the row of the policy you just created.

2. Click the manage users icon (& ).

3. Onthe Manage Policy Users dialog, in Available Users, select the user you want to grant folder-level
permissions.

4. To add the user to this policy, click the right arrow.
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5. Repeat steps 3 and 4 until you have added all the users you want.
6. Tosave your changes, click Close.

These same steps can be used to add Groups to the policy by clicking on the manage groups icon ( = ).

3. Check Effective Permissions
Administrators can check to see which permissions are actually granted for access to a folder.

+ Thisis very useful when a user belongs to multiple groups or policies
« This check can also help you troubleshoot access issues
+ This permissions check does not take into consideration any folder or file sharing permissions

When you check for effective permissions on a folder, you will be able to see if a user has one or more of the
following Folder-Level Permissions:

Permission Description

Read + Allows Downloading Files
+ Allows Previewing Files

Write + Allows uploading and modifying existing files
« Allows creating files and folders
+ Allows renaming files and folders

Delete + Allows deleting files and folders
Share + Allows sharing files and folders
Manage + Allow managing folder-level permissions for this folder
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Manage Folder Level Security

Folder: fsat1/Class 3

Security Check Access

Effective Permissions

Check effective permissions for any user when this path is shared with them. Note: Share permissions are
not considered here. If share permissions are more restrictive, those will be applied.

& | jane@codelathe com m

& Read access allowed
@  Write access allowed
& Delete access allowed
€@ Share access not allowed

@ Manage access not allowed

To check a user's effective permissions:

1. Loginto the admin portal.
2. Inthe left navigation pane, under MANAGE, click Folder Permissions.
3. Onthe Manage Folder Permissions screen, click the row that contains the policy which allows folder-level

permission.
Click the edit button ( (E 4 ).

On the Manage Folder Level Security dialog, select the Check Access tab.
In the box next to the user icon ( & ), type in the user's email id for their FileCloud Server account.

Click Check.

Noos

4, Test Setting Permissions on the User Portal

Once a user has the ability to set folder level permissions, after logging in to the User Portal, a security tab will be
available for their folders.
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W= AllFiles a
> My Files
> Team Folders ®
» Network Shares @
> Shared with Me
© Recent Documents »
#r Starred -
«% Shared by Me

B File Operations

¥ Notice ~

Access FileCloud as a network drive via
the Desktop Drive App

i Deleted File

A~ > MyFies

My Files

84 items

T BN

Name ~

S Filter ltems

Accounts

DI19-20

Public Documents

QuickNotes

backups

2020-07-24_09h04_37.png

2020-11-04_09h53_35.png

AAAReceipt02272019.pdf

1item selected (g

Modified Size

Oct 23, 2020 213 PM
by you

Jun 08, 2020 1:00 PM
by you

Jun 15, 2020 10:04 AM
by you

Nov 17, 2020 3:12 PM
by you

Jul 24, 2020 4:08 PM
by you

24,2020 904 AM 975
Y you

Nev 04,2020 9553 AM 73 g
Y you

Feb 27, 2019 8:32 AM
by you

108 KB

bl

e W+ 0 v
Details  Activity Metadata Security Comments

Public Documents
Manage folder level security for the
above folder.

Note that folder level security settings
are applicable only when folder is shared

Inherit permissions No
User permissions granted 4]
Group permissions granted o

Manage Security

To test setting folder-level permissions, follow the steps in the User Guide for Setting Permissions on a Folder.

Example scenarios

Scenario 1: Give folder permissions only to specific users or groups

In this scenario, an administrator gives two groups access to a folder, but only gives one group access to one of its

sub-folders.
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Example of giving permissions to only specific users or groups

In this example, the folder Projects in the path TeamFolder_01/TESTFILES is only shared with the groups:

+ ProjectManagers
+ ProjectTeam

Only the group ProjectManagers is given access to the subfolder Project_0001/finance.

(J Manage Team Folders

4@ > TeamFolders > TeamFolder 01 > TESTFILES » Projects > Project_0001

Project_0001

3 items
[ | Name ~ % Filter ltems

docs

. finance

requirements
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Example of giving permissions to only specific users or groups

To accomplish this, the administrator:
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1. Shares the folder Projects with the ProjectManagers and ProjectTeam groups only.

Share link for folder Projects

Share Link

Shared Folder

Share Options

Share Name:
Expires:

Upload Size Limit (MB):

Sharing Permissions:

Remove Share

Send Email Notifications:

http://127.0.0.1/urlfugg6vuhvjnmxu2nx

01/ TESTFILES/Projects

Share History

Projects Change
Never Expires
Unlimited

Yes

Allow anyone with link
Allow anyone with link and a password

® Allow selected users or groups

Users

Frr @ 3 A
View Download Upload

ProjectManagers v [v] [v]

ProjectTeam v [+ [+]

[}
F .
WL ¢ | | =
8% Add Group

< < ] o]
Share syne Delete Manage
[~ [ ] ] x
] ] O O x =
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Example of giving permissions to only specific users or groups

2. Configures permissions on the finance subfolder:

[0 Manage Team Folders

A > Team Folders » TeamFolder 01 » TESTFILES » Projects » Project 0001

Project_0001

3 items

(] Name - Y Filter Items Modified Size
[
- . Jan 06, 2023 9:40 AM

docs by team folder account

Permissions

[ finance £ 4 Xy D - m R
- . Jan 06, 2023 9:40 AM

requirements

by team folder account
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Example of giving permissions to only specific users or groups

a. Gives permission to the ProjectManagers group only.
Manage Folder Level Security

. Folder: /team folder account/TeamFolder_01/TESTFILES/Projects/Project_0001/finance

m Check Access

Permissions

] Inherit Folder Level Security

Add Group

Groups @ / «: . ¢
Read Write Share Delete Manage
ProjectManagers Z Z Z Z Z X
Inherited Permissions
Users @ 4 < [] =]
Read Write Share Delete Manage
Mo entries

Scenario 2: Remove access to specific folders for certain users

In this scenario, an administrator sets different permissions on parent and child folders.
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Example of a Sharing Scenario

e, John-—- READ, WRITE
- Joe --- READ, WRITE

| |
- Jane -— READ, WRITE

Folderl
— Object |
| Y
-' w Joe — DENY R, W

Jane—=DENY R, W

e TR

In this example, Folderl is shared with Read and Write permissions to the following users:

« John
« Joe
« Jane

This means all three users can:

« Readfilesin Folderl
o Write files in Folderl

In this example, the administrator wants allow only John access to the subfolder, Folder2, but wants to give all
three users access to the subfolder, Folder3.

The administrator therefore wants the folder access to be the following:

« Folderl - accessible to John, Joe, and Jane
« Folder2 - accessible to John
« Folder3 - accessible to John, Joe, and Jane
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Example of a Sharing Scenario

To accomplish this, the administrator:

1. Shares Folderl with all three users, and gives them read (view) and write (upload and delete) access.
Share link for folder Folder1

Shared Folder

‘team folder account/Folder1

Share Name: Folderl Change
Expires: Never Expires
Upload Size Limit (MB): Unlimited

Send Email Notifications: Yes

Allow anyone with link
Allow anyone with link and a password

® Allow selected users or groups

S Invite Users [iH

Sharing Permissions:

User ® F 4 1 < = [ ] e

View Download Upload Share Sync Delete Manage
joe@example.com v E| |Z\ |] |:| |Z_\ |:| X
jane@example.com v \Z| |Z\ |:\ |:| |Z\ |:| x
jehn@example.com v v [v] [ O v ] X

Remove Share oI

2. Creates folder-level security permissions for the two users who will not have access to Folder2.

« Joe- deny all access to Folder2
« Jane-deny all access to Folder2

When John, Joe, and Jane access the parent Folder1:

User Folderl Folder2 Folder3
John @ seeiit listed @ seeiit listed @ seeiit listed
@ Access its content @ Access its content @ Access its content
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User Folderl
Joe @) seeitlisted

@ Access its content
Jane @ seeiit listed

@ Access its content

How a user sets folder permissions

How a user sets folder permissions

Folder2

€) seeitlisted
€ Access its content

€ seeiit listed
€ Access its content

FileCloud Server Version 23.232 Site Setup

Folder3

@) seeitlisted
@ Access its content

@ seeiit listed

@ Access its content

Once a user is permitted to set folder-level permissions, they can select a folder's checkbox and click the Security

tab in the right panel and click Manage Security to open the Manage Folder Level Security checkbox.

@ FiLEcLoud

Bm AllFiles a
> My Files
> Team Folders &
> Network Shares e
> Shared with Me
© Recent Documents w
+r Starred «
« Shared by Me

B File Operations

W Notice ~

Access FileCloud Offline via the Desktop

Syne App

il Deleted Files

A ~ > MyFiles > Accounts

Accounts
o Name
— ' Filter ltems
~]  Account Names Folder

CharacterSheet_3Pgs_ Complete.pdf

FCShareExpiry.png

announcements.md

File Operations

Q, Searct

- A

a‘, Emma «

e + p 9 @

1item selected @

Modified Size

Nov 20, 2020 9:19 AM

Nov 17, 2020 2:57 PM 347 KB

by you

Nov 06, 2020 9:55 AM 68 KB

by you

Oct 23, 2020 1:28 PM 818
by you

Details  Activity Metadata Security Comments
HH
e Account Names Folder

Manage folder level security for the above
folder.

Note that folder level security settings are
applicable only when folder is shared.

Inherit permissions No
User permissions granted 0
Group permissions granted 0

Manage Security

Enable Folder-Level Permissions

47




FileCloud Server Version 23.232 Site Setup

They can then add users and select one or more of the following folder-level permissions:

- Folder: /jenniferp/Accounts/Account Names Folder
haheeN .
Users @ ’ .c -i ¢
Read Write Share Delete Manage
gabrielle_95@example.com |z| |z| C] |:| |:| x
jordan_95@exampla.com |z| [v] || |Z| ] X
Inherited Permissions
Users @ F < [ ol
Read Write Share Delete Manage
gabrielle_95. v v v w v X
jacob-87@example.com ' ' ey ' " X
-
Permission Description
Read + Allows Downloading Files

+ Allows Previewing Files

Write + Allows uploading and modifying existing files
+ Allows creating files and folders
+ Allows renaming files and folders

Delete + Allows deleting files and folders
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Permission Description
Share + Allows sharing files and folders
Manage « Allow managing folder-level permissions for this folder

See Set Permissions on Folders in the User Dashboard for more information.

Permission inheritance

How Do Inherited Permissions Work?
In general, a folder can be in one of the following states:

« The child, or sub-folder has all of the same permissions as its parent folder

« The child, or sub-folder has all of the same permissions as its parent folder, plus additional permissions

« The child, or sub-folder has all of the same permissions as its parent, minus additional permissions

+ The child, or sub-folder's permissions are not connected in any way to the parent folder and the sub-
folder retains a seperate set of permissions

When setting folder-level permissions in FileCloud, you have the following options:

Option Description

O Inherit Permissions Permissions set in this folder are exactly the same as the top
level folder's permissions

Q Don't Inherit Permissions Permissions set in this folder don't inherit from any top level
folder's permissions and are specific to only this folder

Permission hierarchy

In What Order Are Permissions Evaluated?
Folder-level permissions are evaluated in the following order:

1. User's folder-level permissions for current folder
2. Group's folder-level permissions for current folder
3. Inherit permissions
a. Ifenabled, asearchis continued along all parent paths until either:
- user's folder level permission is set for any parent folder
- group's folder level permission is set for any parent folder

When a user belongs to multiple groups and each group has conflicting permissions, the effective permissions
will be a composite of the permissions provided to each group.

For example: Jane belongs to Groupl and Group2.

+ Groupl has Read permission on FolderA
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+ Group2 has Read and Write permissions on FolderA

Jane's effective permissions for FolderA are Read and Write.

Set Granular Permissions on Team Folders

Once a Team Folder is shared, all users with access to the share will see Team Folders in the navigation panel of the user
portal and all FileCloud clients such as Sync, Drive, Outlook and the Office Add-In. These users' actions are limited by
the share permissions. Additional limitations may be added in addition to the share permissions for specific users and
groups in the form of granular permissions.

+ Change share permissions on the Team Folder share to enable use of more granular permissions
« Use granular permissions on the Team Folder itself to restrict permissions to specific users and groups. These
are applied in addition to the share permissions.

For more information on folder share permissions, read about the Private Share Permissions for Folders.

Enable granular folder level permissions

Open a browser and log in to the admin portal.

From the left navigation panel, click Settings.

On the Settings screen, click the Misc tab.

On the General sub-tab, select the checkbox Apply Folder Level Security.

i S
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Server Storage Authentication Admin Database
Third Party Integrations ServerLink Misc Reset
General User Password Matifications Share
DU Security Privacy Two FA

General System Settings

Server Timezone America/Chicago

Date Format MMM dd, yyyy (Jan 15, 2019)

Time Format

h:mim A (2:20 PM)

Default Web Ul Version
to show

ur2.0

Select the Default Ul Version

Apply Folder Level
Security

Specify a timezone from here - http://www.php.net/manual/en/timezones.php

Allow folder level security settings to appl

Email Endpoint Backup License Policies

Preview Support Services Directory Scraper

w

y to share permissions

Apply granular folder permissions to Team Folders:

You can apply granular folder permissions to the top-level team folder or to its sub-folders.

Here, we will use a common scenario, in which a top-level team folder stores various sub-folders for the team. The
entire team is given access to some of the sub-folders, for example, those that contain general information. But only
team members whose jobs require more secure information, such as employee ID numbers, are given access to the sub-

folders that contain that information.

In this example, we will give the entire Human Resources team access to the HR Files sub-folder, but we will only give
the users HR Manager and Jessica access to the Employee Records and Forms sub-folders.

1. From the left navigation panel, click Team Folders.
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2. Hover over the Team Folder (in this case Human Resources), and click the share icon.

[ Manage Team Folders

ﬁ' » Team Folders

Team Folders

] MName ' Filter ltems Modified Size
|| Human Resources < & ¥ 0@ > @ £
oA ren A A
. test 11 /OL[ 24, ?EL.E 8:43 AM
by acct team folder

A Share link for folder dialog box opens.

First give the entire Human Resources Group access to the Human Resources folder.
3. Click Allow selected users or groups, and then click the Groups tab.
4. Click Add Group.

Share link for folder Human Resources [ ]

Share Link

Modify Link E n

Shared Folder

team folders user/Human Resources

Share Name: Human Resources Change
Expires: Never Expires

Upload Size Limit (MB): Unlimited

Send Email Notifications: Yes

® Allow selected users or groups

. Add G
Sharing Permissions:

a —
Group @ £ X < [5] [ ] e}
View Download Upload Share syne Delete Manage
Mo entries
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An Add Group dialog box listing your FileCloud groups opens.

5. Select the group (Human Resources Group) that you want to give access to the team folder and click Add.

EVERYCONE i
Finance

Group Managers /

Human Resources Group

Marketing Group

Phoenix Group

Sensitive content
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6. Enable all permissions to the folder for the group except Manage permission, which is not allowed for a group.

Share Link
http://127.0.0.1/url/kjpefwtkzmvkiSwy Modify Link n

Shared Folder

fteam folders user/Human Resources

Share Name: Human Resources Change
Expires: Never Expires

Upload Size Limit (MB): Unlimited

Send Email Notifications: Yes

® Allow selected users or groups

28R Add Group

Sharing Permissions:

A 1
Group 104 - i < & [ w
View Download Upload Share Syne Delete Manage
Human Resources o |Z| |2| |Z| |2| |Z| D x

7. Close the dialog box.
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Restrict permissions to specific users within the group

1. Open the Human Resources folder to view its sub-folders.

Manage Team Folders

4 > Team Folders > Human Resou

|:| Name F te Modified Size
03-11-202210:02 AM
- Employee Records by devitean
- 03-11-2022 10:02 AM
Forms by devlte
by devtear
. 03-11-202210:02 AM
Bl R Fies by devtear

. We want to give the users HR Manager and Jessica full access to the Employee Records and Forms sub-folders.
We don't want to give the other members of the team any access to these sub-folders, but they will still have
access to the HR Files folder.

. Hover over the Employee Records folder and click the Permissions icon.

4 > Team Folders > Human Resau

(] MName F Modified Size
[J Employee Records < & & O - @ P
- 03-11-202210:02 AM
Forms P
by devitear
03-11-202210:02 AM
BB e o et

The Manage Folder Level Security dialog box opens for the Employee Records sub-folder.

4. Click the Groups tab, then click the Add Group button and add Human Resources Group.

By default, it grants all file operation permissions.
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Manage Folder Level Security [ x]

- Folder: fHuman Resources/Employee Records
Permissions

(] Inherit Folder Level Security

Add Group

"3

Gups @ 4
Read Write

Human Resources Group |7| |7|

5. Todisable the group's access to the Employee Records folder, uncheck the boxes under the operations.
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6. Then click the Users tab.

Manage Folder Level Security [ x]

- Folder: | 1/Human Resources/Employee Records
Permissions

J Inherjyler Level Security

Add Group

Hurman Resources Group |
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7. Click Add User and add only the users who you want to give access to the Employee Records folder.

- Folder: | [Human Resources
Permissions

(] Inherit Folder Level Security

hrmanager@example cam

0234431 @gmail.com

8. Repeat steps 3 through 8 for the Forms folder.

Now, when either HR Manager or Jessica logs in to the user portal, they see the Human Resources team folder
and all of its sub-folders: Employee Records, HR Files, and Forms.

Q  Search v a @

leg W [ © 9@

ﬂ - > > Human Resources Details Activity ~Metadata Security Comments
Human Resources © Add Files and Folders [JNe]
3items

[] Name Y Filter ltems Modified Size =
Human Resources
.
BB Erpioyee Records 09-04-1444 11:02 AM
B - by devitear
Info =
[ ] 09-04-1444 11:02 AM T
Forms v -
‘ R ISHARED/ [Human Resources
Copy path
B =i 09-04-1444 11:02 AM
by devitear
Permissions
BF <@

When another member of the Human Resources group logs in, they see the Human Resources team folder, but
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only the HR Files sub-folder:

Q  search - !

e NV 0 © 9 ©

’ﬂv ? deviteam » Human Resources Details Activity Metadata  Security Comments

Human Resources e
1items I

] Name Y Eilter ltems Modified Size =

Human Resources

B iRries 09-04-1444 11:02 AM
by devitean

Info «

Path
fSHARED/deviteam/Human Resources

Set special permissions

In the above example, we hid some team folders from most of a group, but we also could have set special permissions.
For example, in Step 6, above, instead of removing access to the folder, we could have given read access only:

Manage Folder Level Security

- Folder: / 'Human Resources/Employee Records
m Check Access
Permissions

[] inherit Folder Level Security

Add Group

. —
Groups @ , .: . ¢

Read Write Share Delete Manage
Human Resources Group |7| |_| |_| |_| |_| *
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More Information:

FileCloud Blogs

« Using “Allow Manage” on FileCloud Team Folders

+ User-Based Management of Team Folder Permissions
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Team Folders

() The ability to upload files by dragging and dropping them from file explorer or another application onto a
Team Folder is available in FileCloud version 22.1 and later.
The ability to restore a previous version of a file in Team Folders is available in FileCloud version 18.2 and later.

As an administrator, you may be asked to manage folders that are shared to allow for collaboration among certain users
or groups in your company.

« In FileCloud, these folders are called Team Folders.

« Team folders provide a single place where teams in a company can store and organize files and folders.

« Team folders are normally created by admins or authorized users and instantly made available to all members
of ateam.

& Team Folders use managed storage and are not available for network storage. Therefore, Team Folders are
created on managed storage where all files and folders under Team Folders are stored.

How do Team Folders help administrators?

+ Centralized Content Management: Team Folders facilitate organizing files and folders in a centralized
place.

« Easy Provisioning of Users, Files and Folders: New users can be provisioned quickly with access to specific
files and folders through Team Folders. Similarly, new files can be granted immediate access to all relevant
users by uploading the file to the relevant Team Folder.

+ Granular Control of Folders: Team Folders and their sub folders can give users granular permissions such as
Read, Write, Share and Sync access.

« Manage Selective Sync: Admins can select specific Team Folders and enable or disable sync permissions on
an easy to use user interface.

How can a size limit be placed on a Team Folder?

You can place a size limit on a Team Folder when you share it. You must share a Team Folder to give users and
groups access to it. As with any shared folder, when you share a Team Folder, you can set an upload limit that
applies to the total amount that can be uploaded to the folder. See Share the Team Folder and Set Permissions.

To Manage Team Folders

1. Configure the Team Folder Account.

2. Seed and Organize the Team Folder Data.

3. Share a Team Folder and Set Share Permissions for users
Set Up Team Folders and groups.

4. Set Granular Folder Permissions on Team Folders

(Optional)
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Manage Team Folders

Configure the Team Folders Account

Recover Deleted Files
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Search for a Team Folder

View and Restore Previous Versions

Promoting Existing User Account to Team Folders

As an administrator, you must enable Team Folders and set up a Team Folder account.

The Team Folder account is simply a system designated FULL USER account.

« FileCloud can create the account for you - you just need to choose the name you want to use.

« The Team Folder account is not counted towards your user license.

« FileCloud can also create an email account where it will send Team Folder notifications.
« The email address for Team Folder notifications should take the form of <newalias@mycompany.com>.
« Alternatively, you can promote a user account currently used for company-wide communication as the Team

Folder account.

To allow FileCloud to create the Team Folders account
Choose one of the following options:
Create a new account through the Team Folders screen

1. Inthe admin portal's navigation pane, click Team Folders.

The screen tells you Team Folders is not set up, and it provides you with a Set up Team Folders button.

HOME a
@} Dashboard
USERS / GROUPS a

S Users

2% Groups

&  Admins

MA -

3 Team Folders

#= Network Share

< User Share

/2 Folder Permissions
L. Notifications
DEVICES a

[] Device Management
GOVERNANCE &

& Dashboard

[ Retention

O Ssmart DLP

Smart Clacsifinatinn

[ Manage Team Folders

Team Folders is not set up

Team Folders provide a central space for one or more teams to work together.
Click the Set up Team Folders button to set up your account.

Set up Team Folders

2. Click the Set up Team Folders button.
A wizard for setting up Team Folders opens.
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3. Inthe Username field, enter a name for your Team Folders account (in the example below, we've entered
Team Folder Account).

Set up Team Folders [ ]

Team Folders Account

A Team Folder account is a full user account but is not counted towards your user license

Enter a username for your Team Folders account.
You can change it later in Team Folder settings.

/

Team Folder Account

Cancel ] Next

4. Click Next.
The next window of the wizard displays additional fields.
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5. Entervalues for Display Name, Email, and Password, and click Create.

Set up Team Folders [ ]

Set up Team Folders account

Please enter details to set up the account
username
Team Folders Account

Display name

Team Folders Account

Email*

teamfolder@example.com

Password*

I @ ‘

The following screen appears:

[ Manage Team Folders

A > Team Folders

0 items

Team Folders is ready!

Drag and drop your files and folders here or

click on the button in the header.
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Now you are ready to create your Team Folders and fill them with contents. You can proceed from where you
are by dragging and dropping folders onto the page or by clicking Add Files and Folders. This is a good
option if you do not already have a folder structure set up that you want to bring into FileCloud as your Team
Folders.

If you already have a folder structure that you want to use, FileCloud Sync is the preferred method.

For instructions on using these methods and others, see Seed and Organize Team Folder Data.

Convert an existing user account into the Team Folders account

1.

In the admin portal's navigation pane, click Team Folders.
The screen tells you Team Folders is not set up, and it provides you with a Set up Team Folders button.

=
[0 Manage Team Folders

HOME a
7t Dashboard
USERS / GROUPS &
9 Users

2% Groups

% Admins
MANNGE &

[ Team Folders
& Network Share Team Folders is not set up

= User Share -
Team Folders provide a central space for one or more teams to work together.

Click the Set up Team Folders button to set up your account.

Set up Team Folders

Folder Permissions
L1 Notifications
DEVICES &

[] Device Management
GOVERNANCE &

il Dashboard

E1 Retention

J  Smart DLP

Click the Set up Team Folders button.

A wizard for setting up Team Folders opens.

In the Username field, enter the username of the account that you want to convert into the Team Folder
account.
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Team Folders Account

A Team Folder account is a full user account but is not counted towards your user license

Enter a username for your Team Folders account.
You can change it later in Team Folder settings.

Matalie

4. Click Next.
The next window of the wizard indicates that the username already exists, and gives you the option of
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entering a different username or converting this user:

Set up Team Folders

Invalid User Account

The account Natalie already exists and is full user.
Would you like to convert it into a Team Folders Account?

Cancel Choose a different username

5. Click Convert.
The following screen appears:

[0 Manage Team Folders
A > Team Folders

0 items

Team Folders is ready!

Drag and drop your files and folders here or

click on the I+ ENCIG RN L LM button in the header.

Now you are ready to create your Team Folders and fill them with contents. You can begin by dragging and
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dropping folders onto the page or clicking Add Files and Folders. These are good options if you do not
already have a folder structure set up that you want to bring into FileCloud as your Team Folders.

If you already have a folder structure that you want to use, FileCloud Sync is the preferred method.
For instructions on using these methods and others, see Seed and Organize Team Folder Data.

Create a new account through the Settings > Team Folder tab

1. Open a browser and log in to the admin portal.
2. From the left navigation panel, click Settings.
3. Onthe Settings screen, click the Team Folders tab.

L
i
2
i
=

i
]

storage Authentication Admin Databaze

Team Folders Third Party Integrations Serverlink Misc Sezer
I =

Team Folder Settings

tnakle Team Folders ]

4. Click the Enable Team Folders checkbox.
The Set up Team Folder Account dialog box opens.

5. in Enter Team Folder Account Name, type in a unique name.
The Team Folder Account Name can contain alphanumeric characters and underscores, periods, dashes
and spaces.

Set up Team Folder Account

Enter Team Folder Account Name

Acct Team Folder

6. Inthe confirmation window, click OK.
The Set Team Folder Account dialog box opens.
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7. Enter a Display Name, Password, and Email, and click Create.

Set Team Folder Account o
User name * Acct Team Folder

Display Name Acct Team Folder —
Password * <~ —

Email * AcctTF@example.com -+

The Team Folder account is created and team folders are enabled.
Optionally, click the Manage button to set additional properties for the Team Folder account.

Team Folder Account Details

Narme team folder account Total Quota
Email teamfolder@codelathe.com Used Quota
Last Login - Available Quota
TOS Date Mot Accepted Used Storage
-~ ol A
MELERE] Razet Manags Dge
Sharss Pazzword Motifications Account

Profile Image

Update B Remove

Emai teamfolder@codelathe.com

Secondary Emai

Nicnlaw Mames Taam Faldars
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Action

Manage Shares

Reset
Password

Manage
Notifications

Delete Account

Property
Name

Profile image

Email

Secondary
Email

Display
Name

Account
Locked

Creation
Source

Phone
Number
(added in
FileCloud
20.1)

FileCloud Server Version 23.232 Site Setup

Description

View all the shares that are created under the Team Folder account.

Reset the password for the Team Folder account.

Edit notifications configured on the Team Folder account's file and folder paths.

Delete the Team Folder account. This will delete all the files and folders under the
Team Folders.

Property Description

Image for the Team Folder account.

Email address for the Team Folder account.

Alternate email address.

Display Name for Team Folders that appears in the user interface.

Automatically checked when too many login errors occur. Click to remove check and
unlock account.

Where the Team Folder account was created. Options are:
+ Default (Admin user interface or import)
+ SSO (During SSO sign in)

Used when logging in with 2FA.

Now you are ready to create your Team Folders and fill them with contents. You can go to the Team Folders
screen and add the folders there. This is a good option if you do not already have a folder structure set up
that you want to bring into FileCloud as your Team Folders.

Team Folders

70



FileCloud Server Version 23.232 Site Setup

If you already have a folder structure that you want to use, FileCloud Sync is the preferred method.
For instructions on using these methods and others, see Seed and Organize Team Folder Data.

Convert an existing account through the Settings > Team Folder tab

You can also create the Team Folder account by promoting a user account that is already in use for company-wide
communication.

o

Promoting existing user accounts to team folders should be done only after understanding all the
consequences of such an action.

« This can cause company-wide changes to Sync app users

« Promoting an existing account can potentially cause re-downloading of existing content

To move an existing user account to a Team Folder account:

1.

ok wN

® N

Ensure that all Sync apps connecting to your FileCloud site are running version 15.0 or later. Older versions
do not sync Team Folders.

Open a browser and log in to the admin portal.

From the left navigation panel, click Settings.

On the Settings screen, click the Team Folders tab.

Click the Enable Team Folders checkbox.

On the Set up Team Folder Account window, in Enter Team Folder Account Name, type in the existing full
user account name you want to use.

On the Set Team Folder Account window, type in the existing Password and Email for the existing full user.
Click Create.

Have each user connecting with the Sync app, log out of Sync and restart it.

If any files in the user account that was converted to the Team Folder account were originally shared with
any Sync users, the shared data was synced previously to Shared With Me , but is now synced to Team
Folders — foldername.

After all the data has been downloaded, delete the old folders in Shared with Me.

Seed and Organize Team Folder Data

When you log into the FileCloud user portal with the Team Folder account, the files that appear in the My Files folder are
the Team Folders for your FileCloud system. You can create and seed Team Folders by logging into Sync, Drive, or the
user portal as the Team Folder account and moving the folders that you want to become Team Folders into the Team
Folder account's My Files folder. The recommended method is to log into the Sync client and sync the folders.

Alternately, as an admin, you can log into the admin portal, and manually create Team Folders.

Sync Client (Recommended)

Seeding Team Folder data with FileCloud Sync Client is both simple and quick. The following steps must be followed
to seed data using the Sync Client

1.
2.
3.

First, create the Team Folders outside of FileCloud and copy the Team Folder data into them.

Download and install the FileCloud Sync Client.

Log in to the Sync Client using the Team Folder account credentials created during the Team Folder Account
Setup.

Open the My Files folder.

In file explorer, copy the folders created in Step 1 into My Files.
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6. Wait for Sync to run automatically or click Sync Now.
The folders are synced to My Files in your Team Folder Account. The folders become Team Folders for all

other users.

Once the sync is complete, you can login to the admin interface and go to Team Folders to share them with users
and groups and set up permissions.

Note: Alternately, use the ServerSync Client instead of the Sync Client.

Drive Client

Team Folder data can be seeded using the Drive Client. The following steps must be followed to seed data using
Drive Client.

1. First, create the Team Folders outside of FileCloud and copy the Team Folder data into them.

2. Download and install the FileCloud Drive Client.

3. Login to the Drive Client using the Team Folder account credentials created during the Team Folder Account
Setup.

4. Locate Drive in your file explorer, and copy the folders created in Step 1 into My Files.
Drive will automatically detect the new folders and add them to My Files in your Team Folder Account. The
folders become Team Folders for all other users.

Once the files and folders are copied, you can log in to the admin interface and go to Team Folders to share them
with users and groups and set up permissions.

Open a browser and log in to the User Portal

The FileCloud web user interface can be used to seed and organize Team Folder data. The following steps must be
followed to set up Team Folder data using the user portal.

1. First, create the Team Folders outside of FileCloud and copy the Team Folder data into them.
Using a web browser, go to the FileCloud user portal.

Log in using the Team Folder account credentials created during the Team Folder account set up.
Browse to My Files

Copy the folders that you created in Step 1 into My Files.

These folders become Team Folders for all other users.

abrwn

Now, log in to the admin interface and go to Team Folders to share them with users and groups and set up
permissions.

Admin Portal

Go to the Team Folders page in the admin portal to create Team Folders and seed them with files.

1. Open a browser and log in to the admin portal.

2. Ensure the account that is used to log in has permissions to access Team Folders.
The main admin account has automatic access to Team Folders. To set Team Folder access to additional
admin accounts, see Managing Admin Users.

3. From the left navigation panel, click Team Folders.

4. Add Team Folders.
Add Team Folders by dragging and dropping
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a. Dragand drop an existing folder (with or without contents) from your file system onto the Team

folders screen.

I
[ Manage Team Folders

n
| @A > Team Folders
'

iTeam Folders

items

[] MName Filter ltems Modified

BB ensiation files

ymmmm e mmm e smeeEssseesssesesssssssssssssssssssssss—==e

@ Add Files and Folders (&

Size

b. The folder becomes a Team Folder, and you are prompted to share it with users or groups.

L1
[ Manage Team Folders

@A > Team Folders

Team Folders

] Mame Filter ltems Modified

. 28-08-2020 9:48 AM
BB cansiation files A

062022 1151 AL
BB Vedicaifies 20-08 :uzz 131 AM

@ Add Files and Folders e

Size

Folder not shared yet.
Share it with your team to collaborate.

m

c. Click Share Now to share the Team Folder with users and/or groups.
d. Toadd contents to the folder, drag and drop them into the folder or click the Add Files and

Folder button and select them from your file system.

Add Team Folders by clicking the button
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a. Click the Add Files and Folders button.
A drop-down menu opens.

ke
ME 4 (1 Manage Team Folders
Dashboard
4 > Team Folders
USERS | GROUPS &
= Groups i
ERRT [ MName ma Modified Size
MAHAGE &
P 2 Bhd
[ Team Folders I Va2
== Network Share
Il Marketing
= User Share
Folder Permissions
2 Notifications

b. Either choose New Folder to create a new Team Folder, or click Upload Folder to upload an
existing folder (with or without contents) and make it a Team Folder.

If you choose New Folder:
» Anew folder appears in the list. Your cursor is positioned so that you may give the folder a

name.

[ Manage Team Folders

A > Team Folders

[ Wame ma Modified Size
10

- Market123 Sep 12,2022 12:23 PM

IR Varketing Sep 12, 2022 1222 PM

« Add a name and click Enter.
The folder opens and displays a reminder to share the file.
+ Click Share Now.

(3 Manage Team Folders

4 > Team Folders » Human Resou...

Human Resources o

A This folder is not shared yet. Share it with your team to collaborate.  Share Now

[] Name ma Modified Size

A share dialog box opens.
« To share the folder with users, see Share the Team Folder and Set Permissions.
+ To add contents to the folder, drag and drop them into the folder or click the Add Files and
Folder button and select them from your file system.
If you choose Upload Folder, your file explorer opens.
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+ Select the folder to use as a Team Folder and upload it. Agree to upload the its files if

prompted.

Mame - Status Date medified Type ~
Maps 9/12/2022 2:58 PM File folder
Medical files 6/20/2022 1:39 PM File folder
menu 5/23,/2020 1:03 PM File folder

@] My Data Sources 4/8/2021 2:45 PM File folder
M Games 5/23/2020 1:03 PM File folder

< >
|
Upload Cancel

The folder and its contents are uploaded. The folder becomes a Team Folder, and you are
prompted to share it with users or groups.

5]
[ Manage Team Folders

A > Team Folders

3items

[[] Name Filter Items Modified Size

- translation files
BB vedical files
Bl cooures A

Folder not shared yet.
Share it with your team to collaborgfe.

e m

« Click Share Now to share the Team Folder with users and/or groups.
+ To add contents to the folder, drag and drop them into the folder or click the Add Files and
Folder button and select them from your file system.

Share the Team Folder and Set Permissions

& Beginning with FileCloud 23.1, by default, you can no longer share a top-level Team Folder publicly. To change
the default, see To enable public sharing of top-level Team Folders, below.

You must share Team Folders before users can access them.

« Team folders that are not shared do not appear under any user's account and are not accessible.

« Team Folders are shared from the admin portal, and may be shared privately with specific groups or users.

« From the admin portal, Team Folders can't be shared with external accounts; from the user portal, full access
accounts can share Team Folders with external accounts.
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After setting up Team Folders, you can add and share them.
To share a new Team Folder when adding it:

1. Inthe admin portal, click Team Folders in the navigation panel.

2. Dragand drop the folder onto the Team Folders screen or use the Add Files and Folders button and choose

either Upload Folder or New Folder.

FileCloud Server Version 23.232 Site Setup

© Add Files and Folders c

& Upload File

Size = Upload Folder

<<

]
[

New Folder

When the folder is added the following prompt appears:

Folder not shared yet.
Share it with your team to collaborate.

]

3. Click Share Now, to configure the share and share it with users now, or click Later to configure and share it at a

later time.
If you choose Later, the folder's row displays a warning icon.

[ Manage Team Folders

A > Team Folders

Team Folders

13 items
(] Name ~ | % Filter ltems Modified
B oueEnrol 20-10-03 5:38 PM
by team folder account
. F 22-09-1212:11 PM
orms N
by team folder account

© Add Files and Folders c

Size
Not shared — 4

Shared =g

If you choose Share Now a Share link for folder dialog box opens.

4. To configure the share, see To complete the Team Folder share, below.

To share an existing Team Folder:

1. Inthe admin portal, click Team Folders in the navigation panel.
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2. Therow for a Team Folder displays a share icon if it has already been shared or a warning icon if it has not been
shared.

[ Manage Team Folders

4 > Team Folders

13 items

[} Name Filter Items Modified Size
20-10-03 5:38 PM
. D Ja‘EnrO h‘,‘ team folder account A
. E 22-09-1212:11 PM
orms

by team folder account

3. Hover over a Team Folder with a warning icon, and click the share icon.

=
[ Manage Team Folders

A > Team Folders

15 items

[] Name Filter Items Modified Size
[J DualEnro ¢ & Xy D - W A
. Forms 22-09-1212:11 PM

by team folder account

The Share link for folder dialog box opens.
4. To configure the share, see To complete the Team Folder share, below.

To complete the Team Folder share:

1. Inthe Share link for folder dialog box, configure the settings for the share.
For example, you may want to share the folder with a specific group only or limit the upload size.
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Share link for folder DualEnroll [x ]

-~
Share Link
http://127.0.0.1/urlfwtasaffSbmgsjchr Modify Link n E n
Shared Folder
Share Options Share History
Share Name: For Review Change
Expires: Newver Expires
Upload Size Limit (MB): Unlimited '@ Limited 1000 /
Send Email Notifications: Yes
® Allow selected users or groups
288 Add Group
Sharing Permissions:
—~ —
Group @ & $ < = . ¢
View Download Uplaad Share Sync Delete Manage
ProjectTeam " |Z| |:| |:| |:| |:| |:|
v

For information about share settings, see Share Options for Public and Private Folders.

For information about sharing permissions, see Public Share Permissions for Folders or Private Share
Permissions for Folders.

Note: You cannot share a top-level Team Folder publicly,

Once the Team Folder is shared, it appears to all users that have access to it under Team Folders in their account
in the FileCloud user portal and in FileCloud clients such as Sync, Drive, and Outlook Add-In.

g@ FiLEcLoud Q search . £ § emma~
le I¢f
All Files «
- es /ﬁ‘v > team folder account
> My Files
e team folder account e

> Team Folders ® S eme

> Network Shares @

Name Y Filter Items Modified - Size

prd

«{ Shared by Me

T, Workflows

o . DualEnroll

| B File Operations
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If you rename a Team Folder

If you rename a folder, but do not change the name of the Team Folder share, users will continue to see the original
Team Folder name. To help you remember to change the share name, FileCloud automatically asks you if you want to
change the share name when you change a Team Folder name, as shown in the following video:

Movie URL not available.

To enable public sharing of top-level Team Folders

1. Open cloudconfig.php:
Windows Location: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux Location: /var/www/config/cloudconfig.php

2. Add the setting:

define (' TONIDOCLOUD_ALLOW_PUBLIC_SHARE_TOP_LEVEL_TEAM_FOLDER', true)}
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The Share link for folder dialog box now includes public sharing options:

Share Link
http:/(127.0.0.0/url/ibmantiwBcgyahsg Modify Link E n
Shared Folder
team folders account/D1 19-20 Select
Preview

Share Options Share History

Share Name: 8J3llyvx7Dv802zB Change
Expires: MNever Expires

Send Email Notifications: Yes

® Allow anyone with link

Allow View + Download hd
Sharing Permissions:
Allow anyone with link and a password

Allow selected users or groups

To return to disabling public sharing of top-level Team Folders:

+ Change the value of the cloudconfig.php setting from true to false:

define (' TONIDOCLOUD_ALLOW_PUBLIC_SHARE_TOP_LEVEL_TEAM_FOLDER', false)}

Search fora Team Folder

() The ability to search for a specific Team Folder is available in FileCloud Server version 19.1 and later.

If you manage so many Team Folders that you have to look through multiple pages of folder listings to find a Team
Folder, you can use the search box to find the folder you need quickly.

+ In some cases, enterprises might see multiple pages of team folders

+ To help you filter the Team Folder list, a search box allows you to filter the list of folders on the Manage Team
Folders page.

+ You can also locate files by clicking the Name, Size, and Modified columns to sort on them.
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1. Open a browser and log on to the Admin Portal.

From the left navigation menu, under MANAGE, select Team Folders.

3. Onthe Manage Team Folders page, In the Filter box, type in the name of your folder or part of the name, and
press ENTER.
Matching folders appear in the Team Folders list.

N

[ Manage Team Folders

4 > Team Folders

Team Folders

] MName ‘ ""d Modified Size
. Human Resources IZ_USZ_LZZ 1:47 PM

. Maps 34_11;:'2’.. 110 PM

. Market123 12-09-2022 12:23 PM

. Marketing 12-09-2022 12:22 PM

Recover Deleted Files

() TheRestore button for deleted files and folders in Team Folders is available in FileCloud version 22.1 and
later.
The ability to recover deleted files and folders in a Team Folder is available in FileCloud version 17.3 and later.

After you delete files and folders, they are placed in the Team Folder's recycle bin so that they can be recovered if
deleted by mistake or are needed again at a later time.
To recover a deleted folder or file:

1. Open a browser and login to the admin portal.
2. Inthe navigation panel, click Team Folders.
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3. Toopen the Deleted Files page, in the upper-right corner, click the more icon and choose Deleted Files.

[0 Manage Team Folders

A > Team Folders

&5 Download Folder

[] MName Filter Items Modified Size [l Deleted Files
|J File Operations
B cLoow Nov 15, 2021 10:02 AM
Sep 12, 2022 1:47 PM

- Human Resources S
- Maps Nov 04, 2020 1:10 PM

YE .
- Market123 Sep 12, 2022 12:23 PM

viar £
| R Sep 12, 2022 12:22 PM

The Deleted Files screen opens. The top level of folders includes deleted team folders as well as non-deleted
parent team folders of deleted files. For example, in the following screenshot, the JTeam and Photo files team
folders are deleted team folders, but the Market123 team folder is a non-deleted team folder that contains

deleted files.

[ Manage Team Folders

A > TeamFolders > M@ Deleted Files

Deleted Files c
[] Name Filter Items Modified Size
- JTeam Sep 12, 2022 11:28 AM
Sep 12, 2022 12:57 PN
BB varkenzs Sep 12, 2022 12 1
- Bhoto files Sep 12, 2022 1:36 PM
oto file

4. Navigate to the folder or file you want to recover.
5. Hover over the folder or file, and click the Restore button.

[ Manage Team Folders

A > TeamFolders > [@ Deleted Files » Market123

Market123 c
(] MName Filter Items Modified Size
- o Sep 12, 2022 1:37 PM
HOOEK
=
[ Example 1.docx g & & 0 - @ &
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6. Thefile or folder is restored. If it is a Team Folder, it is restored to the top level of Team Folders. If it is a file
within a Team Folder, it is restored within the Team Folder.

[ Manage Team Folders

A > TeamFolders > Market123

] MName Filter Items Modified Size
E ErrorMessages.txt

Mar 12, 2021 2:31 PM 1548

Sep 12, 2022 12:59 PM 12 KB

n Example 1.docx

View and Restore Previous Versions in Team Folders

() The ability to restore a previous version of a file in Team Folders is available in FileCloud Server version 18.2
and later.

If you need to revert changes made to a file, you can restore the previous version and make it live.

To restore a previous version of a file in Team Folders:

1. Open abrowser and login to the admin portal.

2. Inthe navigation pane, select Team Folders.

3. Onthe Manage Team Folders page, navigate to the file you want to revert to a previous version.
4. Click the version icon.

[0 Manage Team Folders

4 > TeamFolders » Human Resou...

|:| MName Filter Items Medified Size
File Versions:
[ Applications.docx L & & 0 - 0 o

A list of the previous versions opens.

Team Folders 83



FileCloud Server Version 23.232 Site Setup

5. Across from the version to promote, click the Make as Current Version icon.

Previous Versions [ %]

Details Size Created on Who Actions

Version 3 (Current Version)
Checksum: a29bb168f{88245ee7c09165d905629c299d93bd73ba 242 KB 25-10-2022 11:05 AM
9af415d7feb6b509bdae [

Version 2

Versioned On:

257102022 THAG AM 242 KB 25-10-2022 11:44 AM & W &
Checksum: 7bbb33fbd29ce7fBabae3d703b0e59b25f75be6fb282b

aBBdcbbb02f7352fbal

Version 1

Versioned On:

ZET1072022 1105 Al 243KB 12-09-2022 11:20 AM & W5

Checksum: 730e97391f205619f69fd4b3663740927 3fBadeb7i51a
46b0alab3bBed2119ae (L)

Download All Versions

The following confirmation box appears:

Selected version will be made live.
Mote that the current version will
be versioned or removed
depending upon settings.
Continue?

6. Click OK.
The version that was made the current version now appears at the top, and the previous current version appears
under it.
(Note that above, the 11:44 AM version was Version 2, but below, after it was made the current version, it is
Version 3 at the top of the list.)
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Previous Versions Q

Details Size Created on Who Actions

Version 3 (Current Version)
Checksum: 7bbb33fbd29ce7f8a6ae3d703b0e59b25f75be6fb28 2h 242 KB 25-10-2022 11:44 AM -
aBBdcbbb02f7352fbad [0

Version 2

Versioned On:

257102022 THE0 AM 242 KB 25-10-2022 11:05 AM & W5
Checksum: a29bb168ff88245ee7c09165d90562 193bd73ba

9af415d7feb6b509bdae [

Version 1

Versioned On:

2571072022 1105 AM 243 KB 12-09-2022 11:20 AM & W ¥

Checksum: 730e07391f205619/69fd4b36637409273fBadeb7f51a
46b0alab3bBed4 2119ae [

Download All Versions

() Inversions of FileCloud prior to 20.2, current versions are always removed when another version is
restored. Beginning with Version 20.2, by default, the current version is saved when another version is
restored.

To view and restore previous versions of files in the user portal, see View Previous Versions Of Files
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As an administrator, you can use your FileCloud Server site to provide a place for your users to store and share files.

« Every user of FileCloud Server needs a user account before they can store and access files
+ You can configure the user account to authenticate with the system you already have in place

& Administrators can not create a user with an account with a name of Admin or superadmin in FileCloud Server

version 19.1 and later.

« In previous versions, an administrator could create a new user with an account name of

+ However, when a user opens a browser and tries to log in to the User Portal with an account name of
, the user gets an error that this is an invalid username.
« The user sees an error that says: You are trying to login into user portal with admin account.

CLFC-00035-00116

FileCloud Server has been modified to prevent an administrator in the Admin Portal from creating a user with

the following names:

The administrator will receive an error that these names are not valid.

Add User Accounts

Configure User Authentication

Integrate with other User Directory Solutions

User Settings

Create or Import New Accounts

Allow Users to Create Accounts

User Authentication Settings
Enabling Default Authentication
Active Directory Authentication
Connecting to AD via SSL

Using Single Sign-On

Integrate Azure AD with FileCloud
Integrate Centrify with FileCloud
Integrate Okta with FileCloud

Integrate OneLogin with FileCloud
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Manage User Accounts Migrate data after an account name change
Changing the Storage Quota for Users
Enable WebDAV
User Session Expiration
Restrict Commonly Used Passwords

Customize the User Login Screen

Create FileCloud Users

You can control access to files stored in FileCloud by configuring permissions for user accounts.

+ Every user who has access to FileCloud storage must have an account.
« Once a user account is created, it can be assigned different access levels.

(@ InFileCloud version 20.1 and later, special characters from the extended UTF8 alphabet are supported in
display names.

& Administrators cannot create a user with an account name of admin or superadmin in FileCloud version 19.1

and later.
« In previous versions, an administrator could create a new user with an account name of or

+ However, when a user opened a browser and tried to log in to the user portal with an account name of
, the user was unable to log in and saw the following invalid username error:
You are trying to login into user portal with admin account. CLFC-00035-00116

FileCloud has been modified to prevent an administrator from creating a user with the following names:

The administrator is sent an error that these names are not valid.

In this section

« User Access Levels and User Types

« Manually Create a New User Account

+ Video of Adding FileCloud Server User Account
+ Bulk creation of User Accounts from a CSV File
+ Import a user account from AD or LDAP Service
« Bulk Import User Accounts from AD Server
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User Access Levels and User Types
When you create a user, you assign it an access level.

There are four different access levels for users.

Level Access Notes
Admin Access The default Admin has complete control =~ The default Admin account is used to
over the FileCloud system. manage the FileCloud.

Other admin users have those admin . . .
. . The default admin user account is 'admin'.
permissions given to them.
Other users can be marked as 'admins' and

given limited set of permissions.

Read more about Multiple Admins

Full Access Control over its own private cloud These user accounts can:

storage space in My Files. « store filesin their own private cloud

storage space

« view and download files stored in their
storage space

« view and download files shared with
them by other users

Guest Access Restricted access to the FileCloud These user accounts:

system. . Do not have private cloud storage

« Can only view/upload/download files
shared to them by other user accounts

+ Can re-share content if they have
permissions

External Access Access to FileCloud only through a Web These user accounts:

browser. « Canonly view/upload/download

content shared with them

« Do not count towards the user license
limit

« Cannot be authenticated via AD and can
only be local user accounts

« Have external linked email accounts
and cannot use the same domain as the
FileCloud URL

« Can't be added directly to network
shares via the admin portal

« Can access content from network
folders if they are shared
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® + Both Full and Guest users accounts are counted towards user accounts specified in the license.
« External Access accounts are NOT counted towards the license.

User Types Comparison

User Access Feature

User Portal (Web
Browser) Access

View shared files

View Network Shares

Authentication

Mobile App Access

Personal storage in
FileCloud

Share files with other
users

Access storage using
Cloud Drive

Sync storage using
Cloud Sync

SSO Login

User Settings

Full Access

Permitted

Fully functional

Permitted

Permitted

Local / ActiveDirectory

Permitted

Fully functional

Available

Permitted

Permitted

Permitted

Permitted

Guest Access

Permitted

External Access

Permitted
Not all Functions Available

Not all functions available

Permitted

Permitted

Local / ActiveDirectory

Permitted

Permitted

Only via shares created by
users

Local Only

Not Available

Not all functions available

Not Available

Permitted

Permitted

Permitted

Permitted

Not Available

Not Available

Not Available

Not Available

Not Available
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User Access Feature

Group Membership

Admin Account

Team Folders

Automation App

File and Folder
Comments

2FA

Full Access

Can be member of any
group

Can be Admin Account

Permitted

Permitted

Permitted

Permitted

Checking User Access Level

Guest Access

Can be member of any
group

Can be Admin Account

Permitted

Permitted

Permitted

Permitted

FileCloud Server Version 23.232 Site Setup

External Access

Can be member of any group
except Everyone.

Cannot be an Admin Account

Only via shares created by
users

Not Available

Not Available

Available by license
beginning in Version 20.2 for
enterprise customers.

The access level of any user account can be checked by the Administrator using the admin portal.

To check a user's access level:

1. Logon to Administration Portal.

2. Click Manage Users in the navigation panel.
3. In Filter, enter the name or the email of user
4. The Access for the user will be listed in the Status column.

HOME

Dashboard  (EE
USERS/GROUPS

Users

Groups =

Admins =3

MANAGE

Team Folders

& Manage Users

Filter Q

User name Display Name
2 » alish Aliah
a2

»  brianna Brianna

»  briano Brianna

@ Add User [E-RNII = Export

Status Filter ~ Source fjlte v Show 10 Items v

Email
aliahp@example.com
brianna@example.com

briano@example.com

Last Login Status Actions

25 Jul 2022 13:46 [F4 of n
16 Feb 2022 14:31 [E4 of n
- Disabled Access [£4 ol n

User Settings
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Manually Create a New User Account

() Thedefault user storage quota for every new user is set in Managed Storage. See Setting up Managed Disk
Storage

An optional sample set of files can be preloaded for every user on creation.

1. Logon to Admin Portal.

2. Inthe left navigation panel, click Users.
3. Inthe top right corner, click the Add User.
Dashboard (BN
USERSJROUPS Filter Q | Filter by name, email or notes Status Filter v Source Filte v Show 10 ltems hd
Users
User name Display Name Email Last Login Status Actions
Groups [ new |
2 » alih Aliah aliahp@example.com 25 1u1 2022 12:46 v « B
Admins [ new |
a »  brianna Brianna brianna@example.com 16 Feb 2022 14:31 @ o n
MANAGE
Team Folders s »  briano Brianna briano@example.com - @ o n
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4. Setthe required account information.

Add User

Authentication

Lccess Level

IJser name *

Display Mame

Password *

Email *

Send Email
Motification

Include Password in
Email

Default Authentication hd
Full (Licensed Account with storage) hd
Keira Walsh

Keira

srsensaw

kwalsh@site.com

Settings

Authentication

Access Level

User Settings

Description

Allows you to select the authentication type for granting access
into the system.

« Default Authentication - creates a local user account.
User credentials are stored and authenticated within
FileCloud.

« LDAP or AD Authentication - creates an external user

account. User credentials are stored and authenticated

from an external LDAP or AD server.

Allows you to select the user type. A user account with Full or
Guest access counts as a license.
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Settings

User name

Display name

Password

Email

Send Email Notification

Include Password in Email

5. Click Create.

FileCloud Server Version 23.232 Site Setup

Description

Name to be used to log into the system.

By default, User name can only contain numbers, spaces,
hyphens, periods, underscores, and letters from the Latin alphabet
(A-Z, uppercase and lowercase), and email addresses may not be
used as usernames.

Note: To also enable use of apostrophes in the User name, go to
Settings > Admin and check Allow Email as Username.

Name that appears on user interface

Password for the user (Should adhere to password length and
strength requirements for your organization)

An email id that is unique in the FileCloud system

When checked, a welcome email is sent to the new user.
Unchecked by default.

Beginning with FileCloud 20.1, if you uncheck this, you can send a
welcome email with a newly generated password later. See Send
Email from User Details.

When checked, the new user's password is included in the
welcome email. Checked by default.

Beginning with FileCloud 20.1, if you uncheck this, you can send a
welcome email with a newly generated password later. See Send
Email from User Details.

Bulk creation of User Accounts from a CSV File

You can create multiple accounts at one time using a CSV file.

A When you create multiple accounts at one time, all accounts will initially have the follow settings:

« Default Authentication

« Status: Guest Access (user account type)
+ Email Verified: YES ( allow users to immediately log in with their passwords)

As the Administrator, you can change the authentication and access level once the user account is created.

User Settings
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Format of CSV file for creating user

To import from a CSV, create a simple text file with the all the user account information. The format of the created file is

explained below:

CSV import format

UserName, EmailID, Password, DisplayName, Status, ExpirationDate, Groups, EmailVerified

Field

UserName

EmaillD

Password

DisplayName (optional)

Status (optional)

ExpirationDate (optional)

Groups (optional)

EmailVerified (optional)

User Settings

Description

The userid.

A unique email id to be associated with the user.

Password for the user. Must follow password requirements (minimum length, etc.)

The name that appears in the user interface for the user.
Default is same as UserName.

The user's account type (access level). Options are Guest|Full|External.
Default is Full.

The date the user account will expire.
Default is none.

The group or groups the user belongs to. If there are multiple groups, separate
them with the | character.
Default is none.

Note: FileCloud can only recognize group names if you do not insert spaces
between the group names and the | characters:

+ Valid: EVERYONE|GROUP 1|GROUP 2
+ Invalid: EVERYONE | GROUP 1 | GROUP 2

Whether or not the user can initially log in without administrator approval after the
account is created.

YES - Email is verified, so user can log in without account approval. Default.

NO - Email is not verified, so administrator must approve account before user can
log in. Administrator approval is only required for the initial login.
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T |UserName EmaillD Password DisplayName Status ExpirationDate Groups EmailVerified
2 |jessicam im2344311 @example.com password Jessica FULL EVERYONE |Human Resources Group YES
3 |david dm898002@example.com password david FULL EVERYONE YES
4 |jaredtaylor978 jaredtaylor978@example.com password Jared GUEST EVERYONE |Human Resources Group|Marketing  YES
5 |aliah aliahp@example.com password Aliah FULL EVERYONE YES
6 |hr manager hrmanager@example.com password HR Manager FULL EVERYONE YES

Importing a CSV File

To import a CSV File:

1. Logon tothe Administration Portal
2. Click Users in the left navigation panel.

S, Manage Users
Filter Q  usr
User name
2 —
Ky o2
s b usid

Display Name

usr2

usritd

usr.781724r78widisabled@a334sudfls 14 Sep 2022 20:48

9845t0ijeglsfsfsafd@usiBgtggfr.com

8743yrByrucifiadsfy0B4Fr@4984gjgirkF. 18 Feb 2022 08:02

Status Filter: All

Email

() [P

Source Filter: Al ~ Show 10 Items A
Last Login Status Actions
2 & x
14 Sep 2022 20:45 E & x
2 e x

3. Click the Import button in the upper-right corner to open the import dialog box.

Import Users

CEV format

Mote : UserMame

Import Users from CSWY

Exam

UserMame EmaillD

jemesweber | juweberEgmailoom

k=tigjones kjones 2gmailoom

russe! ussel@gmail.com

john Johni@gmail.com
Choase File to Immport

Send Email Motification 0

EmzillD amd Passw

Ord are mamdanory

Password

wordl

Import Users from Active Directory

f you are us|

import users directly from a

ing Active Directo

you can also
pecific AD group

DisplayMame

ana the rest

w
m
(=)
=]

Status

Displaymarmal | FULL

Cizplaynamel

L5 [ F) ]

=

Groups | Emailerified
PR | T
P .

Import

4. Click Choose File, and select the CSV file containing the entries of users to be created.

User Settings
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5.

6.
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To send a notification to each user imported, check Send Email Notification. (Added in FileCloud 20.1)
« Toinclude each user's password in the email, check Include Password in Email.
Click Import.
When the process is complete, a report is generated indicating the status of each user account creation.

Note: To exporta CSV file of the users in your system, click the Export button.

The fields exported are the same as the imported fields with the addition of the fields DisableNotifications,
LastLogin, Authentication Type, MobilePhone, and Effective Policy.
Notice that the Password value is not exported.

UserName EmaillD  Password DisplayNai Status Expiration| Groups EmailVerif DisableNo LastLogin Authentice MobilePhc Effective Policy

gaby gabrielle_95@exampl Gaby FULL EVERYONE YES NO 11/28/2022 14:28 Default Global Default Policy
keira keira@example.com Keira FULL EVERYONE YES NO Default Global Default Policy
brianna  brianna@example.co Brianna  GUEST EVERYONE YES NO 9/16/2022 9:54 Default 1.44E+10 Global Default Policy
laurel laurel@example.com Laurel FULL EVERYONE YES NO Default Global Default Policy
marion marion@example.cor Marion FULL EVERYONE YES NO 3/11/2022 12:02 Default Global Default Policy
briano briano@example.con Brianna  DISABLED EVERYONE YES NO Default Global Default Policy

Import a user account from AD or LDAP Service

1. Logon toAdministration Portal.

2. Setup AD configuration or LDAP configuration depending on your requirements.

3. Click Users on the left navigation panel.

4. Click Add User button.

5. Select Active Directory or LDAP as the authentication type.

6. Setthe required account information as shown and click save.
Settings Description
Authentication Set to Active Directory or LDAP
AD/LDAP User name AD/LDAP User name to import
AD/LDAP Password AD/LDAP User name's Password
Email Disabled: This will be imported from AD/LDAP service
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- ) 3
HOME a Manage Users —— o.Add User we Import ﬁExpor‘t
Dashboard  (EEED
USERS/GROUPS Filter Q | Filter by name, email or notes Status Filter ~ Source Filte Show 10 Items hd
Users
User name Display Name Email Last Login Status Actions
Groups [ new |
L2 ) alian Aliah aliahp@example.com 25 Jul 2022 13:46 =z o n
Admins =3
2 P brianna Brianna brianna@example.com 16 Feb 2022 14:21 3 of n
MANAGE
2 i i i - Disabled Access 7
Team Folders 2 »  briano Brianna briano@example.com 4 o n

Add User

Authentication

Default Authentication

Access Level Active Directory or LDAP
Uzar nams
Paszword
Emizil

Zend Email |
Motification

nclude Password in O
Zrniail

(]
[=]
[
i

Bulk Import User Accounts from AD Server

A Whenimporting user accounts from AD groups into FileCloud Server, some AD groups that cannot be imported
are still listed.

+ These AD groups are built-in to perform tasks.
+ Inthe Windows Server operating system, there are several built-in accounts and security groups that
are preconfigured with the appropriate rights and permissions to perform specific tasks.

FileCloud Server version 19.1 and later has been modified to stop displaying built-in AD groups that cannot be
imported.
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As an administrator, you can create FileCloud user accounts by importing existing accounts from an AD group in your
existing AD server.

Import users from an AD Server
To import users from an AD server:

1. Open abrowser and log on to Admin Portal.

2. Setup AD configuration or LDAP configuration depending on your requirements.

3. From the left navigation panel, under USERS/GROUPS, click Users.

4. To open the Import window, click Import.
& Manage Users & mport ¥ Export
Filter Q | Filter by name, email or notes Status Filter Source Filte Shoy 10 Items ~

User name Display Name Email Last Login Status Actions

3 »  lared Taylor lared Taylor - r e u
53 b  Noah Noah noah@example.com = E4 Lo n
2 b abose Amit Bose amitbose@example.com 08 Oct 2020 15:52 [F3 [+ n

5. Under Import Users from Active Directory, click Import.
Import Users

i

Import Users from CSY

C5V format example:

Mote : UserMame, EmaillD and Password are mandatory and the rest are options

UserMame = EmaillD Password | DisplayMame — Status ExpirationDate | Groups | Emailverified
jemesweber | jweber@gmailoom | Pesswordl | Displaymamel | FULL 02,/26/2017 Groupl | YES
k=tigjones kjones@gmailcom | Password? | Displayname? | GUEST 05,/28/2017 Group2 | MO
russe! ruzsel@gmail.com Displayname3 Group3 | MO
john Jjehn@gmail.com Displaynamed Group4 ES
Chioose File to Imnport Choose File | Mo file choszn
Send Email Motification 0 nclude Password in Emiail ] Import

Import Users from Active Directory
f you are using Active Directory, you can also

Import

import users directly from a specific AD group

An AD Group Members Import dialog box opens.
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AD Group Members Import

AD Group Name Group name to import

Send Email O

Send email approval to members of this AD group

6. Typeinthe AD Group Name. A list of existing groups can also be viewed by clicking the Group List button.
7. Tosend an email to notify each user after their account is approve, check Send Email.
8. Click the Import button.

Import Disabled Users from Active Directory as Disabled
When a user account is disabled in AD, it may be imported as a disabled account into FileCloud.
To use this option:

1. Open abrowser and log on to the admin portal.

In then navigation panel, click Groups.

Select the group that you want to add users to, and then click the Edit Group ( = ) icon.
On the Members tab, click Import Users from AD Group.

In AD Group Name, enter the AD group to import.

Enable the Disable Members option.

AD Group Members Import

AD Group Name: Accounting [ Group List ]

ouswN

Automatic Sync:

Remove Members: \

Disable Members: O

Send Email:

o N

If there are users with disabled accounts in the AD group, they are listed in the admin portal's Manage Users
screen with Disabled Access.
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New Account Creation

By default, a New Account button appears on the log-in page that users can click to create or sign up for a new account.

ﬁ FILECLOUD

New Account

Login
I
Account Password
kkokokkkkkkok @

Username or Email

®

English

Administrators can customize how new user accounts are created.

() Ifyou are enabling FileCloud users to create new accounts when sharing with external individuals, and SMS
2FAis enabled, you must add a setting that allows the user to enter the individual's phone number with the
share. To add the setting, see the section Enable Two Factor Authentication for User Portal (Global

setting) in Two Factor Authentication.

Who can create and approve accounts

New account settings
Table 1. The Settings
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Setting

Show New
Account
Button

User Settings

Location

Customization >
General tab >
Login tab

Options

Displays New
Account button
on User log-in
page. opens a
window for the
user to type in new
account
information

=Hides
New Account
button on User
log-in page.
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Description

This setting determines whether the New Account
button appears on the User Portal Log-in page.

If enabled, this setting works with two other
settings to determine authentication and approval
permissions:

+ Allow Account Signups
« Automatic Account Approval
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Setting

Allow Account
Signups

User Settings

Location

Settings > Admin
tab

Options

Specifies if a user
can or cannot
create a new
FileCloud user
account from the
login-in page. by
choosing:

Can Create an
Account

=Enabled

=AD and
LDAP users can
create their own
accounts

« Active
Directory
authentication
allowed

« LDAP
authentication
allowed

« Local users
(who are not
using AD or
LDAP
authentication
) cannot
create their
own accounts.
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Description

This setting controls if the user can create a new
account. By default, the account is disabled until an
administrator approves it. If you want the account
to be automatically approved, use the

settings.

+ If you are using AD or LDAP authentication.

« You want to allow your AD users to create their
own FileCloud user accounts. After you import
AD or LDAP user accounts into FileCloud, you
can have the users create their own FileCloud
account automatically on first login. In this
scenario you would just tell your users to log in
using their AD or LDAP credentials and on first
login FileCloud will automatically create that
user's new FileCloud account.

Note: If you are not using AD or LDAP
authentication, users cannot create their own
accounts.

« If you are NOT using AD or LDAP authentication

+ You want to allow your users to create their
own user accounts. By default, the account is
disabled until an Administrator approves it.
Note: If you are using AD or LDAP
authentication, users can create their own
accounts.
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User Settings

Options

= Local users
can create their
own accounts

« Local users
(who are not
using AD or
LDAP
authentication
) can create
their own
accounts.

« Active
Directory
authentication
not allowed

« LDAP
authentication
not allowed

Cannot Create an
Account

=No users
can create their
own accounts

+ Ifthe New
Account
button is
enabled, and
the user clicks
it, an error
message
indicates that
new account
creation is not
allowed.

Description

FileCloud Server Version 23.232 Site Setup

103



FileCloud Server Version 23.232 Site Setup

Setting Location Options Description
Automatic Settings > Admin =The If the total number of licenses has been
Account tab account created reached, share invitations to new users are
Approval by the user is blocked unless Automatic Account Approval is
DISABLED by set to 3.
default. It requires Prerequisites:
Admin approval to q ’
assign FULL or + New Account =
GUEST access to + Allow Account Signups = or
the account. This setting works with the Allow Account Signups
=The new user setting to determine:
account 1S « Ifthe account created by the user is disabled
automatically . L. .
. until the Administrator approves it
approved with . . .
« Ifthe account is approved with a specific level
FULL access. . . . .
of access automatically without intervention
=The new user from the Administrator.
account 1S For smaller organizations or high security sites,
automatically . . .
. you can configure this option so that when a user
approved with o -
creates a new account it is disabled until it is
GUEST access. .
approved by the administrator.
= The newuser For larger organizations, it might not be
account is . L
. practical to have the administrator approve every
automatically .
. account created and you can use the automatic
approved with account approval settings
EXTERNAL access. PP &
Scenarios

FileCloud supports the ability to customize the creation of user accounts in the following ways:

« Only an Administrator can create new user accounts.
+ Users can create their own account but it is disabled. An Administrator approves it or denies approval by
deleting it.
+ Users can create and approve their own accounts.
« With a default level of access set by an Administrator.
« When Share invitations are sent to new users.

« AD or LDAP users can create a new FileCloud account different from their AD or LDAP credentials.

Table 2. Only an Admin Creates New Accounts
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Only an Admin can create (or deny) User accounts

1. The administrator enables the account in the Admin Portal on the Users page by changing the user's
status from Disabled Access to one of the enabled access statuses.
2. The user receives a Welcome email with the account credentials and User Portal URL.

Note: An administrator denies approval by deleting a user account. In this case the user receives an email to
inform them that the account has not been approved.

Customization settings, Login tab
€D New Account button = DISABLED
Settings option, Admin tab

€ Allow Account Signups = FALSE
Q Automatic Account Approval =0

The scenarios where a user can create a new FileCloud account are described in Table 3.

Table 3. Users Can Create New Accounts

Users can create their own accounts

Users can create their own
accounts

The Admin must approve
the accounts

This scenario can also
be used to allow new users
to create an account when
a Share invitation is sent.

User Settings

Users can create their own
accounts

Users can approve their
own accounts

This scenario can also
be used to allow new users
to create an account when
a Share invitation is sent.

Active Directory or LDAP
Users create a new
FileCloud account
different from their AD
or LDAP credentials

The Admin can configure
the approval process
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! This scenario does not
work for AD and LDAP users.
Refer to the specific
scenarios and settings for AD
and LDAP users.

1.

10.

11.

User Settings

The Administrator
configures the User
Search Mode.

The Administrator
configures New
Account Creation
settings.

. The Administrator

provides the user
with the URL for the
User Portal OR an
invitation to create a
new accountis sent
when a user shares a
folder orfile.

The User accesses
the user portal from a
Web browser, mobile
device, FileCloud
Sync or FileCloud
Drive.

On the User Portal
Login window, the
user clicks the New
Account button.

. The user enters

details in the account
creation fields.

. Theaccountis

created but is
disabled by default.

. The Admin will be

notified about the
new account.

. The Admin will

approve the account.
The Admin will set
the user account type
to Full or Guest.

The user will receive
an account creation
email using the email
address provided
during account
creation.

! This scenario does not
work for AD and LDAP users.
Refer to the specific
scenarios and settings for AD
and LDAP users.

1.

The Administrator
configures the User
Search Mode.

The Administrator
configures New
Account Creation
settings.

. The Administrator

provides the user
with the URL for the
User Portal OR an
invitation to create a
new account is sent
when a user shares a
folder orfile.

The User accesses
the user portal from a
Web browser, mobile
device, FileCloud
Sync or FileCloud
Drive.

On the User Portal
Login window, the
user clicks the New
Account button.

. The user enters

details in the account
creation fields.

. The accountis

created and is
granted access of a
Full, Guest, or
External User as set
by the Administrator
in Settings > Admin.
The Admin is notified
about the new
account.

The user will receive
an account creation
email using the email
address provided
during account
creation.
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. The Administrator

configures the
Authentication
Type as Active
Directory or LDAP.

. The Administrator

imports AD or LDAP
user accounts into
FileCloud.

. The Administrator

provides the user
with the URL for
the User Portal.

. The User accesses

the user portal
from a Web
browser, mobile
device, FileCloud
Sync or FileCloud
Drive.

. Onthe User Portal

Login window, the
user clicks the New
Account button.

. The user enters

detailsin the
account creation
fields.

. The accountis

created and is
either disabled OR
granted access of a
Full, Guest, or
External User as
set by the
Administrator in
Settings > Admin..

. The Adminis

notified about the
new account.

. The user will

receive an account
creation email
using the email
address provided
during account
creation.
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12. The useris required
to verify the email
account to complete
the account creation
process.

Settings option, Users tab

0 User Account Search
Mode =
OR

Settings option,
Authentication tab

@ Authentication Type =
DEFAULT

Customization settings,
Login tab

@ New Account button =
ENABLED

Settings option, Admin tab

@ Allow Account Signups =
TRUE

€ Automatic Account
Approval=0

10. The userisrequired
to verify the email
account to complete
the account creation
process.

Settings option, Users tab

0 User Account Search
Mode =
OR

Settings option,
Authentication tab

@ Authentication Type =
DEFAULT

Customization settings,
Login tab

@ New Account button =
ENABLED

Settings option, Admin tab

@ Allow Account Signups =
TRUE

@ Automatic Account
Approval=1,2, 3,

Set the Create account on
new user shares to true
under policies.
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10. Theuseris
required to verify
the email account
to complete the
account creation
process.

Settings option,
Authentication tab

0 Authentication Type =

ACTIVE DIRECTORY or
LDAP

Customization settings,
Login tab

@ New Account button =
ENABLED

Settings option, Admin
tab

@ Allow Account Signups
=DEFAULT

@ Automatic Account
Approval=0,1,2,3

The scenarios where FileCloud automatically creates a new user account are described in Table 4.

Table 4. Automatic Account Creation
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FileCloud automatically creates a new FileCloud account for their Active Directory
or LDAP Users on First Login

The Administrator configures the Authentication Type as Active Directory or LDAP.

(Optional) The Administrator imports AD or LDAP user accounts into FileCloud.

The Administrator provides the user with the URL for the User Portal.

The User accesses the user portal from a Web browser, mobile device, FileCloud Sync or FileCloud Drive.
On the User Portal Login window, the user enters their AD or LDAP username and password.

FileCloud uses the AD or LDAP credentials to automatically create a FileCloud account for that user.

S

Settings option, Authentication tab

0 Authentication Type = ACTIVE DIRECTORY or LDAP
Customization settings, Login tab

@ New Account button = ENABLED

Settings option, Admin tab

@ Allow Account Signups = DEFAULT

0 Automatic Account Approval=1, 2

Also in this section:

« Account Approval

+ Allow AD or LDAP Users to Create a New Account
« Allow Only an Admin To Create New Accounts

+ Allow Users to Create and Approve Accounts

+ Allow Users to Create a New Disabled Account

« Domain Limitations for External Users

Account Approval
This feature is used to allow Automatic Account Creation by user on clicking the "New Account" button in user Ul page.

The Admin can set this mode in the following ways at Settings > Admin tab > Automatic Account Approval:

Modes Description
0 - No Automatic Approval, Admin has to Default. In this mode the account can be created by the user but
approve account cannot log in. It requires Admin approval for the user to access

the account.
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Modes

1 - Automatically approved to Full User

2 - Automatically approved to Guest User

3 - Automatically approved to External User

Account Approval on mode '0'
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Description

This mode allows the user to Create Account and access
FileCloud without waiting for Admin 's approval. This mode lets
user create account as FULL USER Permission.

This mode also allows the user to Create Account and access
FileCloud without waiting for Admin 's approval. This mode lets
user create account as GUEST USER Permission only. Later If the
Admin wants the user to have Full User Permission It can be
managed by the Admin.

This mode also allows the user to Create account and access
FileCloud without waiting for Admin approval. This mode lets
user create account as External User only.

In this mode the user can Create an Account to access FileCloud but cannot Login . To Login it requires Admin's
approval, so the system sends a Approval Pending Email to the Admin. Once Admin approves the user and sets the
required Permission like Full User or Guest User. The user receives a email of Approval , and can Login and access

FileCloud.

A Note

+ Approval emails will be sent only if the option "Send Approval Pending Emails" is selected in the Admin

Ul -> Settings -> Admin.

« If "Send Approval Pending Emails" is unchecked, the account creation will not be notified. In this case,
new accounts can get approved only when admin user logs in.

« If "Send Approval Pending Emails" is selected, the emails will be sent to mail id set at Admin Ul ->
Settings -> Email ->"Email Reply to Address"

User Settings
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Account Approvalon ‘0" mode

Admin Verifiesthe Userand System sends a mail to
Approve According — Admin "Approval Pending”
tothe Requirement asa Full or
Guest User

User crestesan Account
But cannot Login without
Admin Approval

Send a Approved email to the
user. And the User can Login

FileCloud and Access

User can now Loginand
AccessFileCloud

Account Approval on mode '1'

In this mode, user can Create Account and can access FileCloud. User does not need to wait for approval. The system
automatically approves and allows Login.

User is logged in the System as FULL USER in this mode.
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Account Approval on ‘1’ mode

fm——

User & can LOGIM
FileCloud and Access
FULL USER

System Automatically

Approves

User A creates a
Account

Account Approval on mode '2'

In this mode, user can Create Account and can access FileCloud. User does not need to wait for approval. The system
automatically approves and allows Login.

User is logged in the system as GUEST USER in this mode. To know more about Guest User check User Access page.
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Account Approval on 2" mode

User A can LOGIN
FileCloud and Access
GUESTUSER

System Automatically

Approves

User A creates a
Account

Account Approval on mode '3

In this mode, user can Create Account and can access FileCloud. User does not need to wait for approval. The system
automatically approves and allows Login.

User is logged in the system as EXTERNAL USER in this mode. To know more about External Users check User Access
Levels and User Types page.

Allow AD or LDAP Users to Create a New Account
Administrators can customize how new user accounts are created.

In these scenarios you are allowing AD or LDAP users to create a new FileCloud user account in one of the following
ways:
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« Admins want FileCloud to automatically create a new FileCloud account for their Active Directory or LDAP Users
on First Login
« Active Directory or LDAP Users create a new FileCloud account different from their AD or LDAP credentials

The settings that you use to configure this scenario are described in Tablel.

Table 1. The Settings
Setting Options Description
New Account =opens a window for the user This setting determines the behavior of

to type in new account information the New Account button on the User

=opens a window explaining Portal Login page.

that User Account Creation is not allowed  If enabled, this setting works with two
other settings to determine
authentication and approval
permissions:

+ Allow Account Signups
« Automatic Account Approval
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Setting

User Settings

Options

Specifies if a user can or cannot create an
new FileCloud user account by choosing:

Can Create an Account
=Enabled

= Local user authentication is
allowed

« Active Directory authentication
allowed
« LDAP authentication allowed

= Local user can create their own
account

Cannot Create an Account

= Local user cannot create their
own account

« Ifthe New Account button is enabled,

and the user clicks it, they can fill out
the fields on the form. However,
when they try to submit the
information they will get an error that
new account creation is not allowed.
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Description

This setting controls if the user can
create a new account. By default, the
account is disabled until an
administrator approves it. If you want
the account to be automatically
approved, use the

settings.

« If you are using AD or LDAP
Authentication.

« After you import AD or LDAP user
accounts into FileCloud, tell your
users to log in using their AD or
LDAP credentials.

+ You want to allow your users to
create their own user accounts. By
default, the account is disabled until
an Administrator approves it.
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Setting

Automatic Account
Approval

Options

=The account created by the
user is DISABLED by default. It requires
Admin approval to assign FULL or GUEST
access to the account.

=The new user account is automatically
approved with FULL access.

=The new user account is automatically
approved with GUEST access.

=The new user account is automatically
approved with EXTERNAL access.
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Description

+ New Account=
+ Allow Account Signups = or

This setting works with the Allow
Account Signups setting to determine:

« Ifthe account created by the useris
disabled until the Administrator
approves it

« If the account is approved with a
specific level of access
automatically without intervention
from the Administrator.

For smaller organizations or high
security sites, you can configure this
option so that when a user creates a
new account it is disabled until it is
approved by the administrator.

For larger organizations, it might
not be practical to have the
administrator approve every account
created and so you can use the
automatic account approval settings.

The scenarios where a user can create a new FileCloud account are described in Table 3.

Admins want FileCloud to automatically
create a new FileCloud account

Active Directory or LDAP Users create a new
FileCloud account different from their AD or

LDAP credentials

for their Active Directory or LDAP Users on

First Login

User Settings

The Admin can configure the approval
process
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1. The Administrator configures the
Authentication Type as Active Directory
or LDAP.

2. (Optional) The Administrator imports
AD or LDAP user accounts into
FileCloud.

3. The Administrator provides the user
with the URL for the User Portal.

4. The User accesses the user portal from
a Web browser, mobile device,
FileCloud Sync or FileCloud Drive.

5. Onthe User Portal Login window, the
user enters their AD or LDAP username
and password.

6. FileCloud usesthe AD or LDAP
credentials to automatically create a
FileCloud account for that user.

Settings option, Authentication tab

o Authentication Type = ACTIVE DIRECTORY
or LDAP

Customization settings, Login tab
@ New Account button = ENABLED
Settings option, Admin tab

@ Allow Account Signups = DEFAULT
o Automatic Account Approval=1, 2

For more information:

Configure Active Directory

Configure LDAP

User Settings
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1. The Administrator configures the
Authentication Type as Active Directory
or LDAP.

2. (Optional) The Administrator imports
AD or LDAP user accounts into
FileCloud.

3. The Administrator provides the user
with the URL for the User Portal.

4. The User accesses the user portal from
a Web browser, mobile device,
FileCloud Sync or FileCloud Drive.

5. Onthe User Portal Login window, the
user clicks the New Account button.

6. The user enters details in the account
creation fields.

7. The accountis created and is either
disabled OR granted access of a Full
User, Guest User, or External User as set
by the Administrator.

8. The Admin is notified about the new
account.

9. The user will receive an account
creation email using the email address
provided during account creation.

10. The useris required to verify the email
account to complete the account
creation process.

Settings option, Authentication tab

0 Authentication Type = ACTIVE DIRECTORY
or LDAP

Customization settings, Login tab

@ New Account button = ENABLED
Settings option, Admin tab

@ Allow Account Signups = DEFAULT

0 Automatic Account Approval=0,1,2,3
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Configuring a Scenario

FileCloud supports the following Authentication modes:

« Default Authentication
« Active Directory based Authentication
+ LDAP based Authentication

Table 3 Describes how each authentication mode impacts the users' ability to create a new account.

Default Authentication AD LDAP
Authentication Performed by FileCloud In AD Server In LDAP Server
Server
Allowing Users to Create Permitted Not Permitted Not Permitted
Accounts
User Account Types Full, Guest, External Full, Guest Full, Guest

Active Directory or LDAP service must be accessible from FileCloud (IP and Port must be accessible)
Active Directory or LDAP must support Simple Authentication Method (Anonymous or Name/Password
Authentication Mechanism of Simple Bind)

Active Directory or LDAP users must have an email attribute

The FileCloud version must be 4.0 or higher

1. Login to the FileCloud Admin Portal.
2. Inthe left navigation panel, click
3. Intheright panel, from the selection of tabs, click
4. Under ,in , select .
5. Toenable the New Account button, in the left navigation panel, click , and then the tab.
6. Nextto , select the checkbox if it is not already selected.
7. To allows users to create an account, in the left navigation panel, click ,and then the tab.
8. In , select
9. Tosetan approval method, in , choose one of the following values.
Value Description

The account created by the user is DISABLED by default. It requires Admin
approval to assign FULL or GUEST access to the account.
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Value Description
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The new user account is automatically approved with FULL access.

The new user account is automatically approved with GUEST access.

The new user account is automatically approved with EXTERNAL access.

The user is notified by email when:

+ Trying to connect (Admin approval pending)

+ When the administrator has approved the device trying to connect

Allow Only an Admin To Create New Accounts

Administrators can customize how new user accounts are created.

In this scenario, you will configure the FileCloud site so that only Administrators can create new accounts.

The settings that you use to configure these scenarios are described in Tablel.

Table 1. The Settings

Setting Options

=opens a window for the
user to type in new account
information

=opens a window explaining
that User Account Creation is not
allowed

User Settings

Description

This setting determines the behavior of the
New Account button on the User Portal
Login page.

If enabled, this setting works with two
other settings to determine authentication
and approval permissions:

+ Allow Account Signups
« Automatic Account Approval
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Setting

User Settings

Options

Specifies if a user can or cannot create
an new FileCloud user account by
choosing:

Can Create an Account
=Enabled

= Local user authentication is
allowed

« Active Directory authentication
allowed
« LDAP authentication allowed

= Local user can create their own
account

+ Active Directory authentication not
allowed
« LDAP authentication not allowed

Cannot Create an Account

= Local user cannot create their
own account

« Ifthe New Account button is
enabled, and the user clicks it, they
can fill out the fields on the form.
However, when they try to submit
the information they will get an
error that new account creation is
not allowed.
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Description

This setting controls if the user can create a

new account. By default, the account is

disabled until an administrator approves it.
If you want the account to be automatically

approved, use the
settings.

« If you are using AD or LDAP
Authentication.

« You want to allow your AD users to
create their own FileCloud user

accounts. After you import AD or LDAP
user accounts into FileCloud, you can
have the users create their own
FileCloud account automatically on
first login. In this scenario you would
just tell your users to log in using their

AD or LDAP credentials and on first
login FileCloud will automatically
create that user's new FileCloud
account.

« If you are NOT using AD or LDAP
Authentication

« You want to allow your users to create

their own user accounts. By default,

the account is disabled until an
Administrator approves it.

119



Setting

Automatic Account
Approval

Options

=The account created by
the user is DISABLED by default. It
requires Admin approval to assign FULL
or GUEST access to the account.

=The new user account is
automatically approved with FULL
access.

=The new user account is
automatically approved with GUEST
access.

=The new user account is
automatically approved with
EXTERNAL access.
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Description

» New Account=
«+ Allow Account Signups = or

This setting works with the Allow Account
Signups setting to determine:

« If the account created by the user s

disabled until the Administrator
approves it

If the account is approved with a
specific level of access automatically
without intervention from the
Administrator.

For smaller organizations or high

security sites, you can configure this option
so that when a user creates a new account
itis disabled until it is approved by the
administrator.

For larger organizations, it might not be

practical to have the administrator
approve every account created and so you
can use the automatic account approval
settings.

The scenario where only an administrator creates a new FileCloud account is described in Table 2.

Only an Admin can create User accounts

1. The Administrator creates the account in the Admin Dashboard.

2. The User receives a Welcome email with the account credentials and User Portal URL.

Customization settings, Login tab

€D New Account button = DISABLED

Settings option, Admin tab

€ Allow Account Signups = FALSE

Q Automatic Account Approval =0

In this scenario, if you disable the New Account button, then the other settings can be left set to their defaults.

User Settings
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To configure these settings:

1. Loginto the Admin Portal.
2. Inthe left menu panel, click Customization.
3. Onthe Generaltab, click the Login tab.
4. Nextto Show New Account Button, make sure the checkbox is not selected.
5. FileCloud server will not display the New Account button in the User Portal.
Groups alManage User Ul Customizations
Admins
MAMAGE General Labels And Logos URL Ul Meszages Ernazil Ternplates Mews Feed TOS Acheamced
Team Folders
Ul Features Login Account Menu Listing
Metwork Folders
User Shares Customize User Login Screen
Folder Permissions
Show Mew Account
DEVICES Button
Display "Mew Account” button in user login screen
Devices
MISC. Showr 550 Link
Audit Show "Single Sign On" option in user login screen
A E-rtso
Login Panel = YES MO
User Locks Transparency Add transparency to login pansl. Enable it if a custom login background image
is set
Workflows
Reports
Federated Search
Metadata
SETTINGS
Settings
CUSTOMIZATION
Customization

Allow Users to Create and Approve Accounts

Administrators can customize how new user accounts are created.

In this scenario you are allowing users to create and approve their own accounts.

« An administrator sets a default level of access.
« Can be used when Share invitations are sent to new users.

User Settings

121




FileCloud Server Version 23.232 Site Setup

© Thisscenario does not work for AD and LDAP users. Refer to the specific scenarios and settings for AD and

LDAP users.

Allow user access/new account creation with an AD or LDAP account.

The settings that you use to configure these scenarios are described in Table 1.

Table 1. The Settings
Setting Options
New Account =opens a window for the
user to type in new account
information.

=opens a window explaining
that User Account Creation is not
allowed.

User Settings

Description

This setting determines the behavior of the
New Account button on the User Portal
Login page.

If enabled, this setting works with two
other settings to determine authentication
and approval permissions:

+ Allow Account Signups
« Automatic Account Approval
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Setting

User Settings

Options

Specifies if a user can or cannot create
a new FileCloud user account by
choosing:

Can Create an Account
=Enabled

= Local user authentication is
allowed

« Active Directory authentication
allowed
« LDAP authentication allowed

= Local user can create their own
account

+ Active Directory authentication not
allowed
« LDAP authentication not allowed

Cannot Create an Account

= Local user cannot create their
own account

« Ifthe New Account button is
enabled, and the user clicks it, they
can fill out the fields on the form.
However, when they try to submit
the information they will get an
error that new account creation is
not allowed.
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Description

This setting controls if the user can create a
new account. By default, the account is
disabled until an administrator approves it.
If you want the account to be automatically
approved, use the

settings.

« If you are using AD or LDAP
Authentication.

« You want to allow your AD users to
create their own FileCloud user
accounts. After you import AD or LDAP
user accounts into FileCloud, you can
have users create their own FileCloud
account automatically on their first
login. In this scenario, you would just
tell your users to log in using their AD
or LDAP credentials and on their first
login FileCloud will automatically
create that user's new FileCloud
account.

« If you are NOT using AD or LDAP
Authentication.

« You want to allow your users to create
their own user accounts. By default,
the account is disabled until an
Administrator approves it.
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Setting

Automatic Account
Approval

Options

=The account created by
the user is DISABLED by default. It
requires Admin approval to assign FULL
or GUEST access to the account.

=The new user account is
automatically approved with FULL
access.

=The new user account is
automatically approved with GUEST
access.

=The new user account is
automatically approved with
EXTERNAL access.

FileCloud Server Version 23.232 Site Setup

Description

» New Account=
«+ Allow Account Signups = or

This setting works with the Allow Account
Signups setting to determine:

« If the account created by the user s
disabled until the Administrator
approves it.

« If the account is approved with a
specific level of access automatically
without intervention from the
Administrator.

For smaller organizations or high
security sites, you can configure this option
so that when a user creates a new account
itis disabled until it is approved by the
administrator.

For larger organizations, it might not be
practical to have the administrator
approve every account created, so you can
use the automatic account approval
settings.

The scenarios where a user can create a new FileCloud account are described in Table 2.

User Settings
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Users can create their own accounts
Users can approve their own accounts

This scenario can also be used to allow new users to create an account when a Share invitation is sent.

!\ This scenario does not work for AD and LDAP users. Refer to the specific scenarios and settings for AD and LDAP
users.

1. The Administrator configures the User Search Mode.

2. The Administrator configures New Account Creation settings.

3. The Administrator provides the user with the URL for the user portal OR an invitation to create a new account
is sent when a user shares a folder orfile.

The User accesses the user portal from a Web browser, mobile device, FileCloud Sync or FileCloud Drive.
On the user portal login window, the user clicks the New Account button.

The user enters details in the account creation fields.

The account is created and is granted access of a Full User, Guest User, or External User as set by the
Administrator.

The user receives an account creation email using the email address provided during account creation.
The user is required to verify the email account to complete the account creation process.

No ok

© ®

Settings option, Users tab

@ User Account Search Mode = OR
Settings option, Authentication tab

@ Authentication Type =

Customization settings, Login tab

@ New Account button =

Settings option, Admin tab

@ Allow Account Signups =

0 Automatic Account Approval =

Set the Create account on new user shares to true under policies.

To configure these settings:

1. Logintothe .

2. From the left navigation menu, click .
3. Select the tab, and then click the sub-tab.
4. In select or
5. Click
6. Inthe left menu panel, click
7. Onthe tab, click the tab.
8. Select the checkbox.
9. Click
10. From the left navigation menu, click
11. Intheright panel, click the tab.
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12. Inthe Allow Account Signups field, select TRUE.

13. Click Save.
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User Settings
mport Files from

Folder on User
Creation

User account search
mode

Group Wisibility

Send email to user to
approve device

Sample data Folder to Import from when Creating a User Account

¥ Manage Settings
Server Storage Authentication Admin Databazs Email Emdpoint Backup License Paliciez 550 Conter|
General User Pazsword MNatifications Share Preview Helper Directory Scraper Anti-\Wirus

Check Path

Exact Email Search With Explicit Account Invite

Exact Email Search With Implicit Account Invite
Exact Mame/Email Search
Partial Mame/Email Search

Show All Groups

Set which groups are visible to users when creating shares

&

Send email to user when device is ready to be approved by user.

Allow Users to Create a New Disabled Account

Administrators can customize how new user accounts are created.

In this scenario you are allowing users to create their own account but it is disabled until an Administrator approves it

The settings that you use to configure this scenario are described in Table 1.

Table 1. The Settings

User Settings
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Setting

User Settings

Options

=opens a window for the
user to type in new account
information

=opens a window explaining
that User Account Creation is not
allowed

Specifies if a user can or cannot create
an new FileCloud user account from the
log-in page by choosing:

Can Create an Account
=Enabled

= Local user authentication is
allowed

« Active Directory authentication
allowed
+ LDAP authentication allowed

= Local user can create their own
account

+ Active Directory authentication not
allowed
+ LDAP authentication not allowed

Cannot Create an Account

= Local user cannot create their
own account

« Ifthe New Account button is
enabled, and the user clicks it, they
can fill out the fields on the form.
However, when they try to submit
the information they will get an
error that new account creation is
not allowed.
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Description

This setting determines the behavior of the

New Account button on the user log-in
page.

If enabled, this setting works with two

other settings to determine authentication

and approval permissions:

« Allow Account Signups
« Automatic Account Approval

This setting controls if the user can create a

new account. By default, the account is

disabled until an administrator approves it.
If you want the account to be automatically

approved, use the
settings.

« If you are using AD or LDAP
Authentication.

+ You want to allow your AD users to
create their own FileCloud user

accounts. After you import AD or LDAP
user accounts into FileCloud, you can
have the users create their own
FileCloud account automatically on
first login. In this scenario you would
just tell your users to log in using their
AD or LDAP credentials and on first
login FileCloud will automatically
create that user's new FileCloud
account.

« If you are NOT using AD or LDAP
Authentication

+ You want to allow your users to create
their own user accounts. By default,
the account is disabled until an
Administrator approves it.
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Setting

Automatic Account
Approval

Options

=The account created by
the user is DISABLED by default. It
requires Admin approval to assign FULL
or GUEST access to the account.

=The new user account is
automatically approved with FULL
access.

=The new user account is
automatically approved with GUEST
access.

=The new user account is
automatically approved with
EXTERNAL access.
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Description

+ New Account=
» Allow Account Signups = or

This setting works with the Allow Account
Signups setting to determine:

« If the account created by the user is
disabled until the Administrator
approves it

« Ifthe accountis approved with a
specific level of access automatically
without intervention from the
Administrator.

For smaller organizations or high
security sites, you can configure this option
so that when a user creates a new account
itis disabled until it is approved by the
administrator.

For larger organizations, it might not be
practical to have the administrator
approve every account created and so you
can use the automatic account approval
settings.

The scenarios where a user can create a new FileCloud account are described in Table 3.
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Users can create their own accounts
The Admin must approve the accounts

This scenario can also be used to allow new users to create an account when a Share invitation is sent.

! This scenario does not work for AD and LDAP users. Refer to the specific scenarios and settings for AD and LDAP
users.

The Administrator provides the user with the URL for the User Portal.

The User accesses the user portal from a Web browser, mobile device, FileCloud Sync or FileCloud Drive.
On the User Portal Login window, the user clicks the New Account button.

The user enters details in the account creation fields.

The account is created but is disabled by default.

The Admin will be notified about the new account.

The Admin will approve the account.

The Admin will set the user account type to Full User or Guest User.

The user will receive an account creation email using the email address provided during account creation.
The user is required to verify the email account to complete the account creation process.

WoNOGO R~ WNE

,_.
e

Settings option, Authentication tab

@ Authentication Type = DEFAULT

Customization settings, Login tab

@ New Account button = ENABLED

Settings option, Admin tab

@ Allow Account Signups = TRUE

Q Automatic Account Approval =0
To allow a user to create an account that is disabled by default, you will need to set the Allow Account Signups field.
Table 1 describes the options you can choose from.

This scenario allows the user to fill out the account information and the Administrator to approve it before the account
be used to access the FileCloud site.

For this scenario, use the following settings:

@ New Account button = ENABLED

Q Allow Account Signups = FALSE

Q Automatic Account Approval =0

If you disable Account Signups, then the Automatic Approval setting can be left set to the default.

To configure these settings:

1. Loginto the Administration Portal.
2. Inthe left menu panel, click
3. Onthe tab, click the tab.
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Next to Show New Account Button, make sure the checkbox is not selected.
In the left menu panel, click Settings.

In the right panel, click the Admin Tab.
In the Allow Account Signups field, select FALSE.

ﬁ FILECLOUD

2% Groups & Manage Se’ftings
£ Admins
MAMNAGE Server Storage Authentication Admin Dztzbazs Email Endpoint Backup Licenze Policies
B Team Folders
Admin Settings
&= Metwork Folders
F* User Shares Admin Login Mams admin
Folder Permissions Change the built-in admin user name
DEVICES
i Admin Email
Drevices
Email id for admin account.
MISLC
®  Audit Enable Two Factor
Authentication F
A l‘"-'ErtEQ “ i.l;;;lf;gi:;- Enable Two Factor Authentication for Admin user logins. Reguires valid email id.
B User Locks
Admin password saarEaas
& Workflows
Admin password
= Reports
Y Federated Search Re-Confirm Admin EEEREAE
o o Paszword
r Metadata =-enter admin password
i Stats AP Key apipassword
Settings
o d APR| Key for getting stats
CUSTOMIZATION
s Customization Allow Account Signups FALSE v
SYSTEM DEFAULT
v Check TRUE
Necks
Allow Pazzword Ifij_
4 Upgrade Change
E The user is notified by email when:
+ Trying to connect (Admin approval pending)
« When the administrator has approved the device trying to connect
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Domain Limitations for External Users

() Domain limitations for external users are effective for FileCloud beginning in version 22.1.
If external users have the same domains that at least 10% of licensed users have before the rule was put into
effect, the external users are allowed to remain with their current emails.

Your FileCloud license limits the number of licensed (full and guest users) you can create, but allows you to create an
unlimited number of external users. To prevent users from using external accounts for internal users, the system
assumes that your FileCloud site domain (and its sub-domains and sibling domains) and any domain used by at least
10% of your licensed (full and guest) users are internal domains, and therefore prevents you from creating external
users with those domains.

An exception is made for popular email domains like gmail and yahoo. Unlimited numbers of external users can be
created with those domains. Users with those domains are not counted when the system calculates percents of users
with specific domains.

Example:
A company has a FileCloud license that permits 30 licensed (full and guest) users. The FileCloud site domain is
company456.com.

The 30 licensed users have emails with the following domains:
company456.com - 10 users

tech123.com - 8 users

gmail.com - 8 users

factory123.com - 3 users

sullivanlaw.com - 1 user

The 8 users with gmail.com as their domain are omitted when computing the percent of users with specific domains.

The admin adds an external user with the email: jcarr@company456.com. This is not permitted because it has the
same domain as the FileCloud site.

The admin adds an external user with the email: mfields@tech123.com. This is not permitted because 36% of the
licensed users have the same domain.

The admin adds an external user with the email: hbarrett@gmail.com. This is permitted because gmail.com s a
popular domain.

The admin adds an external user with the email: bsullivan@sullivanlaw.com. This is permitted because only 4.5% of
the licensed users have the same domain.

Preload data for new accounts

Itis possible to preload user account with a set of sample files and folders. This could be useful to pre-populate a new
user account with some help files etc.

Set up sample data folder when creating user account
This can be done using the following steps

1. Logon toAdministration Portal
2. Click on "Settings" in the left navigation panel
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3. Click on "Misc" tab

4. In"User" tab of "Misc" Settings, Enter the path containing the folder to preload in "Import Files from Folder
on User Creation"

5. Click Save

Fs
HOME ¥ Manage Settings
# Dashboard
SERS/GROURS
- ! Y Server Storage Authentication Admin Databazs Ernail Endpoint Backup Licenze Policizs S50
& Users
:-.'. Groups Generzl User Pazzword Motifications Ehare Braview Helper Directory Scraper Anti-\inus
! Admins Do Security Privacy
MIARAGE User Settings
& Team Folders
mport Files Fram CANFC preload data Chedk Path
Metweork Folders Folder Cn Ussr
o B Crestion Sample data Folder to Import from when Creating a User Account
¥ User Shares
N User Account Search Partial Mame/Email Search v
Folder Permissions Mods

Ability for an user to search other user accounts for sharing

DEVICES
Devices -
Group Visibility Show All Groups v
MISC.
Set which groups are vizible to users when creating shares
w Audit
A A E,.tso Serd Email To User To b

Approve Device B . )
Send email to user when device is ready to be approved by user.

User Locks

Wiorkflows

Reparts

Federated Search

)
-

-

Metadata
SETTINGS

& Settings

Password Settings

() Thefollowing settings are applicable for the default FileCloud Admin, the Team Folder account and user
accounts.

This section explains the password settings available in FileCloud installation.

The settings can be accessed by
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Log into FileCloud Administration Portal
Click on Settings in the left navigation panel
Click on Misc tab

Click on Password tab

Change settings as needed

Click Save.

I
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Server Storage Authentication Admin Dratabase Email Endpoint Backu

Third Party Integrations Misc Reset

User Settings

General User Password Motifications Share Preview Support Service:

Privacy 2F4

Password Settings

Minimum Password Length

14

Minimum acceptable length of Password

Enable Strong Passwords

Enabling this will require the password to contain at least one uppercase, lowercase,
number and a special character in the password

Disallow Commonly Used Passwords

Enabling this checkbox will prevent users from using commonly used passwords for
their user accounts

Incorrect Attempts Before Account Lockout

5

Mumber of times wrong password can be entered before an account is locked out. Value
0 implies account will not be locked out.

Account Lockout Length In Minutes

5

Mumber of minutes account will be locked out. Value 0 implies account will not be locked
out.
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Disallow User Login With Password

DEFAULT hd

Disallow Login with password on user accounts.

User Password Expires In Days

0

Mumber of days passwords are valid for user accounts. Value 0 implies passwords will not
expire. Applicable only for default authentication. Expiry will apply only after passwords
are changed.

Mew Accounts Must Change Password

(OJ New User accounts created will be forced to change password on login.

Skip password change on first login

Skip password change on first login for accounts created during share and new sign
up.

MNumber of Previous Password that cannot be reused

Mumber of Previous Password that cannot be reused. Value 0 implies no restriction.

Reset password attempt interval

5

Interval {in minutes) between consecutive reset password attempts, Value 0 implies no
restriction.

Send reset password email

O
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Minimum Password Length

Enable Strong Passwords

Disallow Commonly Used Passwords

Incorrect attempts before account lockout

Account Lockout length in Minutes

Disallow user login with password

User Password Expires In Days

User Settings
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Description

Enforces minimum character length for password (Applies to
local account and NOT to AD/LDAP accounts). Default value is 14.

Enabling this will require the password to contain at least one
uppercase, lowercase, number and a special character in the
password. Checked by default.

Applies only to local account and not to AD/LDAP account.

Prevents users from using commonly used passwords for their
user accounts. Checked by default. For more information, see
Restrict Commonly Used Passwords.

For higher security, if users try logging in with the wrong
password for more than the times specified here, their account
will be locked out and they cannot login even if they type in their
correct password. Default value is 5.

Avalue of 0 means account lockout with wrong password is
disabled.

Specifies time the account is locked out if wrong password is
entered multiple times as specified in the option for max
incorrect attempts. Default value is 5.

Avalue of 0 means lockout is disabled.

This setting will disallow login for user accounts. DEFAULT allows
login with password for all users.

If a value above 0 is entered, when a new user is created or when
a password is changed, an expiration date for the password is
added automatically.

NOTE: Automatic email notifications are sent to the user 7 days
and 1 day before the actual password expiry date.
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Type

New accounts must change password

Skip password change on first login

Number of previous passwords that cannot
be reused

Reset password attempt interval

Send reset password email

User Settings
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Description

When enabled, this setting forces new users to change their
password on initial login, with the following exceptions:

« When the user creates the new account through a registration
form (the user adds a password in the form).

« When the user has an AD account (the user is automatically
assigned an AD password).

Default is disabled.

Do not require password change on first login for accounts
created during shared and new signups. Checked by default.

Specifies the number of previous passwords that cannot be
reused when password is changed. A value of 0 indicates that
there are no restrictions.

Interval in minutes between consecutive reset password
attempts. Default is 5.

0 indicates that there is no restriction.

Allows you to create an email that is automatically sent to a user
when an admin resets the user's password. There is no default
email; when this is checked, email subject and email content
fields appear.

Send reset password email

Email subject
Password Changed!

Enter the text of the email below

Email subject is set to Password Changed! but may be changed.
The note in Enter the text of the email below must be entered.

Unchecked by default.
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By default, FileCloud is set to not send an email message to the user or admin to notify them that the account has been

locked due to incorrect login attempts. However, you may change this setting.
To change the Account Locked Alert setting:

1. Inthe admin portal, go to Settings > Admin.
2. Scroll down to the Account Locked Alert setting.

Mo Email
Account Locked Alert Emai
Mo Email - No Email Alert will be sent
Email User - Email Alert only for User

3. Inthe drop-down list, choose one of the following settings:

No Email - Neither the user nor the admin receives an email notification about the user account lockout.
Email User - The user receives an email notification about their account lockout but the admin does not.
Email User and Admin - Both the user and the admin receive an email about the user account lockout.

Restrict Commonly Used Passwords

Anytime a password is created or updated, before the password is accepted, FileCloud Server checks the suggested

password against the US NIST Password Guidelines list.

« This feature can be enabled or disabled by the administrator in the Admin Portal.
« The optionis called Disallow Commonly Used Passwords and if enabled it will prevent users from setting

commonly used passwords for their user accounts.
The password entered is checked against the password guidelines list when :

» Anew useris added.

« Auser's password or the admin password is updated.
« The password is reset.

« User are imported using a CSV file.

Open a browser and log in to the Admin Portal.

From the left navigation pane, under Settings, select Settings.
Select the Misc. tab, and then select the Password sub-tab.

Next to Disallow Commonly Used Passwords, select the checkbox.
Click Save.

LARFE ol
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User Session Expiration

Default Behavior

By default, when a user logs into FileCloud, their session remains authenticated for a specified amount of time.

Device Time Session is Valid

Web Browser Specified by the value in Session Timeout in minutes setting. If
the browser is closed, the session expires.

All other apps and clients Doesn't expire. Session lasts until user logs out from app.

Enabling Session Expiration for all Devices

(@ InFileCloud version 19.3 and earlier session timeout was measured in days; in FileCloud version 20.1 and later,
itis measured in minutes.

If you want all login sessions for all user devices (including web browsers) to expire and require re-login, set the policy
to Enforce Session Timeout for All Devices.

1. Goto Settings > Policies.

2. Open the policy for edit.

3. Clickthe User Policy tab.

4. Inorder to enable the Enforce Session Timeout for Devices setting, scroll down to the setting Enable code
based device authentication and set it to YES.
Now Enforce Session Timeout for Devices is enabled.
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5. Set Enforce Session Timeout for All Devices to YES.

Policy Settings - Global Default Policy (%]
Note: Some policy settings will not be applicable for Guest and External users.
F S
Enable code based device authentication
YES hd
Enable code based device authentication
Require Admin Approval for Device Authentication
NO A
Regquire admin approval for code based device authentication
Enforce Session Timeout for Devices
YES A
Device timeout is enforced. Users must log in again after session expires.
-

6. Click Save.

Note: We don't recommend requiring session expiration for devices and other clients as it might impact functionality
and reduce user friendliness.

Device Time Session is Valid

Web Browser Specified by the value in Session Timeout in minutes setting. If the
browser is closed, the session expires.

All other apps and clients Specified by the value in Session Timeout in minutes setting.
Note: When log in used username and password, app will
automatically re-login, so the session will not appear to expire.
When log in used Device Authorization code, app will require user
to re-login into FileCloud using the web browser.

Disabling Session Expiry when Browser is closed

Session expiry time is valid until timeout setting expires or the browser is closed. If the browser is reopened, the user
must log in again.

If session should be valid even when the browser is closed, set the following config parameter to extend the browser
timeout setting. For correct behavior, set this value to be significantly larger than the session timeout value, for
example, if the session timeout is 30 days, then set this configuration to 90 days.
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define("TONIDOCLOUD_BROWSER_COOKIE_TIMEOUT", 86400); // time in seconds that browser remains logged in
irrespective of whether browser is closed

Changing the Storage Quota for Users

() Theability to change the storage quota for users through Policies is available in FileCloud version 17.3 and
later.
Administrators can manage the storage space allotted to a user account or a group of users through Policies.

« Use the Global Default Policy to set a quota for all user accounts
«+ Use a custom policy to set a quota for a specific user or for a select group of users

Set a Quota for a Specific User

To set a storage quota for a specific user, create a custom policy and assign the user to that policy.

Create a Custom Policy for one user

1. Inthe navigation pane, click Settings and click the Policy tab.

2. Create the custom policy. See Policies.
3. Click the edit icon for the new policy, and in the General tab, in the User Storage Quota field, enter the

storage quota for the user.

Note: Some policy settings will not be applicable for Guest and External users.

DCTauTe ViaA TYOTIoET U7 DUWIToaus AIowWed
'y

0

Number of downloads allowed. Value 0 implies that the

maximum number of downloads is unlimited

User Storage Quota

Units» 2048 MB  — lf——

Specify storage quota. 0 implies Unlimited Quota

Enable Privacy Settings

NO w
Enables/disables privacy settings -
=
4. Click save.
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5. Click the user icon for the policy.

& Manage Policy

Filter Q | Filter by policy name
Policy Name lefr:t g;‘;‘;‘; DEFAULT Actions
TEAM FOLDER POLICY 1 0 @ & @ & 1 ‘:‘
Global Default Policy 0 0 o £y & a = ]
Admin Users 3 0 @ ] & 1o

R

The Manage Policy Users dialog box opens.

6. Select the user in the Available Users box, and click the arrow to move the user into the Policy Users box.
Manage Policy Users : Admin Users [ x

Filter Q e Status Fil Source Fil

- Available Users Status Policy Users Status

T

2 test client_1 (test_client_1)

4 4 Page 1 of1 » M

2 rows

Close

The new policy automatically becomes the user's effective policy.

7. Click Close.

8. Confirm that the user's storage quota has changed by clicking Users in the navigation pane, and clicking the
edit button for the user.
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In the User Details box that opens, the total quota should reflect the new value:

User Details (]
Mame gabrielled Total Quota 2 GE R e
i Used Quota 0B
Email gabrielle_95@example.co
m Available Quota 2GB
Last Login Used Storage 0B

02 Feb 2021 15:03

105 Date Mot Accepted

o = [ e~

E & o A & S A &

Manage Manage  Manage Mabile Reset Send Manage Manage Delete
Files Policy Shares Devices  Password Email Motifications Backups  Acc

Profile Image

B Updat= @ Remove

Access Level
Full -

Authentication Default -

Set a Custom Quota for a Group

To set a storage quota for a specific group, create a custom policy and assign the group to that policy.

Create a Custom Policy to set the quota for a group of users

If you need to change the quota for a custom group of users, you can create a custom policy.

To create a group custom policy:

1. Follow steps 1to 4 in Set a Quota for a Specific User, above.
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2. Click the group icon for the policy.

& Manage Policy © New policy
Filter Q
. Group .
Paolicy Name User Count DEFAULT Actions
Count

TEAM FOLDER POLICY 1 0 (@) @ || ;| W, w
Human Resources Policy Q 0 @ F4 <l a L u
Global Dafault Policy 0 0 O | @ & @& n

The Manage Policy Groups dialog box opens.
3. Select the group in the Available Groups box, and click the arrow to move the group into the Policy
Groups box.

Manage Policy Groups : Human Resources Policy

Available Groups Policy Groups
EVERYONE
Marketing
>

<« mge[ 1 Joit b

3 rows

Close

The new policy automatically becomes the group's effective policy.
4. Click Close.

Set a Default Quota for All Users
To change the default storage quota, change the User Storage Quota in the Global Default Policy.

Edit the Global Policy
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Policy Settings - Global Default Policy o

Mote: Some policy settings will not be applicable for Guest and External users.

Default Max Number of Downloads Allowed

owed. Value 0 implies that the

maximum number of oads is unlimited

User Storage Quota
Units - 2 GB

Specify storage quota. 0 implies Unlimited Quota

Enable Privacy Settings
YES v

Enables/disables privacy settings

B o |

In the left navigation pane, click Settings.
Click the Policies tab.

On the Manage Policy screen, click the edit button (E) for Global Default Policy.
In the Policy Settings dialog box, click the General tab.

On the General tab, enter the new value in User Storage Quota.

Click Save.

oA W NE

Enable WebDAV

& FileCloud is preparing to deprecate WebDAV.
+ Beginning with FileCloud 23.1, WebDAV can no longer be enabled or managed through the FileCloud
admin portal.
+ At some time in 2024, WebDAV will no longer be available in FileCloud.

Currently, you may enable or disable WebDAV in your configuration file. For help, please Contact FileCloud
Support.

Accessing storage using WebDAV
See FileCloud WebDAV Access.
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Customize the User Login Screen

The following image displays the default FileCloud log-in screen, but you can customize the features that appear on it.

ﬁ FILECLOUD

Login New Account
N
Account Password

jessica sessssne @

®

English v

To customize the User Login screen

®

Admin users must have Customization permissions enabled to customize the user login screen. See Managing
Admin Users for more information.

1. Open abrowser and login to the Admin Portal.
From the left navigation pane, click Customization.
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3. Select the General tab, and then the Login sub-tab.

HOME
General Labels And Logos URL I Mezzages Email Templates Mews Fesd TOs Advanced
# Dashboard
USERS/GROUPS Ul Features Login Account Menu Listing
& Users
Customize User Login Screen
ﬁ Groups
&  Admins Showr Mew Account
Buttom
MANAGE Display “Mew Account” button in user login screem
& Team Folders
— Show 550 Link I
£ Metwork Folders owssOLnk @
Show "Single Sign On" option in user login screen
M User Shares
@  Folder Permissions Shaw Login Options
‘ Natifications Unc_hfck to hide all login screen options such as “Forgot Password”, “550
Login
DEVICES
O Devices Lagin Panel ® YES O WO
Tranzparency Add transparency to login pansl. Enable it if a custom login background image
GOVERNANCE is sat
Il Dashboard
. ) Login Ul Additional [Privacy Policy](https:/Aeraneryoursite.comy privacy)
B Retention Links [Terms of use]{httpsy/fwww.yoursite.com/tos)
U SmartDLe
W Smart Classification
MISC.
s
& Audit Enter upto twio additional links to be displayed in user login screen.
0 Use the following format
‘ Aleres
[Privacy Policy](https:// www.yoursite.com/privacy)
B User Locks [Terms of use](https://waw.yoursite.com/tos)
& Workflows
. Phone Mumber Format Include + and country code with phone number,
= Repors Hint
Q, Federsted Search
r_’, Metadats ’/;
hessage shown with phone mumber inputs regarding formatting
SETTINGS
£  Settings
CUSTOMIZATION
=&l Customization
SYSTEM
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Show New Account Button

Show SSO Link

Show Login Options

Login Panel Transparency

User Settings
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Description

Displays New Account button in user log-in screen. Enabled by

default.

The New Account button allows a user to create a new account

for themselves, and depending on the configuration of

Automatic Account Approval, have it automatically approved.

Check to show Single Sign On link in the login page:

ﬁ FILECLOUD

Login New Account

——
Account Password

jm2344311@gmail.com  ssssssss @

Log In with SSO

Note: If this is checked, but Show Login Options is
unchecked, Single Sign On link is not shown.

The functionality of this button is determined by how you
configure Single Sign-On Access

Uncheck to hide options in login screen such as Forgot
Password and Single Sign On link even if Show SSO Link is
checked.

Adds transparency to login panel.
Setto:

+ YES (default)
+ NO
Enable this option if you are using a custom login
background image.
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Option Description
Login Ul Additional Links Enter up to two additional links to be displayed in user login
screen.

Use the format:

[Privacy Policy] (https://www.yoursite.com/
privacy)

[Terms of use] (https://www.yoursite.com/tos)

The links appear at the bottom of the login screen:

Login New Account

Account Password

| lrdmin e ®

N ]

B English

Phone Number Format Hint Enter a hint to appear on screens where users can enter phone
numbers. For example Include + and country code when
entering phone number.

4. Modify the settings for any of the options.
5. Tosave your changes, click Save.

To customize for SSO log in

You can customize the user log-in screen to display the SSO log-in option along with the direct log-in option or to only
display the SSO log-in.

To display the SSO log-in option along with the direct log-in option:

1. From the left navigation pane, click Customization.
2. Select the General tab, and then the Login sub-tab.
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3. Check Show SSO Link and Show Login Options.

General Labels And Logos URL Ul Messages Email Templates News Feed TOS Advanced

Ul Features Login Account Menu Listing

Customize User Login Screen

Show New Account
Button

Display "New Account” button in user login screen

Show S50 Link

Show "Single Sign On" option in user login screen

Show Login Options

Uncheck to hide all login screen options such as "Forgot Password”, "SSO
Login’

4. Saveyour changes.
Now, when users access the user portal log-in page, they will see:
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ﬁ FILECLOUD

Login New Account
I
Account Password

jm234431@gmail.com tssssses @

Log In with S50

On clicking the Single Sign-On link on the login page, the user is redirected to the SAML SSO Service web page.
The SSO log-in option in the admin portal:
Starting with FileCloud 13.0, FileCloud admin interface also supports Single Sign-On.
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Q FILECLOUD

Admin Portal

MName

admin

Password

Use Single Sign On (550)

© More Options

Default admin portal log-in screen

To only display the SSO log-in option:

In order to skip the FileCloud login page and send the user directly to the SAML SSO page you must add a setting to the
cloudconfig.php file, as shown below. You can configure this option for the user portal login page and the admin portal
login page.

To only display the SSO log-in option in the user portal:
This configuration option is available starting with FileCloud Version 19.3, It supports skipping the login page when the
user accesses FileCloud with a domain name or with a full URL.

1. Inthe admin portal, go to Customization, and select the General tab, and then the Login sub-tab.
2. Check Show SSO Link and Show Login Options, and save your changes.
3. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php
4. Toonly display the SSO log-in option:

define("TONIDOCLOUD_SSO_DIRECT_ONLY", "1")}
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() An earlier version of this option is also effective in version of FileCloud prior to 19.3, but this redirect is
only effective if the user specifies a domain name rather than a full URL. Instead of the above setting,
use:

define("TONIDOCLOUD_SSO_DIRECT", "1");

When users enter the log-in page they will see:

Single Sign On

o The website only allows Single Sign On. Please click Continue to log in

using Single Sign On.

To return to displaying other log-in options:

define ("TONIDOCLOUD_SSO_DIRECT_ONLY", "@")}

To display only SSO log-in in the admin portal:
Starting with Version 20.1, FileCloud supports skipping the login page when the admin accesses FileCloud with a
domain name or with a full URL.

1. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php

2. Toonly display the SSO log-in option:

Enter:

define ("TONIDOCLOUD_SSO_DIRECT_ONLY_ADMIN", "1");

An earlier version of this option is also effective in versions of FileCloud prior to 20.1, but this redirect is only effective if
the user specifies a domain name rather than a full URL. Instead of the above setting, use:
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define("TONIDOCLOUD_SSO_DIRECT_ADMIN", "1");

Limiting File Upload Size for Users

You can set a limit on the size of files that some or all of your users can upload into FileCloud by entering a value for Max

File Size Limit in the users' policy or policies.

To change the Max File Size Limit setting:

1. Inthe admin portal, go to Settings > Policies, and click the edit icon for the policy that you want to modify.

2. Click the User Policy tab.
Policy Settings - Global Default Policy

Note: Some policy settings will not bi4plicabe for Guest and External users.

General 2FA User Policy Client Application Policy Device Configuration Notifications

User Policy

Disable Invitations to New Users

NO h
Do not allow user to send invitations to new users when shares are created
Create account on new user shares
b

NO

Create accounts automatically when share invitations are sent to new users.

Enable code based device authentication

3. Scroll down to the Max File Size Limit setting.
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4. Enter the maximum file size that can be uploaded.

Policy Settings - Global Default Policy (%]
Note: Some policy settings will not be applicable for Guest and External users.
o -
rs
Enables/disables mandatory workflow automation for shares
Max. File Size Limit @
Units ~ 3072 MB
Specify maximum storage quota for file upload. 0 implies Unlimited quota. Warning:
Renaming and editing files might fail if the limit is exceeded.
Sawve Zip File Session Password
NO hd
Allow passwards to be saved inside encrypted zip files. Warning: Disabling the setting will
require a password every time you access a file.
A
=

5. Click Save.

& MaxFile Size Limit does not apply to Sync and Drive and other non-Web FileCloud clients.

For help applying Max File Size Limit to non-web FileCloud clients, please Contact FileCloud Support.

Remove the Export Secure Doc Option

If your FileCloud license includes DRM, any file of a type that is supported by DRM (jpg, png, docx, pptx, and pdf) has
the Export Secure Document option enabled. When users choose this option, the downloaded file may only be viewed
through the FileCloud Secure Viewer using an access key.

The option appears in the user portal either in the action menu for a file
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wie
inload
Bank Account stateme... @ &L & < - W A
Jpen in Desktoj
nam
are
VIO 1
Lock
iment
nload a [
Motifications
ExX| ure Dot
P rTa 2
B Confidential? tyt Jan 10,2024 3:20PM__ 44
or the action menu for multiple files:
m =l o
A+ > MyFiles 2 items selected [ Detalls
Name Y Filter ltems Meodified Size . -
[¥] Bank Account stateme... May 27,2020 222 PM  317k8
~] CD records.pdf May 28, 2020 1223 PM 399 ¢
/ by you

By default, users may delete backup files. Beginning in FileCloud Version 21.1, you can disable user's ability to delete
backup files..

To hide the Export Secure Docs option:

1. Open cloudconfig.php:
Windows Location: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux Location: /var/www/config/cloudconfig.php
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2. Add:

define("TONIDOCLOUD_HIDE_SECURE_DOCS", true);

3. Toreturn to the default, change true to false or remove the setting.
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Group Settings

Administrators can create groups of users in FileCloud Server. Creating groups allows setting network share access
and sharing of files and folders.

& Anautomatic group called "EVERYONE" is created by default for every FileCloud installation. This is a special
group that contains all active full users in the FileCloud system.
Be sure to set a valid email address for the group in the group details OR delete the group if "EVERYONE" is not
needed)
External users are not included in the EVERYONE group.

Groups may contain the following attributes

+ Group Name - Name assigned by the Administrator

« Group Members - List of users that are part of the group

+ Group Admins - (optional) Users with the ability to view users, add users, and/or remove users from the group.

+ Group Policy - The policy that applies to all members of the group. By default, the Global Default Policy is
assigned.

Once a group is created, it can be populated with users using one of the following methods:

+ Manually adding users that are already in the FileCloud system.
« Importing members of a group from an external AD server.

Show me where to manage groups in the Admin Portal

To manage groups, in the navigation panel, click Groups.

@@ FiLecLoud 2 admin v

728 Manage Groups

HOME &

o} Dashboard

USHRS / GROUPS a Filter ) Filter groups by name, membe © Import AD Group © Add Group

2 Users

. Group Name » Created On Users in Group Manage
‘2% Groups
2 Admins Approvers Oct 05, 2021 12:56 PM 2 Z o
MANAGE & EVERYONE Apr 26, 2021 11:59 AM 9 2 m
[3 Team Folders

Human Resources Group Sep 22,20219:28 AM 4 2 mw
== Network Share
2 BT Internal Sep 21, 2021 4:58 PM 1 Z o
2ZholdenBermizsions Marketing Sep 22,2021 9:39 AM 1 Z O

The Everyone group is included by FileCloud. It contains all Full and Guest users.

What do you want to do?

Manually create a FileCloud Group

To create a group:

Group Settings 158


https://www.filecloud.com/supportdocs/display/FCDOC/.Network+Folders+with+NTFS+permissions+v23.232
https://www.filecloud.com/supportdocs/display/FCDOC/.Sharing+Files+and+Folders+v2V
https://www.filecloud.com/supportdocs/display/FCDOC/.User+Account+Types+v2V
https://www.filecloud.com/supportdocs/display/FCDOC/.Managing+Groups+v2V
https://www.filecloud.com/supportdocs/display/FCDOC/.Managing+Groups+v2V

1. Open a browser and log on the Admin Portal.
2. Onthe left control panel, click Groups.
3. Click the Add Group button.

The Add Group dialog box opens.
o Mame your group

Group Name

| Approvers] ‘

Aad Gmup

4. Click Add Group.

5. The group is added, and the Manage Group dialog box opens.

Add FileCloud Users to a Group

FileCloud Server Version 23.232 Site Setup

This method requires the user accounts to already exist in your local FileCloud Server.

To add FileCloud users to a group:

1. Inthe navigation panel, click Groups.

. Click the Editicon next to the group that you want to add members to..

2
3. Ifitis not already selected, click the Members tab.
4

. In Add Users to Group, enter the username or email of an existing FileCloud user, and click Add.

Manage Group
Group Naly Approvers
Mambers Admins Policies

Members Management

Add Usc-rst’[)up

Import Users from AD Group

o

Save

jess]

’n

0 jessicam

Filter users

Users

Mo Records Found

Add xport
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The user is listed under Users in Group.
5. Add any number of users.

Manage Group [x]
Group Name:  Approvers Save
Members Admins Policies

Members Management

Add Users to Group Import Users from AD Group
| Eearch Users... - n
Users in Group (3 members in this group) Export
Users
david

dmB3s8002@gmail. com

Jared
jaredtaylor878@gmail.com

Jessica
im234431@gmail. com

6. Either click Save to save the new members in the group, or click the Admins or Policies tab to further
configure the group.

Add Group Admins

You can assign users to be admins of a group and give each group admin access to view, add, and/or remove users
from the group.

A user's policy also may enable them to add and/or remove users from groups. See Giving Users Group Management
Permissions for more information. If either a user's group admin access or policy settings gives the user the
permission to add or remove users from a group, the user has that ability, and can manage user groups in the user
portal by expanding the user drop-down list and clicking User Groups:
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\= Folder Permission

0

63 Help & Support
= Keyboard Shortcuts

&  Switch to Classic Ul

df v22.1.0.20845 - What's New?

Ep  Switch to Admin Portal

- l. a Emma ~

c@  Settings
=  Sign Out
To Add Group Admins:
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1. Ifyou are not already inside the Manage Group dialog box, open it by clicking the Edit icon next to the group.

2. Click the Admins tab.

3. Inthe search box, enter a user that you want to add as an admin, and click Add.
The user does not have to be a group member, but must be a current FileCloud user.
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Manage Group Q

Group Name: Approvers

Members Admins Puolicies

Group Admin Management

jesq

e jessicam

No Records Found

.

Add

The user is listed under Group Admins with Can view users, Can add users, and Can remove users checked

by default.
4. Uncheck any of the privileges that you do not want the user to have.
Manage Group
Group Name: Approvers
Members Admins Puolicies

Group Admin Management

Search Users n
Group Admins Can view users Can add users Can remove users
e jessicam v M ]

5. Add any number of admins and set their privileges.

6. Either click Save to save the admins, or click one of the other tabs to further configure the group.

Change a Group's Policy

Group Settings
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Members of a group have both their user policy and the group's policy. For each setting the user has the greatest
access given in either policy.

By default, your groups are assigned the Global Default Policy. You can change that default when you initially
create the group or later by editing it.

To change a group's policy:

1. Ifyou are not already inside the Manage Group dialog box, open it by clicking the Edit icon next to the group.
2. Click the Policies tab.
3. Tochange the group's policy, click Select.

Manage Group (=]

Group Name: Approvers E

Members Admins Puolicies

Policy Management

Effective Policy: Global Default Policy

A list of policies opens.
4. Click a policy, and then click Select.
5. Click Save, and click Close.

Import Active Directory Users to a FileCloud Group

You can also import an existing AD group from an Active Directory Server connected to FileCloud.

() The ability to automatically remove users not in a group during AD group import is available in FileCloud
version 18.2
During AD import, if a user is not in the AD group, the account is not removed automatically from the
FileCloud group. This logic is based on the scenario where an administrator manually adds other FileCloud
users to the FileCloud group who are not in the AD group, and those users should not be removed.
However, there is now an option for an enterprise that uses a large number of temporary workers, such as
a construction company that uses a large number of contractors. If they import a large number of users
based on groups, when a contractor is no longer employed, and therefore not a member of the AD group
any more, the admin can now select a checkbox on the AD Group Members Import dialog box called
Remove Members. This allows admins who need to remove accounts on import to do so automatically. If
you have manually created users that you don't want deleted but aren't a member of a group any longer,
then you would not select this option.
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. You must set up and verify Active Directory Settings before completing the following steps.
To add AD users to a FileCloud group:

1. Open a browser and log in to the admin portal.
2. Onthe left control panel, click Groups.
3. Click the Import AD Group button.

e
HOME a %22 Manage Groups

-t Dashboard

USERS / GROUPS & Fiter | Q_ Filter groups by r © Import AD Group © Add Group

S, Users
5% Groups Group Name w Created On Users in Group Manage
£ Admins arfd 25-08-202110:15 AM 5 Z m
MANAGE a 56ytrid 25-08-202110:15 AM 6 Z o
O Team Folders

ytgf 25-08-202110:15 AM 6 Z o

=z Network Share

An AD Groups dialog box opens:

Filter AD Groups by Name

Group Host
test(group)

test6789

test123456

testdevops
TestUseCaseGroupA
TestUseCaseGroupB
TestUserCustomer

TestUsers

0Ooo0o0oo0ooood

userswithoutemail

& <{ Page of 3

)

[ Next
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4. Check the groups you want to import, and click Next.
An AD Group Members Import dialog box opens.

AD Group Members Import

Automatic Sync: o

Remove Members:
Disable Members:

Send Email:

5. Automatic Sync is selected by default. Leave it selected to enable FileCloud to automatically add users to
the FileCloud group that are added to the AD group. This sync is done every 24 hours.
+ The first time members from the AD group are imported as members of the FileCloud Group.
+ Inthe future, new members added to the AD group are synced automatically to the FileCloud group.
To change the frequency of automatic syncing, see To change the automatic sync interval, below.
When syncing begins, FileCloud logs display the message: CRON: Starting Auto Sync AD Group
6. Select any of the other options:
+ Remove Members - Enable FileCloud to remove members from the group f they are no longer in the
AD group.
+ Disable Members - Enable FileCloud to disable members in FileCloud as users if they are disabled in
the AD group.
+ Send Email - Enable FileCloud to send email to members of the AD group telling them they have been
added to the FileCloud group.
7. Toimport the users from the AD group, click Import.
If you do not have Automatic Sync enabled, rerun this operation at any time to add new members from the
AD group into the FileCloud group.

To change the automatic sync interval:

1. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php
2. Add the following line.
Set the value to the interval in hours to sync FileCloud groups with AD groups. The minimum is 1.

define("TONIDOCLOUD_ADGROUPSYNC_INTVL", 2);

3. Restart the FileCloud message queue.
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Giving Users Group Management Permissions

You can give users permission to add, edit, and delete groups by assigning them a policy that enables group
permissions.

You can also give them permission to view, add members, or delete members for a specific group in the settings for the
group. See Group Settings for more information about these types of settings.

When users have either group permissions through their policies or through settings for a group, they have access to the
User Groups option in the user portal:

- l. ﬁ Emma ~

[f1 Open All Actions n
o Locks
22 User Groups

gdf v22.1.0.20845 - What's New?
65) Help & Support

= Keyboard Shortcuts

£F  Switch to Classic Ul

= Switch to Admin Fortal

c@  Settings

[£* Sign Out

For more information on user management of groups, see User Groups.

To add group permissions to a policy:

1. Go to Settings > Policies.
2. Create a new policy for user group management or edit an existing policy.
3. Edit the policy, and click the User Policy tab.

Group Settings 166


https://www.filecloud.com/supportdocs/display/FCDOC/.User+Groups+v2V

FileCloud Server Version 23.232 Site Setup

4. Scroll down to see the Group policy settings.
By default, each is set to NO.

Policy Settings - User Group Management

Note: Seme policy settings will not be applicable for Guest and Limited users.
O EVE g a -
Allow Mew Group MO b
Creation
Allows users to e groups from use
Allow User Group NO b
fManagement (Add and
Remave users) Allews usErs o 2ad arremeve U= ma 4

Allow Group Deletion MO e

Disable Workflow MO w
Automation

o | e
5. Change the group settings that you want to enable for users with this policy.

+ Allow New Group Creation - Allows the user to add new groups and manage members in the groups
from the user portal.

+ Allows User Group Management (Add and Remove Users) - Allows the user to add and remove
members from any group, including groups they have not created, from the user portal. This gives the
user the ability to add and remove group members to groups created in the Admin portal as well as
groups created in the user portal.

+ Allow Group Deletion - Allows the user to delete any groups, including groups they have not created,
from the user portal. This gives the user the ability to delete groups created in the Admin portal as well as
groups created in the user portal.

If none of these settings is set to YES, users with the policy do not see the Manage User Groups option in
the user portal unless group access is enabled for individual groups. See Group Settings.
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FileCloud enables you to create admin roles with a set of administrator permissions. Users assigned to any of the admin
roles that you have created become admin users and have the permissions assigned to the role.

Main Admin. The admin account that is created when FileCloud is installed. There is only one Main Admin account in

FileCloud.

Admin User. User accounts that can access the FileCloud admin interface.

Admin Role. Role that defines the set of admin permissions for an admin user. If admin users have multiple admin
roles, they have the combined admin permissions of all of the roles. For instructions on checking an admin user's

permissions, see Managing Admin Users.

Creating admin roles and adding admin users
To create admin roles and add users to them:

1. Click Admins in the navigation panel.
2. Inthe Manage Admin Roles screen, click Add new role.

& Manage Admin Roles

Filter - Filter by Role Name
Role Name a User Count Group Count
Custom Role 1 1 0
Custom Role 2 1 0

/

Check user permissions l Add new role

Permissions Count Enabled Actions
46 “ @ W
82 ~ &

The Create Admin Roles dialog box opens.
3. In Role Name, enter a name for the role.

Create Admin Roles

Role Name: ‘ Compliance Role|

-

4. Click Create Role.

The Manage Admin Roles dialog box opens to the first page of permissions. The new role is listed at the top

Admin User and Role Settings
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of the dialog box.
Manage Admin Roles o
Role Name: [Compliance Role] Enable o

nq )
Permissions Users Groups =

Permissions

Operation Read Create Update Delete
Alert O O
Audit [ 1
Customization O O

Compliance O -

Device Management O 0 O ]
Encryption O O O |

Federated Search ] O

Fage 1 ofd » B

Remove Role Close

Go through each page of permissions, and check the permissions that you want to make available to the role.

6. When you have finished assigning permissions to the role, click the Users tab if you are ready to assign users
to therole.

7. In Add Users to Role, enter each user that you want to add to the role. When the name appears, click Add.

You can add Full and Guest users to roles, but not External users.

@
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If you add a user who is not an admin user to a role, the user automatically becomes and admin user.

Manage Admin Roles X ]
Role Name: = Compliance Role Enable o
Permissions m Groups @
Users

Add Users to Role

[l &)
O jessicam Add

Filter users...

g

Remove Role Close

8. Toadd groups to the role, click the Groups tab.
9. In Add Groups to Role, enter each group that you want to add to the role. When the name appears, click

Add.
Any users in a group who were not admin users automatically become admin users after the group is added
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to therole.
Manage Admin Roles o
Role Name: =~ Compliance Role Enable @D
i [==] v
Ermissions Users
Groups

Add Groups to Role

| hurﬂ ﬂ

Human
Resources Group

Add

Filter groups

No Records Found

Remove Role Close

10. Click Close.
The new role is listed on the page with its user, group, and permissions counts. It is enabled by default.

& Manage Admin Roles

Filter | Q Filter by Role Name Check user permissions ] Add new role

e Name User Count Group Count Permissions Count Enabled Actions
Compliance Role 2 1 29 V] 7|
Custom Role 1 2 0 46 [~] E MO
Custom Role 2 1 0 82 [~] @ W
Login Screen Edits 1 0 4 “ 7|
Security 0 0 0 = 7|

For instructions on removing an admin role, see Managing Admin Users.

Definitions of Permissions
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The following permissions represent functions that admin users may be permitted to perform.

Operation

Alert

Audit

Compliance

Customization

Device Management

Encryption

Federated Search

Files

Folder Permissions

Groups

Locks

Manage Administrators

Metadata

Admin User and Role Settings

Description

Alert item on the admin interface is visible. Authorization to view and
clear alerts in admin interface.

Audit item on the admin interface is visible. Authorization to view,
delete and export Audit Records.

Compliance Dashboard on the admin interface is visible. Authorization
to view and update compliance settings.

Customization item on the admin interface is visible. Authorization to
customize the FileCloud interface.

Note: Admin users must have Customization > Update enabled to be
able to change the user login background.

Devices item on the admin interface is visible. Authorization to view,
create, delete and update Devices.

Authorization to manage all Encryption at Rest settings.

Support to perform federated search through the admin interface.

Manage Files. Authorization to view, dreate, modify, download, and
delete user files.

Manage Folder Level Permissions. Authorization to view and manage
Folder Permissions.

Groups menu item on the admin interface is visible. Authorization to
view, create, modify and delete Groups. Manage group members.
Import group members from Active Directory.

View , create, and delete Locks on Files and Folders in FileCloud.

Allows promoted admin users to manage the permissions of other
promoted admin users.

View, create, update and delete metadata set definitions, attributes
and permissions.
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Operation

Network Share

Notifications

Reports

Retention

Rich Dashboard

Settings

Smart Classification

Smart DLP

System

Team Folders

User Share

Users

Admin User and Role Settings
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Description

Network Folders item on the admin interface is visible. Authorization
to view, create, modify and delete Network Folders. Manage User and
Group Access to Network Folders.

Notifications menu item on the admin interface is available. Add, edit,
update, and delete notification rules.

Reports menu item on the admin interface is available. Add, execute,
edit and delete reports.

Retention menu item on the admin interface is available. Add, edit,
and delete retention policies.

View rich dashboard view including tables and graphs on the admin Ul
dashboard.

Settings item on the admin interface is visible. Authorization to view
and modify FileCloud Settings.

Smart Classification menu item on the admin interface is available.
Add, update, run, and delete content classification rules.

Smart DLP menu item on the admin interface is available. Add, edit,
and delete DLP rules.

System item on the admin interface is visible. Authorization to run
system checks, install check, generate logs and UPGRADE FileCloud to
new version.

Set up Team Folders, add, edit, delete and manage team folder and
corresponding permissions. Note: The corresponding Folder Permission
must be enabled to be able to perform a Team Folder operation.

User Shares item on the admin interface is visible. Authorization to
view, create, modify and delete User Shares.

Users menu item on the admin interface is visible. Authorization to
view, create, modify and delete Users. Import New Users. Reset
Password for Users.
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Operation Description

Workflow Workflow menu item on the admin interface is visible. Add, edit and
delete workflows on FileCloud.

Admin users can log in to the admin portal using either their username or email id.

®
2FA Settings for Promoted Admins

When a user is configured as an admin user, if 2FA is enabled for admins, by default, the 2FA delivery mode set
for the user account (in the user's policy) is used for the Admin account. If the
setting TONIDOCLOUD_2FA_ADMIN_FLOW_FOR_PROMOTED_ADMINS is enabled, the 2FA method set for
administrators is used for the admin account.
To use the 2FA method set for administrators:
1. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php
2. To use the 2FA method set for administrators, add the line:

define("TONIDOCLOUD_2FA_ADMI
N_FLOW_FOR_PROMOTED_ADMINS",
true);
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User Authentication Settings

FileCloud provides multiple ways of authenticating a user account. This is applicable for both FULL and GUEST user
accounts.

FileCloud supports the following Authentication modes

« Default Authentication
« Active Directory based Authentication
« LDAP based Authentication

Passwords for LDAP user can only be changed in the LDAP server

Default Authentication  AD LDAP

Authentication Performed by FileCloud In AD Server In LDAP Server

Allowing Users to Permitted Not Permitted Not Permitted

Create Accounts

Bulk User creation using CSV files Import from AD group Not Available

Can Admin Change Password change for all Passwords for AD user can Passwords for LDAP user can

Password users allowed only changed in the active only be changed in LDAP
directory. server.

Can user change/reset  Yes Passwords for AD user can Passwords for LDAP user can

password only changed in the active only be changed in LDAP
directory server

User Account Types Full, Guest, External Full, Guest Full, Guest

A Note

« Auser account can only have a single type of authentication mechanism.

Enabling Default Authentication

Initially, FileCloud is set to default authentication mode. User accounts created when this authentication type is
configured have credentials stored and managed within FileCloud.
A user account that uses this type of authentication is also known as a local user.

@ Asthis authentication method is fully managed by FileCloud, there are no prerequisites.
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To enable Default Authentication:

1. Login to the FileCloud Admin Portal.

In the left navigation panel, click Settings.

In the right panel, from the selection of tabs, click Authentication.
Under Authentication Settings, in Authentication Type, select

M

Server Storage Authentication Admin Database Email Endpoint Backup License Policies 550

Authentication Settings

Authentication Type DEFAULT

Specify the Authentication Type

DEFAULT Active Directory LDAP

Default authentication stores the user account credentials in FileCloud internal database.
Selecting this authentication doesn't require any additional configuration.

Web Edit Team Folders Third Party Integrations ServerLink Misc Reset

"D Reset to gefaulis

Active Directory Authentication

In this type of authentication mechanism, a user account is authenticated against an external Active Directory server.

Accounts with this type of authentication are also known as external accounts.

A Note

The AD user will count towards FileCloud License only after:
+ The user account logs into FileCloud
« If auserfrom AD is explicitly imported

Prerequisites
Required Configuration Requirement Notes
Active Directory service Must be accessible from IP and Port must be accessible.

FileCloud

User Authentication Settings
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Required Configuration Requirement Notes

Active Directory Must support Simple Must use simple bind authentication, either
Authentication Method anonymously or with a username and password.

Active Directory users Must have an email attribute Beginning in FileCloud 21.2, the AD Account

name used in Active Directory settings must

FileCloud username must match have an email ID in Active Directory.

AD user login name
The email address is saved in the user's
FileCloud profile. During login, validation
requires the FileCloud email address and the AD
email address to match; later modification of
email address in AD or FileCloud will cause login
to fail.

Important: The FileCloud
username cannot be changed.

FileCloud Server Version must be 4.0 or later

How To Enable AD Authentication

In the following section, to display more information, click on a topic.
Enabling AD Authentication
To enabling AD authentication in FileCloud:

1. Loginto the FileCloud Administration Portal

2. Click on Settings in the left navigation panel

3. Click on Authentication tab

4. Under Authentication Settings, change the Authentication Type to "ACTIVEDIRECTORY" using the

dropdown box. This will enable the "Active Directory Settings" group.

Server Storage Authentication Adimin Database Ema Endpoint Backup License Palicies S50

Authentication Settings

Mctive Directory

Active Directory Settings

5. Enterthe required information in the settings under Active Directory Settings (See AD configuration
parameters, below) and then click Save.
Note: The changed parameters must be saved before performing an AD test.
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AD configuration parameters

To connect FileCloud with your AD environment, enter the correct connection parameters.
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Check AD Test AD Test
AD Host® adexample.mycompany.com
Specify the AD ame
AD Port® 389
Speci & AD el ally 38
Use TLS o

Use S5L a

AD Base DN C=filecloud DC=local
Spe DC=filecloud,DC=
ail Attribute ma;
Spedi AD m; e, U
Limit Le to AD
Group
Spedi e = og
AD Account Name* fetest
AD Account P ord’
Spe o or ad o o
Disable Anos a
= ADs d of A
AD Service Account
Name
Sped & service @ 0 use for b g to the AD s

AD Service Account
Password
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AD Host - Required. Either the IP address or host name of the
AD server.

AD Port - Required. Enter 389 for non-SSL, or enter 636 for
SSL.

Use TLS - Optional. Enable this checkbox if your AD server
requires clients to use TLS to connect.

Use SSL - Optional. Enable this checkbox if your AD server
requires clients to use SSL to connect.
NOTE: Additional change required.

Users have the same UPN Account Suffixes
All of your AD users should have the same suffix or the same
prefix.

« If your users have the same UPN suffixes:
Enable this checkbox and enter the suffix in the next
field, AD Account Suffix.

« Otherwise:
Disable the checkbox. The next field changes to AD
Logon Name Prefix as in the following screenshot. Set
AD Logon Name Prefix (a trailing ‘\’ is not required). See
Mixed AD Authentication support.

Users have same UPN O
Account Suffixes
Users have same UPN Account Suffixes
AD Logon Name Prefix FILECLOUD

Specify the AD Logon Name Prefix, example 'Fl

To find the AD Logon Name Prefix and the AD Account
Suffix, refer to:

FileCloud Properties HE
.= | userPrincipalName Prefix or
Published Celficates | MemberOf | Diakin | Objest | Secusif"| P
UserName
Environment | Sessions | Remote contiol | Teminal ServicesBiafile | COM-+ |

General | Addiess  Accowt | Frofie | Tekffiones | Diganization

Userlogon name:

fotest

——— || __| AD Account Suffix
@filecloud local e =
User logan name (pre-indaws 2000]:
|FILEELDUD\ — Ifclest
N

Logon Hours EQ\Q‘QE_I \.\“\
=l

= Aceountis locked out S "= | samAccountName ’
Account gplions:

I User must change password at next logan
I~ User cannot change password

[ Password never expiies

I~ Stare password using reversible encryption

LOGON Name Prefix I

~ Aeeount expin
& Neyer
 Endof [ Thusdsy . oy 02 2005 = |

ok | cencel | sy |

AD Account Suffix - The UPN suffix for your domain, the part
after User logon name in the dropdown next to it in the
above screenshot.
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Instead of viewing the properties as shown above, you can
get the account suffix by running the following query in the
command line in the AD server:

dsquery * <FULLY QUALIFIED NAME> -scope base -attr
SAMAccountName userPrincipalName

C:~\Documents and Settings“\Administrator>dsquery = ecn=testadl.cn=users.de=fileclo
ud,dc=local —scope base *algtl'_sﬂﬂﬂl:l:ountNane userPrincipalName

sAMAccountNane userPrin

alMNan
testadl testadil’f ilecloud. local

AD Base DN - Required. Do not enter value with quotes.
The Base DN for your domain. Located in the extended
attributes in Active Directory Users and Computers MMC:

£# Active Directory Users and Computers

@ File Action Wiew ‘Window Help
= |BjHE| & B XEE

Active Directory Users and Computer
-1 Saved Queries
=24 Filecloud. local
[#1-_] Builkin
-] Computers
[#-{&5] Domain Contrallers
I:l ForeignaecurityPrincipals
@ Groups
127 L nskandFonnd

AD Base DN written as
DC=filecloud.DC=local

=
o
3|E

T T T T= = T

i o, ERSEEEE . L. o [ ] 2. T

o= = = =

You can also get the Base DN by running the following query
in the command line in the AD server.

dsquery user -name <LOGON NAME>

p2dsquery user —name testadl

o5 . DC=f iecluud.D=luca

Mail Attribute - Required. FileCloud requires each user
account to have an associated email id. Typically the name
of this attribute in AD is mail. If a user account has no mail
attribute, then login to FileCloud will fail. If a mail attribute is
present, and login fails, then check the base DN to ensure it
is accurate and is without quotes.
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Limit Login to AD Group - Optional. To limit login to specific
users, add them to a group and specify the group name here.
(Typically this is left blank.) If you set this field, ensure that
the account name specified in AD Account Name is part of
the AD group.

AD Account Name - Required. A valid account name is
required here in order for FileCloud to query the AD server.
This can be any account that can access the AD server, and is
located in User logon name in the FileCloud Properties
screenshot, above.

Notes: Enter username, not email id in this field. This
account must have an email address set in AD.

AD Account password - A password for the AD account
name.

Disable Anonymous Binding - Optional. Enable this
checkbox if your AD does not allow anonymous binding.
Enabling this checkbox enables the AD Service Account
Name and AD Service Account Password text boxes.

AD Service Account Name - Optional. The service account
name to use to bind with the AD server.

AD Service Account Password - Optional. The service
account password to use to bind with the AD server.

& To connect to Active Directory over SSL, please follow the steps mentioned here.

& Make sure the settings are SAVED before trying the AD Tests to verify connectivity

Testing AD Connectivity
Once all data is entered and saved, test the AD settings by clicking the AD Test button.
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At the top of the Active Directory settings, click the AD Test button.

DEFAULT Active Directory LDAP

Active Directory Settings /

Check AD Test AD Test

AD Host® 162.168.1.191

Specify the AD host name

AD Fort® 386

Specify the AD port number, usually 389

A Test AD Configuration dialog box opens:

Test AD Configuration

Basic Verification WValidate AD Settings
Group Members AD Group Mame Get Group Members

Verify User Access User Mame

Password

Test Login Get Email ID

Close

The following tests can be done.

1. Validate AD settings.
a. Click the Validate AD Settings button to perform basic connectivity tests with the AD server.
You should receive the response:
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SUCCESS (x]

AD Access Verified Successfully

If the tests fail, then check your AD settings to ensure all the data is present and is accurate.
2. List Groups
a. Once AD settings are validated, click List Groups to view the list of groups read from the server.
You should see a list similar to:

AD Group List %]

=]

syncgroup

=]

Systern Test Group

=]

test{group)

1=}

teste789

test123456

=]

testdevop @
testgroup @

TestUseCaseGroupA @

TestUseCaseGroupB @
TestUserCustomer @
TestUsers @
userswithoutemai @ -

3. Get Group Member

User Authentication Settings 183



FileCloud Server Version 23.232 Site Setup

1. Click List Groups, then select a group and click Select.

AD Group List

syncgroup -
System Test Group

test(group)

teste& 789

test123456

testdevops

testgroup

TestUseCaseGroupB

TestUserCustomer
TestUsers

userswithoutemail -

—— B

The Group name appears in the Test AD Configuration dialog box.
(You can also enter the group name directly into the text box without selecting from the AD Group
List popup.)

2. Click Get Group Members.

Test AD Configuration o

Basic Verification Validate AD Settings / /
Group Members TestlJseCaseGroupA FROM @ Get Group Members

Verify User Access admin

Test Login Get Email ID

The AD Members List should list the correct members of the group:
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AD Member List [ x ]

d.tester
a.tester

Note: The group members are NOT automatically added to FileCloud.
4. Verify User Access

a. Enter a specific user name and password and click Test Login to make sure the user can login to AD.
If not, check if the AD suffix or AD prefix matches the one entered in the AD Account Suffix or AD
Logon Name Prefix in the FileCloud admin portal or the AD server.

b. Enter a specific user name and password and click Get Email ID.
This should return the correct email address for a user account from AD. If a valid email address is not
returned, then FileCloud cannot import the user account. Check if the email address is included for
the user on the AD Server.

AD Options

Authenticating to Multiple AD servers

Connecting to AD via SSL

Mixed AD Domain Environments

Migrate Data from a Changed User Account Name
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More Information:

Video FileCloud Blogs
Active Directory Settings Import Users to AD via PowerShell
Connecting to AD via SSL

If you want to securely add users, change passwords, or connect to the Active Directory server being used with your
FileCloud site, then you will need to use an SSL certificate.

The Lightweight Directory Access Protocol (LDAP) is used to read from and write to Active Directory. By default, LDAP
traffic is transmitted unsecured. You can make LDAP traffic confidential and secure by using Secure Sockets Layer
(SSL) / Transport Layer Security (TLS) technology.

© Beforeyou can enable the use of SSL certificates in FileCloud Server, you must have completed the following
steps:
1. Install and configure your Active Directory Server
2. Install an SSL certificate on your Active Directory Server

In the following section, to display more information, click on a topic.

How do | enable the use of SSL in FileCloud Server?

Open a browser and log in to the Admin Portal.

From the left navigation menu, under Settings, select the Settings tab.

On the Settings screen, select the Authentication tab.

On the Authentication tab, under Authentication Settings, select the Active Directory tab.

On the Active Directory tab, under Active Directory Settings, in AD Port, change the number to 636.
On the Active Directory tab, under Active Directory Settings, select the Use SSI check box.

oA wNE
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7. Click

How can I troubleshoot my AD/SSL connection?

If you have problems connecting after setting the above and non-SSL connections work OK, you might have to set
this additional parameter.

1. Create a ldap.conffile.
Windows Location should be c:\openldap\sysconf\ldap.conf

Ubuntu Linux Location should be /etc/ldap/ldap.conf Centos Linux Location should be /etc/openldap/
[dap.conf

2. This ldap.conf file should be

#

# LDAP Defaults

#

TLS_REQCERT never

3. Restart apache server.

How do I connect to AD using TLS?

Connecting to Active Directory over TLS

TLS
To use TLS, Port 389 should be used instead of the 636

Some OS like Ubuntu 14.04, does TLS v1.2 negotiation by default. To disable this behavior, add the following line to
WWWROOT/thirdparty/adLDAP.php

() Disable TLSv1.2

if (Sthis->useSSL) {

putenv("LDAPTLS_CIPHER_SUITE=NORMAL:!VERS-TLS1.2");
Sthis->ldapConnection = ldap_connect("ldaps://" . SdomainController, Sthis->adPort);
}else{

Sthis->ldapConnection = ldap_connect(SdomainController, Sthis->adPort);

}
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Authenticating to Multiple AD servers

() Theability for a single installation of FileCloud to authenticate against multiple Active Directory servers is
available in FileCloud Server version 7.0 and later.

Although the latest versions of the Windows Server operating system handle large numbers of objects more efficiently,
there are many reasons why organizations implement multidomain forests.

An example of this is a university.

« Inthe Faculty of Science, there are different departments or schools, such as the school of physics and the
department of botany

« For political or organizational reasons it might have been decided that each department or school should have
its own domain that is a part of the overall university forest

« Active Directory gives organizations the ability to create domain namespaces that meet their needs

Why would I use a multidomain AD structure?
The reasons for using multidomain AD structures can include but are not limited to:

. Some organizations have retained the forest structure that was established
when the organization first adopted Active Directory.

. Some organizations are conglomerates, and they might be comprised of
separate companies that share a common administrative and management core.

. Some organizations need to create authentication and authorization boundaries.
You can also use domains to partition administrative privileges so that you can have one set of
administrators who are able to manage computers and users in their own domain, but who are not able to
manage computers and users in a separate domain. Although it’s possible to accomplish a similar goal by
delegating privileges, many organizations prefer to use separate domains to accomplish this goal.

For more information on using multidomain AD infrastructure, on the Microsoft Web site, read AD Directory
Services Getting Started.

Enable multiple AD server authentication
To enable multiple AD server authentication, you have to configure settings in the following places:

« adconfig.php file
« Admin Dashboard

Open a browser and log in to the Admin Portal.

On the Admin Dashboard, from the left navigation panel, click Settings.

On the Manage Settings screen, click Authentication.

To enable the Active Directory Settings, under Authentication Settings, change the Authentication Type to
ACTIVEDIRECTORY.

H N
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5. Select the Active Directory sub-tab, type in the required information, and then click Save.
6. Create afile called adconfig.php in one of the following locations, depending on your OS:

Windows Location
c:\xampp\htdocs\config\adconfig.php

Linux Location
/var /www/htdocs/config/adconfig.ph

7. Add the information for the other AD servers using the following example. /t. Do not add the same AD server
detail that was already configured in Admin Dashboard.

<?php

/* Configuration values for ActiveDirectory Authentication */

// ... Multi-AD Server Support, set to 1 to enable additional AD servers
define("TONIDOCLOUD_MULTI_AD_ENABLE", 1);

// SITE1
define("TONIDOCLOUD_AD_HOST_1", "ADSERVERHOST" ); // < ActiveDirectory Host
define("TONIDOCLOUD_AD_PORT_1",389); // <ActiveDirectory port
define("TONIDOCLOUD_AD_ACCOUNTSUFFIX_1", "@mysite.internal"); // < User Login Name Suffix
//define("TONIDOCLOUD_AD_LOGONNAMEPREFIX_1","SST"); // use this if prefix is needed. Note use only
prefix or suffix

define("TONIDOCLOUD_AD_BASEDN_1", "DC=mysite,DC=internal"); // < User Search DN
define("TONIDOCLOUD_AD_MAILATTRIBUTE_1", "mail"); // < Mail Attribute
define("TONIDOCLOUD_AD_LIMIT_GROUP_1",""); // <If you want login users to be limited to a specific AD
group

define("TONIDOCLOUD_AD_USETLS_1", false); //<< If you want to use TLS set true, default is false, both SSL
and TLS can't be true

define("TONIDOCLOUD_AD_USESSL_1", false); //<< If you want to use SSL set true, default is false, both SSL
and TLS can't be true

define("TONIDOCLOUD_AD_ACCOUNTNAME_1", "Administrator"); // < Account name for Admin Operations
define("TONIDOCLOUD_AD_ACCOUNTPASSWORD_1", "adminpassword"); // < Account Password for Admin
Operations

define("TONIDOCLOUD_AD_USEADMINBINDING_1","0"); // < Account name for Admin Operations
define("TONIDOCLOUD_AD_ADMINACCOUNTNAME_1",""); // < AD Service Account Username
define("TONIDOCLOUD_AD_ADMINACCOUNTPASSWORD_1",""); // < AD Service Account Password

// SITE2
define("TONIDOCLOUD_AD_HOST_2", "ADSERVERHOST2" ); // < ActiveDirectory Host
define("TONIDOCLOUD_AD_PORT_2",389); // <ActiveDirectory port
define("TONIDOCLOUD_AD_ACCOUNTSUFFIX_2", "@mysite2.internal"); // < User Login Name Suffix
//define("TONIDOCLOUD_AD_LOGONNAMEPREFIX_1","SSK"); // use this if prefix is needed. Note use only
prefix or suffix

define("TONIDOCLOUD_AD_BASEDN_2", "DC=mysite2,DC=internal"); // < User Search DN
define("TONIDOCLOUD_AD_MAILATTRIBUTE_2", "mail"); // < Mail Attribute
define("TONIDOCLOUD_AD_LIMIT_GROUP_2",""); // <If you want login users to be limited to a specific AD
group

define("TONIDOCLOUD_AD_USETLS_2", false); //<< If you want to use TLS set true, default is false, both SSL
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and TLS can't be true

define("TONIDOCLOUD_AD_USESSL_2", false); //<<If you want to use SSL set true, default is false, both SSL
and TLS can't be true

define("TONIDOCLOUD_AD_ACCOUNTNAME_2", "Administrator"); // < Account name for Admin Operations
define("TONIDOCLOUD_AD_ACCOUNTPASSWORD_2", "adminpassword"); // < Account Password for Admin
Operations

define("TONIDOCLOUD_AD_USEADMINBINDING_2","0"); // < Account name for Admin Operations
define("TONIDOCLOUD_AD_ADMINACCOUNTNAME_2",""); // < AD Service Account Username
define("TONIDOCLOUD_AD_ADMINACCOUNTPASSWORD_2",""); // < AD Service Account Password

7>
Now additional users from these domains can also login into FileCloud.

() When connecting to multiple AD servers, there might be issues adding the same user account name
from different domains into FileCloud. FileCloud requires unique usernames and will disallow adding
another username from another domain if the name already exists.

To handle this please add the following to cloudconfig.php. This will allow duplicate users to be added
from other domains as long as the email address is unique. The users will have to login into the system
using email address.

define("TONIDOCLOUD_ALLOW_DUPUSERNAMES", 1);

Mixed AD Domain Environments

In some AD environments, there could be multiple UPN domain suffixes setup in a mixed AD hosting setup and the UPN
prefix names might not be unique in those cases.

Normally FileCloud uses the UPN prefix names as the usernames and if they are not unique it causes problems
identifying the user account correctly.

Therefore if you want FileCloud to authenticate using these kinds of environments, you need to setup the AD
connection information slightly differently. In those cases, the account sAMAccountName will be used as the user id.

1. Disable the checkbox "Users have the same UPN Account Suffixes"
2. Setthe'AD Logon Name Prefix' parameter, this is the prefix used in the non-editable part in the User Logon
Name (Pre-Windows 2000)
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tinu Properties ﬂ

Published Certificates | MemberOf | Disbin | Object | Secuity |
E rvironment I Sessions | Femote control I Terminal Services F'n:nfilel I:EIM+|

General I Address

' UserPrincipalName
Prefix or Username

| Profile I Telephones | Or

Uzer logon name:

| @filecioud local e . AD Account Suffix

N | |
\ sAMAccountName
H
|

Uzer logon name [pre-wWindows 2000]:
[FILECLOUD

Itinu

Logon Hours... Log On To...

™| Sccount iz locked out

Account options:

[V L zer must change pazsward at nest lagan )
[ Ueer cannat change password LOGON Name
[ Password never expires Prefix

[~ Store pazeword using reversible enciyption

—Account expires
& Mever
" End of: [wednesday, July 29,2015 [~

0k I Cancel | Lpply |

Users can login using either their email or sSAMAccountName.

How to migrate the data from a user that changes account name

When the account name for a user changes in Active Directory, FileCloud won't recognise this change. All the files the
user owns still belong to the old account.

To migrate the account data to the new AD account, please follow these steps:

1. Log in to the admin portal.
2. Go to the Users section and change the user authentication method form External to Default and assign a password:
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User Details
MName john Total Quota 2 GB
Email john@xyz.com Used Quota OB
Last Login -- Available Quota 2GB
Group m Used Storage
Y
0O B » & & O o &
Mobile Manage  Manage Reset Ernail Delete Manage  Manage
Devices Files Shares  Password Password_ Account Policy Backups
Access Level Full

Authentication |« Default
External [ADJLDAP)

Ernail john@xyz.com
Display Na john
Account Expirgs On

Password Expires
On

Email Werified i

3. The user can login using Sync App or from Web Ul and download all their files.

4. Ask the user to log in via Web User Portal.

5. The user needs to use the new account/password (AD).

6. Reset the Sync App settings and enter the user's new domain credentials without removing the data. See Sync
Settings.

7. Log in to the Sync App with the new account credentials;don't remove the data from the computer.

8. All the user's files will sync to the server.

In addition to this, all the user shares need to be created and, if the user belongs to any Team Folders, the account has
to be added again and permissions created. If the user belongs to any Network Shares, please remember to add the
account to this as well.

Once all the user's data is uploaded to the new account and verified; you can delete the old account.
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Troubleshooting Active Directory

Common FileCloud Active Directory problems and solutions

Trouble establishing a connection with Active Directory:
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1.

In Settings > Authentication on the Active Directory tab, make sure you have followed the instructions for
entering the settings shown in Active Directory Authentication under AD Configuration Parameters.

Check that the port you have specified (either 389 or 636) is open in the AD server for the FileCloud server.
You can use the telnet command to confirm that it is open.

telnet [ip address] [port]

For example, if your IP address were 192.168.1.191 and your port were 389, you would enter:

telnet 192.168.1.191 389

Confirm that you have entered an account in AD Account Name. This account is used to query the AD server and
must be present.

If you have entered a value in Limit Login to AD Group (see below) the account you enter into AD Account
Name must be a member of the AD group.

4. Confirm that you have entered an AD Account Password and that it is correct.

Verify your AD settings using the following steps:
Testing AD Connectivity

Once all data is entered and saved, test the AD settings by clicking the AD Test button.

At the top of the Active Directory settings, click the AD Test button.

DEFAULT Active Directory LCAP

Active Directory Settings

Check AD Test AD Test
AD Host* 192.168.1.191
Spe e AD ho ame
AD Port® 386

A Test AD Configuration dialog box opens:
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Test AD Configuration

Basic Verification
Group Members AD Group Mame Get Group Members
Werify User Access User Mame
Password

Test Login Get Email ID

Close

The following tests can be done.

1. Validate AD settings.
a. Click the Validate AD Settings button to perform basic connectivity tests with the AD server.

You should receive the response:

SUCCESS Q

AD Access Verified Successfully

If the tests fail, then check your AD settings to ensure all the data is present and is accurate.

2. List Groups
a. Once AD settings are validated, click List Groups to view the list of groups read from the server.

You should see a list similar to:
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oup List o
syncgroup @ G
System Test Group @
test(group) @
test6789 @
test123456 @
testdevops @
testgroup @

TestUseCaseGrouph @
TestUseCaseGroupB @
TestUserCustomer @
TestUsers @
userswithoutemail @ -

3. Get Group Member
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1. Click List Groups, then select a group and click Select.

AD Group List

syncgroup -
System Test Group

test(group)

teste& 789

test123456

testdevops

testgroup

TestUseCaseGroupB

TestUserCustomer
TestUsers

userswithoutemail -

—— B

The Group name appears in the Test AD Configuration dialog box.
(You can also enter the group name directly into the text box without selecting from the AD Group
List popup.)

2. Click Get Group Members.

Test AD Configuration o

Basic Verification Validate AD Settings / /
Group Members TestlJseCaseGroupA FROM @ Get Group Members

Verify User Access admin

Test Login Get Email ID

The AD Members List should list the correct members of the group:
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AD Member List [ x ]

Note: The group members are NOT automatically added to FileCloud.

4. Verify User Access
a. Enter a specific user name and password and click Test Login to make sure the user can login to AD.

If not, check if the AD suffix or AD prefix matches the one entered in the AD Account Suffix or AD
Logon Name Prefix in the FileCloud admin portal or the AD server.

b. Enter a specific user name and password and click Get Email ID.
This should return the correct email address for a user account from AD. If a valid email address is not
returned, then FileCloud cannot import the user account. Check if the email address is included for

the user on the AD Server.

Here are some common AD connectivity error messages and their meanings:

Error messages
AD Access failed. Can't contact LDAP server

Either the Hostname or IP address is wrong or the FileCloud server is not able to contact the AD server on the port
specified.

AD Access failed. Invalid credentials

Either the AD account name or password is incorrect or the Logon prefix or suffix is incorrect.

AD Access failed. Check if provided AD account name is part of Limit Login into AD group
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Either the value in AD BASE DN is wrong or the limit group is set and the AD account name is not part of that group.

Some users have trouble logging in

If you check Users have the same Account Suffix, you are prompted to enter the AD Account Suffix. If you uncheck it,
you are prompted to enter AD Logon Name Prefix. Make sure that whichever you use applies to all of your AD users
who access FileCloud. If it doesn't, users it does not apply to will not be able to log in to FileCloud.

All users cannot log in or you cannot import them into FileCloud:

Check if Mail Attribute is filled in. If it is not, users cannot log in or be imported. This is normally set to mail.

Using the logs to find errors

Filecloud stores all errors associated with AD in the logs.
By default, the log level in FileCloud is set to PROD.

1. Change the log level to DEV to create more detailed entries:
a. Inthe admin portal, go to Settings > Server and set Log Level to DEV.
2. Repeat the steps that caused the error.
3. Open the logfile:
In Windows: C:\xampp\htdocs\scratch\logs
In Linux: /var/www/html/scratch/logs

If you see error messages similar to:

2022-05-18 23:03:12.265388 ERROR: [16529329921474] Unable to find provider by name:
obfod8c9a7544cel79a7fb1f802dde5f

2022-05-18 23:03:12.265559 ERROR: [16529329921474] Unable to connect to AD server with
david username:

2022-05-18 23:03:12.265608 DEBUG: [16529329921474] User ‘david’ has not been
authenticated with provider
CodeLathe\Core\Subsystem\Security\Auth\AD\Provider\ADProvider class

2022-05-18 23:03:12.357099 DEBUG: [16529329921474] FAILED LOGIN: Invalid Username or
Password

Do the following:

+ Check if the AD login and password are correct.

+ Check if the user has an email address in the AD server.

« Ifthe useris already imported into the Filecloud server, check if the user's email in Filecloud and email in
the AD server match.

If you were authenticating a user (for this example, authenticating user david on host 192.168.1.14), and see
error messages similar to

2022-05-18 23:11:27.296483 NOTICE: [16529334871841] Phone number 1is {invalid for imported
user - david
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2022-05-18 23:11:27.297668 DEBUG: [16529334871841] User email ‘david@test.com™ does not
match AD user email “david@gmd.com’.

2022-05-18 23:11:27.297760 DEBUG: [16529334871841] User ‘david' has NOT been
authenticated.

These messages indicate that the user's email address in the AD server doesn’t match the user's email address in
Filecloud.

To restrict login to FileCloud to specific AD users only

1. Create a group in AD and add only those users who should able to log in to FileCloud.
2. In Limit Login to AD Group, enter the name of the AD group.

Single sign-on (SSO)

Single sign-on (SSO) is a user authentication process that permits a user to enter one name and password in order to
access multiple applications.

FileCloud supports the following types of Single sign-on model.
+ SAML Single Sign-On Support

+ ADFS Single Sign-On Support
+ NTLM Single Sign-On Support

SAML Single Sign-On Support

() Updatesto SAML SSO

As of FlleCloud Version 19.1, the ability to limit users to SSO by group is available.
As of FlleCloud Version 19.2, FileCloud can detect an SSO email and automatically redirect the user to the
corresponding IDP provider with prefilled login information for the user.

As of FlleCloud Version 19.3, you can override the default SSO port.
As of FileCloud Version 20.3.2, to achieve high availability, you can configure FileCloud to support multiple
memcache servers.

You can use SAML SSO to control the authorization and authentication of hosted user accounts that can access
FileCloud Web based interface.

« SAMLis an XML based open standard data format for exchanging authentication and authorization data
between parties.

+ FileCloud supports SAML (Security Assertion Markup Language) based web browser Single Sign On (SSO) service

« FileCloud acts as a Service Provider (SP) while the Customer or Partner acts as the identity provider (IdP).
FileCloud SAML SSO service is based on SAML v2.0 specifications.

SSO Login Diagram

SSO transaction diagram
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The following process explains how the user logs into a hosted FileCloud application through customer-operated
SAML based SSO service.

LIsertries to
reach hosted
FileCloud
application

FileCloud
redirects browser

Customer
returns SAML
response to
browser

Browser sends
SAML response
to FileCloud

User is logged in
to FileCloud

FileCloud SAML Transaction Steps

=

The user attempts to reach the hosted FileCloud application through the URL.

2. FileCloud generates a SAML authentication request. The SAML request is embedded into the URL for the
customer’s SSO Service.

3. FileCloud sends a redirect to the user’s browser. The redirect URL includes the SAML authentication request

and is submitted to customer’s SSO Service.

The Customer’s SSO Service authenticates the user based on valid login credentials.

The customer generates a valid SAML response and returns the information to the user’s browser.

The customer SAML response is redirected to FileCloud.

The FileCloud authentication module verifies the SAML response.

If the user is successfully authenticated, the user will be successfully logged into FileCloud.

O NG,
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() When the IdP successfully authenticates the user account, FileCloud (SP) authentication module verifies
that the user account exists in FileCloud.
« Ifthe user account does not exist in FileCloud, then a new user account is created and the user is
logged into FileCloud.

SSO Configuration Steps
In order to successfully configure SAML SSO, the following steps must be followed.

1. Configure Apache Webserver

Configuring the Apache server requires you to add the Alias directive to the simplesaml.php configuration file.

& Pre-requisite: The mcrypt module must be installed on the FileCloud Server.
« In Windows, it should be installed by default.
« In Linux, if mcrypt is not installed, it must be installed

Use the following table to understand the typical entries in Linux and windows.

You can change these settings if the FileCloud is installed under a different WEB ROOT Folder.

oS Instructions

Windows 1. Navigate to the following directory

c:\xampp\apache\conf\extra

2. Open the following file for editing

httpd-filecloud.conf

3. Add the following line at the end of the file

Alias /simplesaml " /xampp/htdocs/thirdparty/simplesaml/
WWW"

>

Save the file.
Open the FileCloud Control Panel.
6. Use the control panel to stop and start the Webserver.

o
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oS Instructions

Linux 1. Go to the following directory:

/etc/apache2/sites-enabled/

2. Open the following file for editing:

000-default.conf

3. Add the following line within <VirtualHost *:80> for HTTP connection or
<VirtualHost *.443> for HTTPS connection. You can place it under the line
DocumentRoot /var/www/html.

Alias /simplesaml /var/www/html/thirdparty/simplesaml/
www --- (Ubuntu 16.04 and higher versions)

Alias /simplesaml /var/www/thirdparty/simplesaml/www --
-> (Ubuntu 14.04 and lower versions)

4. Torestart the apache webserver, run the following command:

/etc/init.d/apache2 restart

2. Ensure the correct FileCloud URL is set and uses HTTPS.

To ensure the correct FileCloud URL is set, and that it uses HTTPS:

1. Inthe admin portal, go to Settings > Server.
2. Inthe Server URL field, confirm that your URL begins with HTTPS.
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3. Click Check URL to make sure your URL is valid.
=

Server Storage Authentication Admin Database Email Endpoint Backu
GOVERNANCE & g
I Dashboard Reset

Retention
Server Settings

) Smart DLP
% Smart Classification Service Name
+/  Compliance Center FileCloud

Specify the service name to be used to refer to the service
MISC. &
@ Audit Server URL

N Alert https://DepartmentXYZfilecloud.com Check URL

Server URL is the url via which users access the service.

& User Locks
L Workflows Session Timeout (Minutes)
= Reports 1440

Specify user web login session timeout.
Example: 15 = Default timeout of 15 minutes, 30 = 30 minutes, 60 = 1 hour.

Q. Federated Search
= Note: Session will always expire when browser is closed unless advanced configuration is

Metadata
done.
SETTINGS a
WebDAV
@ Settings [ Enable to allow WebDAV access to server

3. Set SAML as a the default Single Sign On Method in FileCloud.

£ Manage Settings

Server Storage Authentication Admin Database Email Endpoint Backup License Policies S50
Single Sign On (SSO) Settings

Default 550 Type (LIS >

Specify the Single Sign On Type

To set the SSO type in FileCloud:

1. Loginto the FileCloud admin portal.

In the left navigation panel, click Settings.
Select the SSO tab.

In Default SSO Type, select SAML.

Eall AN
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4. Configure IdP settings in FileCloud.

@ Active Directory Federation Services (ADFS) Support

When SAML SSO Type is selected and ADFS is enabled in FileCloud:
« FileCloud will act as a Service Provider (SP)
« FileCloud also acts as a claims aware application.

As a claims-aware application, FileCloud:
+ Accepts claims in the form of ADFS security tokens from Federation Service
« Can use ADFS claims to support Single Sign On (SSO) into FileCloud

To specify the identity claims that are sent to the FileCloud refer to the IdP Configuration section below.
When ADFS is used, the IdP (Identity Provider) in these instructions refers to Active Directory Federation
Server.

Log into the FileCloud admin portal.

In the left navigation panel, click Settings.

Select the SSO tab.

In Default SSO Type, verify it is set to SAML.

Set other parameters according to your IdP settings.

b
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User

SAML Settings

dp Endpoint URL or EmtitylD*

httpe/fwww.okiacomfexk 17 2d 54g9EArRv40ha

LIEL or EntitylD of the Identity Provider that the Service Provider must contact

dF Ussrmame Paramster®
uid

Uzermame Paramster Mame in ldentity Provider

dP Email Parameter®
email

Email Parameter Mame in ldentity Provider

dP Given Mams Parameter*

givenMame

Given Mame Parameter Mame in dentity Provider

dF Zurname Parameter®

sn

Surname Parameter Mame in ldentity Provider

dP Log Out URL {Optional)

LIRL to call to logouwt of ldentity Provider (Optional)

Limit Login to ldp Group (Optienal)

admin

Spedfy the [dentity Provider Group Mame to limit users who can login (Optional). Mots:
Groups that user belongs must be passed from |dp as ‘'memberof attribute

dF Msetadata®

<Teml wersion="1.0" encoding="UTF-&"7=> .
<md:EntityDescriptor

entity| D="http/fweow. okta.comfexk 17 2d 540 9EArRVAD

ha"

¥minsimd="urmoasisnamestcSAML2 rmetadata” >
<mEIDPSSODescriptor

WantAuthnRequestsSigned="falsa"
protocolSupportEnumeration="um:oasis:namestcSAk

L:2.0iprotocol” > <mdikeyDescriptor use="signing"»
A Fanelnfn "5

e et ity Tl it e re el = cam YRl Ermrre =
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550 Error Message (Optional)
<div align ="center =
<pr<bxAMESSAGEN < /b= < /o>
{Ep‘:—
<& HREF="/" class="btn bin-primary btn-sm"
role="button"=Back to LDETF-;-‘:E}
</div>
</div>
<brf= -
{,-"b-;rj'}r}
</htm = 7

Enter Message template to be used when 550 lagin fails in HTML with #MESSAGE az a
place holder [Optional)

Allow Account Signups

TRUE b

Allow new account creation through Login Process

Automatic Account Approval

1 S
Set Admin Approval for creating new accounts
0 - Mo Automatic approval, Admin has to approve acoount

1 - Automatically approve new accounts to Full User

2 - Automatically approve new accounts to Guest Uzer

Enakle ADFS

Specfy if IdP is Active Directony Federation Service [ADFS)

User Login Token Expiration Match |dP Token Expiration

[ If enabled, user authentication token will expire as specified by ldentity Provider.

Show the |dp Login Screem

[ If enabled, User login will be directed to Idp login screen automatically.

Log Lewel
O
Spedify the Log Level {Use Dev only for testing)
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Use the following tables to understand the IdP settings.

FileCloud

Parameters

IdP End
Point URL

Idp
Username
Parameter

IdP Email
Parameter

IdP Given
Name
Parameter

IdP
Surname
Parameter

IdP Settings

Identity Provider URL

Identifies the Username
(must be unique for each
user)

« Usually uid or
agencyUID
+ Default value: uid

NOTE: The username must
be unique. If username sent
by Idp is in email format, the
email prefix will be used for
username. The email prefix
in this case must be

unique.

Identifies the email of the
user (must be unique)

Default value: mail

Identifies the given name of
the user

Default value: givenName

Identifies the surname of
the user

Default value: sn

User Authentication Settings

ADFS as IdP

Data can be obtained from Federation Metadata

Identity Provider URL (Entity ID)
e.g. http://yourADFSdomainName/adfs/services/trust

Identifies the Username (must be unique for each user)
Usually SAMAccountName or User Principal Name defined in
claim rules.

NOTE: The username must be unique. If username sent by Idp
isin email format,

the email prefix will be used for username. The email prefix in
this case must be

unique.

value: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
upn orupn

<Attribute
Name="http:/ /schemas.xmlsoap.org/ws/2005/05 fidentity/claims/upn"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
FriendlyName="UPN" xmiIns="urn:oasis:names:tc:SAML:2.0:assertion" />

Identifies the email of the user (must be unique)

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
emailaddress or emailaddress

<Attribute
Name="http:/ fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
FriendlyName="E-Mail Address"
xmins="urn:oasis:names:tc:SAML:2.0:assertion" />

Identifies the given name of the user.

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
givenname or givenname

«<Attribute
Name:“htt&,l’,I’schemas.xmIsoap.urg;‘ws;‘2005,I’05[identity,r‘claims/givenname"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
FriendlyName="Given Name"
xmins="urn:oasis:names:tc:SAML:2.0:assertion" />

Identifies the sur name of the user

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/

surname or surname
<Attribute
Name="http:llschem%.xmIsoap.orglwslz005[05fidentitylclaims)‘surname"

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
FriendlyName="Surname" xmins="urn:oasis:names:tc:SAML:2.0:assertion" />
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FileCloud IdP Settings ADFS as IdP

palamite Data can be obtained from Federation Metadata

IdP LogOut  URL for logging out of IdP URL for logging out of IdP

URL
(Optional) . . . .
Note: For this setting to be effective, you must also add a setting
to the FileCloud config file:
1. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/
cloudconfig.php
Linux: /var/www/config/cloudconfig.php
2. To make the IdP Log Out URL setting effective, add:
define ("TONIDOCLOUD_SAML_SIGNED_LOGOUT", 1)
5
Limit Logon  IdP Group Name IdP Group Name
to IdP Group . . .
+ Specifying a group « Specifying a group name means that a user can login
(available in name means that a user through SAML SSO only when the Identity Provider indicates
. can login through SAML that the user belongs to the specified IdP group
FileCloud .
Version 19.1 SSO qnly whe_n the + The IdP must send this group name through the
and higher) Identity Provider parameter
indicates that the user « The parameter can include a comma separated
belongs to the specified value of all groups to which the user belongs
IdP group
+ The IdP must send this
group name through the
parameter
« The
parameter can include a
comma separated value
of all groups to which
the user belongs
Show the Identifies which Logon Identifies which Logon screen the user will see:
Isdcl?eLeongon scree.n the userwill see: + FileCloud screen = not selected
+ FileCloud screen = not + |dP screen = selected
selected
+ IdP screen = selected
IdP Identity Provider metadata Federation metadata in xml format
Metadata in XML Format
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FileCloud
Parameters

SSO Error
Message
(Optional)

Added in
FileCloud
20.1

Allow
Account
Signups

Added in
FileCloud
20.1

IdP Settings

Custom error message that
appears when a signin is
invalid. Enter in HTML
format.

In a multiple IDP
environment, this is the
error message for the
default IDP. Toinclude a
message specific to each
IDP, include the parameter
<MESSAGE>. See
Integrating Multiple IDPs for
help configuring multiple
IDPs with error messages
specific to each one..

When TRUE, during the login
process, if the user account
does not exists, a new
FileCloud user account is
created automatically.

User Authentication Settings
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ADFS as IdP

Data can be obtained from Federation Metadata

Custom error message that appears when a signin is invalid.
Enter in HTML format.

In a multiple IDP environment, this is the error message for the
default IDP. To include a message specific to each IDP, include
the parameter <MESSAGE>. See Integrating Multiple IDPs for
help configuring multiple IDPs and error messages specific to
each one.

When TRUE, during the login process, if the user account does
not exists, a new FileCloud user account is created
automatically.
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FileCloud
Parameters

Automatic
Account
Approval

Added in
FileCloud
20.1

Enable ADFS

IdP Settings

This setting works with
the Allow Account
Signups setting to
determine:

« Ifthe account created
by the user is disabled
until the Administrator
approves it

o Ifthe accountis
approved with a specific
level of access
automatically without
intervention from the
Administrator.

« Possible values are:

0 - No Automatic
approval, Admin has to
approve account

1 - Automatically
approve new accounts
to Full User

2 - Automatically
approve new accounts
to Guest User
3-Automatically
approve new accounts
to External User

See Integrating Multiple
IDPs for help configuring
multiple IDPs with
automatic account approval
settings specific to each
one.

No

User Authentication Settings

FileCloud Server Version 23.232 Site Setup

ADFS as IdP

Data can be obtained from Federation Metadata

This setting works with the Allow Account Signups setting to
determine:

« Ifthe account created by the user is disabled until the
Administrator approves it
« Ifthe accountis approved with a specific level of access
automatically without intervention from the Administrator.
« Possible values are:
0 - No Automatic approval, Admin has to approve account
1 - Automatically approve new accounts to Full User
2 - Automatically approve new accounts to Guest User
3 - Automatically approve new accounts to External User

See Integrating Multiple IDPs for help configuring multiple IDPs
with automatic account approval settings specific to each one.

Yes
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FileCloud
Parameters

User login
token

expiration
match Idp
expiration

Show the
Idp Login
Screen

Log Level

IdP Settings

If enabled the user token
expiration will be set based
on Idp expiration settings

If not enabled user token
expiration will be set based
on FileCloud Session
Timeout

(FileCloud admin Ul -
Settings - Server - Session
Timeout in Days)

Default: No (Not enabled)

If enabled, automatically
redirect user to Idp log-in
screen.

Set the Log mode for the
SAML Calls.

Default Value: prod (Do not
use DEV for production
systems)

FileCloud Server Version 23.232 Site Setup

ADFS as IdP

Data can be obtained from Federation Metadata

If enabled the user token expiration will be set based on ADFS
expiration settings

If not enabled user token expiration will be set based on
FileCloud Session Timeout
(FileCloud admin Ul - Settings - Server - Session Timeout in Days)

Default: No (Not enabled)

If enabled, automatically redirect user to Idp log-in screen.

Set the Log mode for the SAML Calls.

Default Value: prod (Do not use DEV for production systems)

5. Register the FileCloud as a Service Provider (SP) with the IdP

Use the following URL (Entity ID) to register FileCloud as an SP with IdP or ADFS. The URL below also provides the
metadata of the FileCloud SP.

() http://<Your Domain>/simplesaml|/module.php/saml/sp/metadata.php/default-sp

6. Enable Single Sign On Link on the login page.

You can customize the user log-in screen to display the SSO log-in option along with the direct log-in option or to
only display the SSO log-in.

To display the SSO log-in option along with the direct log-in option:

1. From the left navigation pane, click Customization.
2. Select the General tab, and then the Login sub-tab.

User Authentication Settings
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3. Check Show SSO Link and Show Login Options.

General Labels And Logos URL Ul Messages Email Templates Mews Feed TOS Advanced

Ul Features Login Account Menu Listing

Customize User Login Screen

Show New Account
Button

Display "New Account” button in user login screen
Show 550 Link

Show "Single Sign On" option in user login screen

Show Login Options

Uncheck to hide all login screen options such as "Forgot Password”, "S50
Login’

4. Saveyour changes.
Now, when users access the user portal log-in page, they will see:
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Q FILECLOUD

Login New Account
I
Account Password

jm234431M@gmail.com tssessse @

Log In with S50

On clicking the Single Sign-On link on the login page, the user is redirected to the SAML SSO Service web
page.

The SSO log-in option in the admin portal:
Starting with FileCloud 13.0, FileCloud admin interface also supports Single Sign-On.
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Q FILECLOUD

Admin Portal

MName

admin

Password

Use Single Sign On (550)

© More Options

Default admin portal log-in screen

To only display the SSO log-in option:

In order to skip the FileCloud login page and send the user directly to the SAML SSO page you must add a setting to
the cloudconfig.php file, as shown below. You can configure this option for the user portal login page and the admin
portal login page.

To only display the SSO log-in option in the user portal:
This configuration option is available starting with FileCloud Version 19.3, It supports skipping the login page when
the user accesses FileCloud with a domain name or with a full URL.

1. Inthe admin portal, go to Customization, and select the General tab, and then the Login sub-tab.
2. Check Show SSO Link and Show Login Options, and save your changes.
3. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php
4. Toonly display the SSO log-in option:

define("TONIDOCLOUD_SSO_DIRECT_ONLY", "1");
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() An earlier version of this option is also effective in version of FileCloud prior to 19.3, but this redirect
is only effective if the user specifies a domain name rather than a full URL. Instead of the above
setting, use:

define("TONIDOCLOUD_SSO_DIRECT", "1");

When users enter the log-in page they will see:

Single Sign On

o The website only allows Single Sign On. Please click Continue to log in

using Single Sign On.

To return to displaying other log-in options:

define ("TONIDOCLOUD_SSO_DIRECT_ONLY", "0")}

To display only SSO log-in in the admin portal:
Starting with Version 20.1, FileCloud supports skipping the login page when the admin accesses FileCloud with a
domain name or with a full URL.

1. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php

2. Toonly display the SSO log-in option:

Enter:

define ("TONIDOCLOUD_SSO_DIRECT_ONLY_ADMIN", "1");

An earlier version of this option is also effective in versions of FileCloud prior to 20.1, but this redirect is only
effective if the user specifies a domain name rather than a full URL. Instead of the above setting, use:
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define ("TONIDOCLOUD_SSO_DIRECT_ADMIN", "1');

7. Enable secure cookies for SimpleSAML
To enable secure cookies when using SimpleSAML to authenticate, proceed on the following.

1. Open the SimpleSAML configuration file:
Windows: XAMPP DIRECTORY/htdocs/thirdparty\simplesaml\config\config.php
Linux: /var/www/config/thirdparty/simplesaml/config/config.php

2. Change session.cookie.secure from FALSE to TRUE:

'session.cookie.secure' => true,

3. (Optional) For better cookie security set the session.cookie.samesite attribute to Strict or Lax according to
the environment's needs.
If the FileCloud site is embedded in an external site, it may be necessary to leave this setting null or set it to
None to enable cookie sharing with the external site.

'session.cookie.samesite' => 'Strict’',

8. Best Practices
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Issue

Avoid Open Redirect

Restrict the Available

Admin Login Resources

9. Troubleshooting

FileCloud Server Version 23.232 Site Setup

Details

FileCloud may be vulnerable to an open redirect when SSO is
implemented.

« Anopenredirectis an application vulnerability that takes a
parameter and redirects the user to the supplied parameter value
without any validation.

1. Navigate to the following directory:

<FileCloud WEB ROOT>/thirdparty/simplesaml/
config

2. Open the following file for editing:

config.php

3. Add the following line:

"trusted.url.domains' => array()

The FileCloud admin portal can possibly allow 2 administrative login
interfaces:

« One at admin APl interface: /admin
+ One at simpleSAML admin resource: /simpleSAML.

This can be avoided by changing the log level to "PROD" in SSO
settings under settings in FileCloud admin interface. This will disable
the SSO admin page under simpleSAML.

The password to the SSO admin page under /simpleSAML can be
changed under 'auth.adminpassword' key in <FileCloud WEB ROOT>/
thirdparty/simplesaml/config/config.php

Use the following table to read about issues that you may encounter and how to resolve them.
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Issue

FileCloud is hosted behind a Proxy

System Timezone Settings

FileCloud is hosted behing a reverse proxy

Debug page login

User Authentication Settings
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Solution

When FileCloud is hosted behind a proxy server, SAML will not
automatically work.

Go to <FileCloud WEB ROOT>/thirdparty/simplesaml/config/
filecloudconfig.php

Add Proxy Server Information here.
Format is as follows user:password@yourproxyserverurl.com

define("TONIDOCLOUD_SAML_PROXY", "ADD PROXY INFO
HERE");

After setting SAML log level to DEV. Log file will be created
under <FileCloud WEB ROOT>/thirdparty/simplesaml/log/
simplesamlphp.log

SimpleSAML_Error_Exception: Error 2 - strftime(): It is not safe
to rely on the system's timezone settings. You are *required™ to
use the date.timezone setting or the
date_default_timezone_set() function.

Solution: date.timezone setting must be set explicitly in php.ini

When FileCloud is hosted behind a proxy server, SAML will not
automatically work.

Go to <FileCloud WEB ROOT>/thirdparty/simplesaml/config/
config.php

set the base url to 'baseurlpath' =>'http(s)://
YOURFILECLOUDOMAIN/simplesaml/'

https://YOURFILECLOUDDOMAIN/simplesaml/module.php/
core/frontpage_welcome.php
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Issue

FileCloud in HA (High Availability)
envrionment with multiple servers

Autofill Username or Email on the IDP screen
when configured

TONIDOCLOUD_SAML_DOMAINS_ALLOWED

Integrating with other applications

+ Integrate Auth0 SSO with Filecloud
+ Integrate Azure AD with FileCloud

+ Integrate Centrify with FileCloud

+ Integrate CYBERARK with FileCloud
+ Integrate JumpCloud with FileCloud
+ Integrate Okta with FileCloud

User Authentication Settings
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Solution

In this scenario, SimpleSAML will most likely not work with
default configuration and will require to run Memcache to
manage the session.

Go to <FileCloud WEB ROOT=>/thirdparty/simplesaml/config/
config.php

set the store.type => memcache
and set

'memcache_store.servers' => array(
array(

array('hostname' =>'localhost'),

)’

)’

where 'localhost' must be replaced with IP of memcache server
as appropriate.

When autofill will only work when username or email address
is sent through POST from the FileCloud login page to IDP.
Therefore, ensure that the IDP metadata accepts requests
through only POST. For example, if the Idp Metadata contains
the following 2 similar lines, remove the Redirect and only
have the POST

<md:SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Redirect" Location="https://mailinator-raja.okta.com/app/
mailinatororg747392_myidp_1/exkgimvocj18Exx9g4x6/sso/
saml"/>

<md:SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://mailinator-raja.okta.com/app/
mailinatororg747392_myidp_1/exkgimvocj18Exx9g4x6/sso/
saml"/>
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+ Integrate OneLogin with FileCloud

« Integrate ADSelfService Plus with FileCloud

+ Integrating Multiple IDPs

« Integrate Ping Identity SSO with Filecloud

+ Setting Up and Configuring Certificates when Upgrading SSO

Override the default SSO port
In FileCloud Versions 19.3 and higher, you can override the default SSO port.
To override the default port:

1. Open cloudconfig.php:
Windows Location: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux Location: /var/www/config/cloudconfig.php
Add the following line:

define("TONIDOCLOUD_SSO_FULLURL_OVERRIDE", "https://filecloud.test.com");

Use multiple memcache servers

In FileCloud Versions 20.3.2 and higher, you can use multiple memcache servers with SAML SSO to achieve high
availability.

To use multiple memcache servers:

1. Open cloudconfig.php:
Windows Location: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux Location: /var/www/config/cloudconfig.php

2. Add the following lines, including a hostname for each of the memcache servers.
In this example, the IP addresses of the servers are 79.97.83.70 and 79.97.83.71.

function SSO_MEMCACHED_SERVERS() {
return [

[

["hostname' => '79.97.83.70'],
["hostname' => '79.97.83.71'],

1,

13

}
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Integrate Auth0 SSO with Filecloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.

You can integrate Auth0 SSO with Filecloud using the SAML 2 protocol. Below are the steps to achieve this.

Configuration in AuthO portal

+ Login to the Auth0 Dashboard and Click on the tab " Application " on the Left panel.
+ Create application

n
4,9 AuthO 8 Help&Support Documentation TalktoSales  fctest @) v

o Thankyou for purchasing the Free AuthO plan. You have 17 daysftn your sl to experiment with festures that re notin th Free plan.Like

what you're seeing? Please enter your billing information here.

ot ppplcations

B Applications
B APl Setup a mobile, web or loT application to use AuthO for Authentication. Learn more —
> SSO Integrations
o8 Connections Filecloud
Client ID oDwtyKqINEpTKIBDBAWQOY43YBS! 8 @

REGULAR WEB APPLICATION

3¢ Rules

43 Hooks

B Multifactor Auth
[ Emails

Logs

@ Anomaly Detection
{} Extensions

(O Get Support

+ Give the Application name as you wish and select Regular Web applications.
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Name

My App

Create application

You can change the application name later in the application settings.

Choose an application type

(=

Native

Mobile or Desktop,
apps that run natively

in a device.

eg:i0S SDK

)

Single Page Web
Applications

A JavaSeript front-

end app that uses an

0

Regular Web
Applications

Traditional web app

(with refresh).

eg: Java ASP.NET

CANCEL

Machine to
Machine
Applications

CLI, Daemons or
Services running on
your backend.

eg: Shell Seript

+ Click on the created application again and go to the settings tab and confirm the application name in the " Name

" field and Go to Addons

7 Auth0

B

Dashboard

ications

APIs

SSO Integrations

A& O F O

Connections

®

Universal Login

£ Users & Roles
Users
Roles

o2 Rules

42 Hooks

B Multifactor Auth

[ Emails

Logs
@ Anomaly Detection
{} Extensions

O Get Support

& Backto Applications

0

REGULAR

NEB APPLASBILION

Filecloud

Client ID
|

Quick Start Settings Addons Connections
Name Filecloud
Domain fetest.auth0.com
Client ID

Client Secret

Description

8 Help & Support

Documentation

Talk to Sales

fotest @) -

Thank you for purchasing the Free Auth0 plan. You have 17 days left in your trial to experiment with features that are not in the Free plan. Like
what you're seeing? Please enter your billing information here.

oDwtyKqlN8pTk9BDBAWqOY43yB8S4zYL

oDwtyKqLNBpTKOBDBAWGOY 43yBES4ZYL

Reveal client secret.

The Client Secret is not base64 encoded
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« Click on SAML2 (Web App)

-a
v, AuthO 8 Hep&Support Documentation  Talkto Sales  fotest (@)«

@ Dashbosrd < Backto Applications

Aeplstons o Filecloud

APIs
REGULAR WEB APPLICATION  ClientiD  oDwtyKqIN8pTK9BDBANGOy43yBBSAZYL

SSO Integrations

Quick Start  Settings  Addons  Gonnetions
Universal Login

8
3
@]
& Connections
fu

Users & Roles

Addons are plugins associated with an Application in Auth0. Usually, they are 3rd party APIs used by the application that Auth0

Usars generates access tokens for (e.g. Salesforce, Azure Service Bus, Azure Mobile Services, SAP, etc).
Roles
25 Rules
A Hooks amazon Firebase Layer
WE’E‘SGI’V\CES'” g D y

B Muttifactor Auth

[ Emails
_— salesforce salesforce w

@ Anomaly Detection

{7} Extensions

Microsoft Azure

O GetSupport

SAML2 A WS-FED
LA VIEB APP c E3 g e
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« Enterthe URL in the Field "Application Callback URL".
https://your_filecloud_url/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp

Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https:// fsimplesaml/module.php/saml/sp/sam|2-acs.php/default-sp

SAML Token will be POSTed to this URL.

Settings

SAML Protocol Settings

+ audience( string ): The audience of the SAML Assertion. Default will be the Issuer
on SAMLRequest .

* recipient( string ): The recipient of the SAML Assertion (SubjectConfirmationData).

Defaultis AssertionConsumerUrl on SAMLReguest or Callback URL if no
SAMLRequest was sent.

« Scroll down and click on "Enable"
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+ Go to "Usage " on the same page.

Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters
s SAML Version: 2.0

* Issuer: IDP endpoint URL

el

urn:fetest. auth0.com

* |dentity Provider Certificate: Download Auth( certificate

* |dentity Provider SHA1 fingerprint:

F2:62:74:37:F9:48:63:01:A6:09:76:03:2E:9D:8B:F5:C0:84:45:23

s |dentity Provider Login URL:

https://fetest.authD.com/samlp/oDwtyKglNBpTk9BDOAwWqOy43yBES4zYL
Download this metadata
s |dentity Provider Metadata: Download 4‘—-’-‘

Alternatively, you can add a connection parameter:

https://fctest.authO.com/samlp/oDwityKgIN8pTk9BD0AWqOy43yB8S4zY L ?connection=User
name-Password-Authentication
https://fctest.authO.com/samlp/oDwtyKgIN8pTk9BD0AWgOy43yB8S4zY L ?connection=goog

le-ocauth?

In this case, AuthQ will redirect users to the specified connection and will not display the
Login Widget. Make sure you send the SAMLRequest using HTTF POST .

+ Note down the value in the field Issuer.
+ Scroll down and download the metadata from Identity Provider Metadata:
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« Go to Users in the AuthO Dashboard and create user.

Ay
"' AuthO a Help & Support  Documentation  Talkto Sales  fctest e v

Thank you for purchasing the Free AuthO plan. You have 17 days left in your trial to experiment with features that are not in the Free plan. Like ST
what you're seeing? Please enter your billing information here.

o ppplications

5 Applications

By APls Setup a mobile, web or 10T application to use AuthQ for Authentication. Learn more «

&) S80 Integrations

eg Connections Filecloud
o Client ID oDwtyKqlN8pTk9BDBAWqOy43yBs! (O B & g
U I Logi REGULAR WEB APPLICATION
niversal Login

1L Users & Roles

N
Roles

2¢ Rules

4% Haoks

B Multifactor Auth

[ Emails

Logs

@ Anomaly Detection

1} Extensions

(O Get Support

Configuration in Filecloud Admin portal

+ Go to Admin portal - Settings - SSO
+ Enter the below details in the required fields

IdP End Point URL: Paste here the value we note down from Issuer: ( 10th step in AuthO configuration part)
IdP Username Parameter : http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

IdP Email Parameter: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

IdP Given Name Parameter: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

IdP Surname Parameter: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

IdP Metadata: open the metadata file we have downloaded using notepad and copy paste value here.
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@ FiLEcLoud

MANAGE -
Team Folders
Network Folders
User Shares
Folder Permissions

DEVICES
Devices

GOVERNANCE
Dashboard
Retention

Misc.

Audit

Aler:@

User Locks

Workflows

Reports

Federated Search

Metadata
SETTINGS

Settings

CUSTOMIZATION
Customization

SYSTEM
Checks

Upgrade

1dP Surame Parameter

Limit Login to Idp
Group

Show the Idp Login
Screen

1dP Metadata

Enable ADFS

User Login Token
Expiration Match IdP.
Token Expiration

Log Level

meter Name in Ider

ity Provider

hitp://sch

9/ws/2005/(

Surname Parameter Name in Identity Provider

Specify the Identity Provider Group Name to limit users who can login
(Optional). Note: Groups that user belongs must be passed from Idp as
‘memberof attribute

If enabled,

ser login will be directed to Idp login screen automatical

urnifctestauth0.com”
:20:metadata™>

<EntityDescriptor entitylD:
xmins="urn:oasisamesite:SAM
<IDPSSODescriptor
protocolSupportEnumeration
:protocol>
<KeyDescriptor use="signing">
<Keyinfo
xmins="http://ww
<X509Data>

r:oasisinamestcSAML2

01g/2000/09/xmldsig#">

Enter Identity Provider metadata in XML format.

NO Y
Specify if 1dP is Active Directory Federation Service (ADFS)

If enabled, user authentication token will expire as specified by Identity
Provider.

DEV Y
Speify the Log Level (Use Dev only for t

D Reset to defaults

@@ FiLEcLoud P
MANAGE . |
Team Folders £ Manage Settings
Network Folders
User Shares Server  Storage  Authentication  Admin  Database  Emall  EndpointBackup  License $S0  Contentsearch  WebEdit  TeamFolders  Third Party Integrations  Misc
Folder Permissions
Single Sign On (SSO) Settings
DEVICES
= O Reset to efaults
Devices Default S50 Type SAML
Specify the Single Sign On Type
GOVERNANCE
Dashboard
SAML Settings
Retention
wisc. 6P End Boint URL urnifetest.auth0.com
Audit URL of the Identity Provider that the Service Provider must contact,
Aert®
16 Username hitp://sch ) /05 identit
User Locks Parameter
Username Parameter Name in Identity Provider
Workflows
pi//sch 005/05/identit
Reports 1dP Email Parameter ht /05,
Parameter Name in Identity Provider
Federated Search
Metadata IdP Given Name http://schemas. xmisoap.org/ws/2005/05 identit
Parameter
SETTINGS Given Name Parameter Name in Identity Provider
Settings
CUSTOMIZATION 1P Surname Parameter http://schemas.misoap. 005/05/identity/claims/surnams
Customization Surname Parameter Name in Identity Provider
svsTEm
Limit Login to Idp
Checks Group
Speciy the Identity Provider Group Name to limit users who can login
Upgrade (Optional). Note: Groups that user belongs must be passed from Idp as
‘memberof attribute k|
& admin v

« Click save

+ Go to Customization > General > Login and check Show SSO Link and Show
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ﬁ FILECLOUD

A NOUNCauons
DEVICES

[J  Devices
GOVERNANCE

i Dashboard

B Retention

U Smart DLP

W  Smart Classification
MISC.

@  Audit

A 2lert @

@  User Locks

A Workflows

Q) Federated Search
I Metadata
SETTINGS

¥ Settings
CUSTOMIZATION

[Za] Customization

General

Ul Features Login

Labels And Logos URL

Ul Messages Email Templates MNews Feed TOS Advanced

Account Menu Listing

Customize User Login Screen

Show New Account
Button

Show 550 Link

Show Login Options

Login Panel
Transparency

Login Ul Additional
Links

Display "New Account” button in user login screen

\

Show "Single Sign On" option in user login screen

s

Uncheck to hide all login screen options such as "Forgot Password”, "SSO
Login'

® YES O NO
Add transparency to login panel. Enable it if a custom login background image
is set

[Privacy Policy](https://www.yoursite.com/privacy)
[Terms of use](https://www.yoursite.com/tos)

« Inthe Filecloud User login page Click on more option and access the SSO. This will first redirect you to Auth0
login page and you can authenticate as the user that you have created in the Auth0.
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If that user doesn't exist in the Filecloud, it will be created automatically after the successful authentication.

ﬁ FILECLOUD

Login New Account
I
Account Password

jm2344311@gmail.com sessssse @

Log In with S50

Ve

®

English ~

Integrate Azure AD with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.
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Note: Azure AD can only be integrated if FileCloud has an SSL certificate in place, as Microsoft requires HTTPS URLs
when configuring FileCloud in Azure.
FileCloud can be integrated with Azure AD.

+ The Azure AD must be configured as an Identity Provider (IdP)
« FileCloud will act as the Service Provider (SP)

To integrate Azure AD with FileCloud:

1. Login to Azure AD Portal ( https://portal.azure.com ).
2. On the left navigation pane, click Active Directory.

Microsoft Azure

Dashboard

Create a resource

All services All resources

All subscriptions

% FAVORITES
I=| Dashboard

£ All resources

h#| Resource groups

Try changing your
. App Services

% Function Apps

%@ sOL databases

& Azure Cosmos DB

B virtual machines

4" Load balancers

= Storage accounts

Virtual networks

‘ Azure Active Directory ~

e Monitor

o« Advisor

3. From the Directory list, select the directory for which you want to enable directory integration.
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4. Select Enterprise applications on the left navigation menu.

Home » Default Directory - Overview

Default Directory - Overview

| | | « & Switch directory [ Delete directory

& Overview ) _
sanuvarkeygmail.onmicrosoft.com

¢’ Getting started Default Directory

Azure AD Free
Manage

Users Sign-ins
Groups

BE Organizational relationships
To see sign-in data, your organization needs Azure AD Premium
Roles and administrators P1or P2,
Start a free trial

&5 Enterprise applications

B Devices

2% App registrations

& Application proxy What's new in Azure AD

% Licenses Stay up to date with the latest release notes and blog posts.

Azure AD Connect 36 entries since May 15, 2018. View archive &

] Custom domain names

E‘ All services (36) Changed feature

5. Click New application.

Microsoft Azure

Home » Default Directory » Enterprise applications - All applications
Create a resource Enterprise applications - All applications
All services - «
o= New application 2 Columns
FAVORITES & Cverview
Dashboard Application Type
Manage | Enterprise Applications ~
All resources o
2= All applications
&# Resource groups o
£ Application proxy
& App services NAME
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6. Inthe Add an application page, click Application you're developing.

Add an application
Add your own app
Configure Azure AD

Application Proxy to
enable secure remote

Register an app you're
working on to integrate it find in the gallery

itk A A
with Azure AD aCCess

."dd from the gallery

fileclou
1 applications matched "fileclou®.

NAME CATEGORY

ﬁ FileCloud

Business management

=.. Application BPY On-premises EmE Non-gallery
LU you're Wi " application ol application
developing

Integrate any other
application that you don't

FileCloud |

Add app

;?xg

Codelathe

access and enable single sign-on with

FileCloud. Requires FileCloud subscription.

Use Microsoft Azure AD to enable user access
to FileCloud.

Requires an existing FileCloud subscription.

Name[ﬁ

FileCloud

Publisher @

Codelathe

Single Sign-On Mode @

SAML-based sign-on

URL @

https:/fwww.getfilecloud.com

Logo @

Read our step-by-step FileCloud integration
tutorial

— I

7. Enter FileCloud, select the listing for FileCloud, and click Add in the right panel.
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In the next screen, click Single sign-on in the left navigation panel.

Enterprise Application

O overview
v

ri  Getting started

= Deployment Plan

Manage
HY Properties
i Owners

Users and groups
D single sign-on
2 Provisioning
C  Self-service
Security
0 conditional access
i Permissions
Activity
3 sign-ins
B Auditlogs
Troubleshooting + Support
K Troubleshoot

.'. MNew support request

Home » Default Directory » Enterprise applications - All applications » Categories » Add an application * FileCloud - Single sign-on

FileCloud - Single sign-on /

« H szve ¥ Discard

2. FileCloud Domain and URLs
Values for the fields below are provided by FileCloud. You may either enter those values manually, or upload a
pre-confinnrad SAMI metadata file if provided by FileCloud. Upload metadata file.

il * Sign on URL @ |

Patterns: https://EXAMPLE filecloudhosted.com, https://EXAMPLE filecloudonline.co

Patterns:

sl * |dentifier (Entity ID) @ https://™ filecloudhosted.com/simplesaml/module.php/saml/sp/metadata.php/defaul
sp,
https://* filecloudonline.com/simplesaml/module.php/saml/sp/metadata. php/default
P

Show advanced URL settings

___." Reply URL (Assertion Consumer Service URL) @ Patterns: https://* filecloudhosted.com/~,
https://* filecloudonline.com/™

Relay State @ | |

Test SAML Settings

Please Save the values to test the settings.

3. User Attributes Learn more

Edit the user information sent in the SAML token when user signs in to FileCloud.

User [dentifier @ | useruserprincipalname ~

l:‘ View and edit all other user attributes
4. SAML 5igning Certificate Learn more

Manage the certificate used by Azure AD to sign SAML tokens issued to FileCloud.

App Federation Metadata Url | https://login.microsoftonline.com/b096b215-a01c-4d3e-9f87-b258... | E

STATUS EXFIRATION THUMEFPRINT DOWNLOAD /

New 9/12/2021 OF9151E392EB243818FCAGCA92916ATE26F58730 Metadata XML

Enter the Sign on URL, Identifier (Entity ID), and Reply URL.

Sign on URL is your FileCloud site URL, for example, https://yourdomain.com

Identifier (Entity ID) is the FileCloud SSO endpoint, for example, https://yourdomain.com/simplesaml/
module.php/saml/sp/metadata.php/default-sp

Check Show advanced URL settings.

In Reply URL, and replace yourfileclouddomain.com with your FileCloud domain in the format: https://
yourfileclouddomain.com/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp

Click Save in the top left of the screen.

From the bottom of the screen, click Metadata XML .

The metadata file is downloaded.
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14. Click Users and groups in the left navigation panel, add the users, and make sure permissions are assigned.

filecloud /

&3 DASHBOARD USERS CONFIGURE COWNERS

User assignments are not currently required to access FileCloud. Use
configure to change.

DISPLAY NAME USER NAME JOBTITLE DEPARTMENT ASSIGNED pel
John Doe \Io/
support support Yes

15. Login to your FileCloud Admin Ul, and go to Settings > SSO, and enter the following details:

Settings Value
Default SSO Type SAML
Idp End Point URL From the Metadata XML downloaded, copy the entity ID on the

first line of the XML document.

Idp Username Parameter Based on the IDP configurations these values may vary. Use the
appropriate one of the following:
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
emailaddress
or
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

Idp Email Parameter Based on the IDP configurations these values may vary. Use the
appropriate one of the following:
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
emailaddress
or
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

Idp Given Name Parameter http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
givenname

Idp Surname Parameter http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
surname

Idp Metadata Copy the complete contents of the Metadata XML downloaded.
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To get our Idp End Point URL, open your downloaded xml data and copy the Entity ID as shown in the screen
shot below.

<?xml version="1.0" encoding="UTF-8"?>>

- <EntityDescriptor xmins="urn:oasis:nam ML:2.0: " entityID="https:/ /sts.windows.net/b096b215-a01c-4d3e-9f87-b2583e46d112/" ID="_80cd5b8e-32c2-49d9-8dda-
8692491c137d">

- <RoleDescriptor xmIns:xsi="http:/ /www.w3.0org/2001/XMLSchema-instance" protocolSupportEnumeration="http://docs.oasis-open.org /wsfed/federation/200706" xmlIns:fed="http
open.org/wsfed/federation/200706" xsi:type="fed:SecurityTokenServiceType">
- <KeyDescriptor use="signing">
- <KeyInfo xmins="http://www.w3.org/2000/09/xmldsig#">

16. Save the above settings.
This completes the Azure AD SSO integration with FileCloud.

Troubleshooting failed SSO login for a member of an AD limit group

For SAML SSO with an AD limit group, FileCloud checks the login user's FileCloud Group name to see if they are a
member of the limit group. Azure AD can only send the Group ID, not the group name, to FileCloud, so login fails for a
member of the limit group. To fix this, add a custom claim parameter named memberof in Azure AD that sends the
group's Object ID (Group ID) in FileCloud SSO settings to limit the login to this specific group.

To get the group's Object ID, in Azure AD:

1. Loginthe the Azure Portal Dashboard, and click Azure Active Directory.
2. Click Groups, and then click the Group to limit the login to.
3. Open the Overview screen for the group and copy the Object ID field:

Home » Default Directory » Groups >

FCAZAD »

Group

[ Delete £ Got feedback?
@ overview

#. Diagnose and solve problems

Manage
1! Properties
A8 Members Membership type | Assigned | |
Ownees Source | Cloud _‘_‘|
& Roles and administrators

" Type | Security Iy |
M Administrative units

Object Id [ es827b08-011f 4005-8f87-5332d5Fd8azb n|

4 Group memberships
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In FileCloud, go to SAML Settings, and in Limit Login to Idp Group, enter the Object Id.

SAML Settings

Idp Endpaint URL or

EntitylD®
URL or EntitylD of the |dentity Provider that the Service Provider must contact.
IdP Username http://schemas.xmlsoap.org/ws,/2005/05/identity/claims/emailaddress
Farameter® ) . .
Username Parameter Mame in Identity Provider
|dP Email Parameter® http.//schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
Email Parameter Name in Identity Provider
IdP Given Name http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
Farameter® : . . .
Given Mame Parameter Mame in Identity Provider
1dP Surname http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
Farameter®

Surname Parameter Name in Identity Provider

IdP Log Out URL

{Optional)
URL to call to logout of Identity Provider (Optional)

Limit Login to ldp 85827b08-011f-4005-5f87-5332d5fd3a2b /

Group (Cptional) z : z T2 :
Specify the Identity Provider Group Mame to limit users who can login

(Optional). Note: Groups that user belongs must be passed from Idp as
‘memberaf' attribute

4.
5. Then,in Azure AD, go to the Enterprise Applications screen, and choose the FileCloud application
6. Inthe navigation panel, click Single sign-on.
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10.
11.
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Scroll down to Attributes and Claims, and click Edit.

Home » Default Directory | Enterprise applications » Enterprise applications | All applications > FileCloud
FileCloud | SAML-based Sign-on
Enterprise Application
« T Upload metadata file % Change single sign-on mode ¥= Test this application & Got feedback?
~
Deployment Plan Relay State (Optional)
Logout Url (Optional)
Manage
11! Properties
e Attributes & Claims 2 Edit
ad Owners :
o givenname user.givenname
i Roles and administrators surname User.surname
8 Users and groups emailaddress user.mail
name user.userprincipalname
2 single sign-on Unique User Identifier user.userprincipalname
2 Provisioning

Click Add a group claim.

A Group Claims form opens in the right panel.

In Source attribute, choose Group ID.

Check Customize the name of the group claim.

In Name, enter memberof, and in Value, enter user.groups (which is equal to Object Id).

» Default Directory > Enterpris s FileCloud FCEXT > SAML-based Sign- :

Home ault Directory > Enterprise applications > FileCloud FCEXT based Sign-on Group Claims %

Attributes & Claims Manage the group claims used by Azure AD to populate SAML tokens issued to your app
T PR - — ) i page inclides previewsmvaiible bor ot evalimtioriin thesAdariced ophons eschion

Required claim Source attribute *

Claim name Value Group ID ~

Unique User Identifier (Name 1D}
A~ Advanced options

Additional claims
[ Fitter groups (Preview)

Claim name Value
Attribute to match
usermail
Match with
String
memberof user.groups

Customize the name of the group claim

Narme (required)

[ memberof |

Namespace (aptional)

[ Emit groups as role claims @

[ #pply regex replace to groups claim content (Preview)

Now memberof will be sent to FileCloud with the value of the user group, and when FileCloud compares it with
the Idp Group, the values match, so FileCloud will allow the login.
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Integrate Centrify with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.

FileCloud can be integrated with Centrify. Centrify must be configured as an Identity Provider (IdP) and FileCloud will
act as the Service Provider (SP). The following steps must be followed to configure FileCloud with Centrify.

PLEASE NOTE: Any reference to samldev.codelathe.com in this article should be replaced with your own FileCloud URL.
Login to your Centrify issued URL.
After successful login to Centrify, go to the admin section and to the dashboard.

Create a new application as shown below
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Dashboards Users  Apps Devices Policies Rcoles Reports  Requests  Settings

Getting Started =

Getting Started with the Centrify Identity Service

Overview
Overview 5 L . ] e . ] )
Identity Service is a cloud-based service that decreases the cost of managing Saas applications and mobile devices while at the
Creating Roles same time improving user application adoption, satisfaction and preductivity. From a single administrator console, you assign the
) o Saas applications (and set policies for use) to the users in your organization and get a list of the devices enrolled by your users. In
Adding Saas applications turn, those users can use single sign-on to open the applications from both a convenient web portal and their mobile devices.

Adding users You can also use Identity Service for mobile device management. From the same administrator conscle you can create group

Assigning users to roles policies just for mobile devices, send commands—for example, to lock a lost device or wipe a stolen device—to the devices, and
generate activity reports that help you monitor and manage even the most diverse assortment of devices.

Enrolling mobile devices

Identity Service includes a cloud-based identity service and a policy service that automates mobile device security policy

enfarcement. You can create user accounts in the cloud service or use your existing Active Directory accounts. The Policy Service

lets you use the cloud service or Active Directory to define your mobile device group policy sets and deploys them automatically to

the mobile devices

Managing mobile devices

See the Identity Service overview for a more information.

Run the Quick Start Wizard for
initial configuration of the
Centrify Identity Service.

From the Apps menu, Click Add Web Apps.

Dashboards  Users  Apps Devices Policies Roles Reports  Requests  Settings

Add Web Apps Add Mobile Apps Search: | All Applications
\\

Name Type Description  Provisioning App Gateway Status
|| Amazon.com Web - User Password Amazon i... Deployed
] M Google Mail Web - User Password 10+ GB of ..
|| ﬂ SAML Web - SAML This temp... Deployed
| @ User Portal Web - Portal The User ... Deployed

From the Add Web Apps, Click Custom Tab and Choose SAML and Click Add.
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HE AddWeb Apps X
| R applications to enable single-sign on

Select one of the templates t a custom

DR LI Browser Extension (advanced) @

Or, use Infinite Apps to add User-Password

applications automatically.
% NTLM and Basic @ Add
m OpenlD Connect (Preview) @ Add
m SAML @ Add

(EXd)| User-Password @ Add

)

Close

In the SAML Web App Screen, go to Application Settings Link the assertion consumer service URL is the FileCloud
assertion URL http://<your domain>/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp

Download the Idp Metadata as shown below on the screenshot and gGet the details to configure FileCloud from this
screen under FileCloud Admin - Settings - SSO tab.

a. The Identity Provider Single Sign On URL must match the Issuer URL in the screenshot below.

b. The meta data downloaded from this screen must match the IdP meta data in FileCloud Admin Settings - SSO - Idp
Metadata.
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{ Apps

SAML

Web - SAML  Deployed

Actions -

Application Settings Application Settings Leam more

Service Provider Info Upload SP Metadata /
Assertion Consumer Service URL )

https:/fsamldev.codelathe com/simplesaml/module php/saml/sp/saml2-acs
Issuer €D

https:/fcloud.centrify. com/SAML/ GenericSANL

| Encrypt Assertion )

Identity Provider Info
Identity Provider Sign-in URL €

https.//aak0528 my.centrify.com/applogin/appkey/2972418f-0616-4b61-b22
Identity Provider Error URL )

https./faak0528 my.centrify.com/uperror?title=Error¥%208igning % 20In&mess:
Identity Provider Sign-out URL €)

https:/faak0528 my.centrify.com/applogout

Download Identity Provider SAML Meta data €

- - aw mammr mw . . aaema aem

In the Description link, add the application Name and Application Description as needed.
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{ Apps

SAML

Web - SAML  Deployed

Actions ~

Descriptinn Learn more

Description Application Name *

FileCloud

Application Description

This template enables you to provide single sign-on to & web application that
uses SAML (Security Assertion Markup Language) for authentication.

Category * @

Other

Logo (60 x 60 pixels recommended)

Select Logo

In the Account Mapping link, select Use Account Mapping Script as shown below. This will enable to use your email and
get the username.
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{ Apps

SAML

Web - SAML  Deployed

Actions ~

Account Mapping Learn more

Map to User Accounts
Use the following Directory Service field te supply the user name
Everybody shares a single user name

Anoount Mapping ®  Use Account Mapping Script

Test

1 UserIdentifier = LoginUser.Username;
2 LoginUser.Username = LoginUser.Get('mail’').split("@")[@];

In the Advanced Link, add the script as follows:
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4 Apps

SAML

Web - SAML  Deployed

Actions ~

Advanced Learnmore

Reset Script Test

Seript to generate a SAML assertion for this application

s

setIssuer(Issuer);

setSubjectName(UserIdentifier);

setServiceUrl(Servicelrl);

setAttribute("mail”, LoginUser.Get("mail"));

setAttribute("uid",LoginUser.Username);

setdudience( 'https://samldev.codelathe. com/simplesaml/module.php/saml/sp/metadata.php/default-sp');
setRecipient('https://samldev.codelathe. com/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp’);
setHttpDestination('https://samldev.codelathe.com/simplesaml/module. php/saml/sp/saml2-acs.php/default-sp");
setSignatureType( ' Response');

[T . T R ST

The Configuration is now complete. You can switch to the user portal and the FileCloud app that was added as shown in
the screenshots below.

o o Support
Dashboards Users  Apps Devices Policies  Roles  Reports Requests  Settin
Downloads
Reload
Add Web Apps Add Mobile Apps Search: | All Applications  ~ About

Switch to User Portal

Name Type Description Provisioning App Gateway Status
Amazon.com Web - User Password Amazonis a... Deployed
™ Google Mail Web - User Password 10+ GB of s... Deployed

From the app gallery, select FileCloud.
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Meyirooc i) -\—-t A alal s -.-t
Apps Devices  Activity Accoul

Add Apps Search: | All Apps -

Amazon.com Fi

i
']
(]
=
[
[
o
(=]

=]
m
=
[ul

Also, from the FileCloud login screen, you can select the Single Sign On to login through Centrify.

Integrate CYBERARK with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.

As an administrator, you can integrate CYBERARK SSO via SAML into FileCloud. Once integrated your users will be able
to access FileCloud with their same CYBERARK credentials.
CYBERARK is a cloud-based platform
s CYBERARK « Manage privileged accounts and credentials

+ Secure workforce and customer identities
+ Secure and manage access for applications and other non-human identities

In this integration scenario:

« CYBERARK must be configured as an Identity Provider (IdP)
« FileCloud will act as the Service Provider (SP)

Configure FileCloud with CYBERARK
1. In CYBERARK, create a new Web App
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1 Cyberark Dashboard

= AddWeb Apps

2 Add Web App window in CyberArk

2. In CYBERARK configure the added SAML Web App

€ Back to Web Apps < > 10f3
ﬂ FileCloud
Type: Web - SAML + Provisioning Status: Deployed

Settings

eeeeeeeee

Reports
A L (5 sion M

3 In Cyberark, enter a Settings Description

User Authentication Settings
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la. Open a browser and log in to your
CYBERARK admin portal

1b. From the left navigation pane, click
Web Apps.

1c. On the Web Applications panel, on
the top right corner click, "Add Web

App".

1d. Once the Add Web App popup panel
appears, select the custom tab and
scroll down until you find SAML and
click Add, A confirmation panel might
appear. Click Yes, and then close to
access the added SAML Web App.

2a. Click Settings in the navigation
panel. In Description, enter a
meaningful name such as FileCloud SSO,
and click Save at the bottom-center of
the screen.
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Service Provider Configuration
Select the configuration method specified by Service Provider, and then follow the instructions.

Manual Configuration

SP Entity 1D/ Issuer / Audience @

httpsif) fsimplesaml/module.php/saml/sp/met

Assertion Consumer Service (ACS)URL @

heps:fi fsimplesamlfmodule.php/saml/sp/sar

t ¥ @ ¥ sameasACSURL

Assertion Both

NamelD Format

unspecified S

Wsimplesaml/madule.php/saml/sp/sar

< ' B
Save L Cancel )

Fill out the form below with information given by your Service Provider. Be sure to save yol

T W

4 In Trust in Cyberark, download metadata

User Authentication Settings
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2b. Click Trust in the navigation panel,
and download the metadata file.
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<5 of3
2§ FileCloud
Type: Web - SAML + Provisioning Status: Deployed

Trust

Settings
Learn more

SAML Response Identity Provider Configuration

permissions Confi 1dP Entity D 4 lssuer

policy

Account Mapping

Linked Applications

© 1dP Entity ID FIssuer (©

‘/ copy )

5 Web App Trust screen in Cyberark. Choose metadata and
ecopy IDP Entity ID

€ Ba < > 10f3

0 FileCloud

Type: Web - SAML + Provisioning Status: Deployed

. Trust

Identity Provider Configuration

Manual Configuration

> 1dP Entity 1D /Iss

> Signing Certificate (i

Cen))

Changelog

r g
I«
R,

6 In Web App Trust screen in Cyberark click Manual
Configuration and copy Single Logout URL

€ Back to Wet

°§ FileCloud

Type: Web - SAML + Provisioning Status: Deployed

SAML Response

Setings
Learn more
Trust
SAML Response Attributes
Permissions Click the Add rce directory to SAML attributes that sho

Policy ( add

Account Mapping

Attribute Name Attribute Value

Linked Applications

uid LoginUser.Username

mail LeginUser.Email
Changelog givenName Loginu layName

sn LoginUser.Shortname

7 In Web App SAML Response screen in Cyberark click Add

3. Export Metadata file into FileCloud and Configure SSO

FileCloud Single Sign-On requirements configuration.

User Authentication Settings
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2C. Within the Identity Provider
Configuration, expand "IdP Entity ID /
Issuer," and copy the URL into a
notepad. Select Manual Configuration,
and copy the Single Logout URL into a
notepad as it will be used in the next
steps.

2D. Access the "SAML Response" tabin
the navigation panel, and add the
following attribute Values:

 uid =LoginUser.Username

« mail = LoginUser.Email

« givenName =LoginUser.
DisplayName

« sn=LoginUser.Shortname

Click Save.

3a. Configure Apache Webserver
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Server  Storage  Authentication  Admin Database Email Endpoint Backup License

Single Sign On (SSO) Settings

Default 550 Type

SAML v
Specify the Single Sign On Type

SAML Settings
e Idp Endpoint URL or https://aaf4120.my.idaptive.app/84d78ca5-665f-4b74-85df-4f5cecBab
EntitylD*
URL or EntitylD of the Identity Provider that the Service Provider must contact.
|
Parameter*

IdP Email Parameter*

Username Parameter Name in Identity Provider

mail

Email Parameter Name in Identity Provider

IdP Given Name givenName

Parameter®
Given Name Parameter Name in Identity Provider

dP Surname sn

Parameter*
surname Parameter Name in identity Provider

@ IdP Log Out URL hittps://2af4120.my.idaptive.app/applogout/appkey/84dT8ca5-665f-4t
(Optional)

URL to call to logout of Identity Provider (Optional)

Limit Login to Idp
Group (Optional)

Specify the Identity Provider Group Name to limit users who can login
(Optional). Note: Groups that user belongs must be passed from Idp as

1P Metadata®

‘memberof' attribute

<EntityDescriptor
xminsixsd:

.W3.0g/2001/XMLSchema”
xmminsoxsi="http, w3.0rg/2001/XMLSchema-
instance”
entity|D="https;//2af4120.my.idaptive.app/84d78ca5-
665f-4b74 4f5cec84b299"

xmins asis:namesiteSAML2. 0:metadata™>
<IDPSSODescriptor

protocolSupportEnur n="urn:oasisnamestcSAMID T
General Labels And Logos. URL Ul Messages Email Templates News Feed
Ul Features Login Account Menu Listing

Customize User Login Screen

Show New Account
Button

Display "New Account” button in user login screen

‘ Show S5O Link

Show "Single Sign On® option in user login screen

Show Login Options

8 FileCloud Admin Portal Customization Login screen

Uncheck to hide all login screen options such as “Forgot Password”, "S50
Login"

4. CYBERARK - Service Provider Configuration

User Authentication Settings
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3b. Once you have completed the Apache

configuration, access the FileCloud Admin
Web portal > Settings> SSO and complete

the following:

1.

Open the metadata file downloaded in
step 2b, and copy its content into IdP
Metadata.
Paste the Single Logout URL copied in
step 2cinto IdP Log Out URL (Optional)
Paste the IdP Entity ID/Issuer URL
copied in step 2c into Idp Endpoint URL
or EntityID
Configure the following attributes:

o IdP Username Parameter = uid

« IdP Email Parameter = mail

« IdP Given Name Parameter =

givenName

o IdP Surname Parameter = sn

Click Save.

3c. Enable SSO Login. Go to FileCloud
Admin portal > Customization > General >
Login. Enable Show SSO Link and "Show
Login Options.
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Service Provider Configuration

Select the configuration method specified by Service Provider, and then follow the instructions.

@ Wetecate Metadata

Manual Configuration
Use ane of the following methods to import SP Metadata given by your Service Provider.

¥ k.
URL hups:/i wsimplesami/module.p \\ Load r,\‘:
File \/ cioosetite ) [ Gonserie
3 4
HML Paste XML here

Service Provider Configuration
Select the configuration method specified by Service Provider, and then follow the instructions.

Iztadats Manual Configuration

®) Manual Configuration

5P Entity 1D / Issuer / Audience  \
hps:/i fsimplesaml/module.php/saml/sp/met
Assertion Consumer Service (ACS) URL  {

hteps:fi fsimplesaml/module.php/saml/sp/sam

¥ Same as ACS URL

Sign Response or Assertion?

&) Response Assertion Both
NamelD Format (D

unspecified

https:/i Vsimplesaml/module.php/saml/sp/sam

T SAML Response Assertion L

Name: Che | 0= =

|/ Choose File \I Encryption Certificat
Ve =

Save ( Cancel \’u

5. CYBERARK SSO integration Completed

User Authentication Settings

Fill out the farm below with information given by your Service Provider. Be sure to save your work wt
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4a. Click the Trust tab in the
navigation panel for the Web App, and
scroll down to Service Provider
Configuration. In URL, add the
following: https://YOUR-FILECLOUD-
URL/simplesaml/module.php/saml/sp/
metadata.php/default-sp and click Load
to download FileCloud's metadata,

4b. Once you have loaded FileCloud's
Metadatada, change the settings from
Metadata to Manual Configuration and
disable Encrypt SAML Response
Assertion, Click Save.
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@ recteus

9 FileCloud User Portal, Login screen

(@5 CYBERARK'

Sign In

10 Cyberark Login page, username

(& CYBERARK

< startover

Authenticate to the Platform

Enter the password assoclated with your username

) Keep me signed in

11 Cyberark Login page, password

User Authentication Settings
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5a. Access FileCloud's user portal and
click Login In with SSO

5b. You are redirected to your
CYBERARK login page, After you
complete your user authentication you
are redirected to FileCloud.
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5a. Access FileCloud's user portal and
click Login In with SSO

@ recteus

LLLLL

9 FileCloud User Portal, Login screen

a FILECLOUD
- L4

12 FileCloud User Portal, home page

Now you can use Single Sign-On with CYBERARK from FileCloud.

Integrate JumpCloud with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.

As an administrator you can integrate these two systems so that your JumpCloud users can access their FileCloud
account without having to enter their credentials a second time.

JumpCloud’sis a cloud-based platform

«@® JumpCloud

Directory-as-a-Service « Itenables IT teams to securely manage user identities

+ It connects teams them to resources they need regardless of provider, protocol,
vendor, or location
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In this integration scenario:
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« JumpCloud must be configured as an Identity Provider (IdP)

« FileCloud will act as the Service Provider (SP)

Configure FileCloud with JumpCloud

1. In JumpCloud, create a new Application.

&% JumpCloud Applications
Q . .
Configure New Application
Getting Started
Status  Name » Display
Users
Q_ FileCloudf

L Systems 0O © @ruecon ccr60
® Policies Application Name =
O Groups @ FiLeclouwd FileCloud

Applications

*  Directories / LDAP

Commands

(3 RaDILUS

,  Org Settings

x 1 application

Supported Functionality

la. Open a browser and log in to your JumpCloud admin URL by typing it in or clicking on this URL https://

console.jumpcloud.com/login

1b. From the left navigation pane, click APPLICATIONS.

1c. Onthe Applications screen, to add a new application, click the plus sign.

1d. On the Configure New Application enter 'FileCloud' in the search field and press configure.

2. In JumpCloud, configure FileCloud Application

Details

Display Label:

FileCloud Server Top Sales

IdP Entity II o Also referred to as the 'lssuer’, this is the
unique, case-sensitive identifier used by
FileCloud JumpCloud for this service provider. This value
should match the value specified in
FileCloud's SSO configuration

User Authentication Settings

2a. In Display Label, enter a meaningful name.

2b. In /dP Entity ID, enter an unique, case-
sensitive identifier used by JumpCloud for this
FileCloud service provider.
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SP En‘t-ityID: ° v 2C. Replace YOU R_DOMA'N with your domain
hitp:/fOUR_DOMAIN; SRR name in all fields.

ACSURL:
http://YOUR_DOMAIN/5sit I 12-acs llt-sp

Default RelayState:

http:/lYOUR_DOMAIN/auth/samisso.php

2d. Enter a unique value for IdP URL.

IdP URL:

https://sso.jumpcloud. com/samlz[ filecloud_Topsales24 NOte_ tha.t the IdP U.RL canl.lot be Sh_ared R
applications and this URL is not editable after
creation.

3. In JumpCloud, activate the new application and export Metadata and certificate

3a. In JumpCloud, on the configuration screen, save and activate the new application

Please confirm your new S50 connector
instance

Note that the |dP URL cannot be shared across applications and this URL

is not editable ofter creation.
hm

3b. Download the generated certificate.
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° Application has been saved.

o Pur wCertificate has been created
& Download Certificate

3c. Copy it into your Filecloud in the location for Linux or Windows:

Linux

/var /www/html/thirdparty/simplesaml/cert/saml.crt

Windows

C:\xampp\htdocs\thirdparty\simplesaml\cert\saml.crt

4. In JumpCloud, create a group and add users

4a. In JumpCloud, on the Groups screen, click the green button with the
o jumpciovd O white plus sign to add a new group.

Group ~

FileCloud
Group of Users

% Systems

4b. In JumpCloud, enter the group name.

tions  RADIUS  Directories
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RADIUS DI

Detals  Users  System Groups _ Applications

und to the following applcations:

..........

Details ~ User Groups _ Systems  Directories

Select User Groups to add membership for this user:™
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4c. In JumpCloud, enable the group to access FileCloud.

4d. In JumpCloud, on the Users screen, click the green button with the white
plus sign to add a new user.

4e. In JumpCloud, on the New User screen, select the Details tab and type in
the user's information.

4f. In JumpCloud, on the New User screen, select the User Groups tab and add
the user to your FileCloud Group.

4g. In JumpCloud, on the New User screen, click the Save User button.

5. In FileCloud, configure the SSO settings.

PN E

Open a browser and log in to the Admin Portal.

From the left navigation pane, under SETTINGS, select Settings.

Select the SSO sub-tab.

In Idp End Point URL, type or paste in the SAME value as the /dP Entity ID entered in step 2b.

The correct string can also be seen in the metadata xml file:

SAML Settings

IdP End Point URL*

IdP Username
Parameter*

IdP Email Parameter*

FileCloud_TopSales24

URL of the Identity Providelaat the Service Provider must contact.

2 C\Users\ | Ses

2 C\Users

Downloads\metadata (¢dxml

Downloads\m... % ||

<?xml version="1.0" ancoding="LUTE.2"2>
- <md:EntityDescriptor entity]D="FileCloud_TopSales24" xmins:md="urn:oasis:name¢
- <md:IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:
WantAuthnRequestsSigned="false">
- <md:KeyDescriptor use="signing">
- <ds:KeyInfo xmins:ds="http://www.w3.0org/2000/09/xmldsig#">
- <ds:X509Data>

5. Input the Service Provider Attribute Name information from the JumpCloud configuration screen into the
corresponding fields in the FileCloud Settings > SSO tab.

User Authentication Settings
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Copy these values from JumpCloud:

Attributes
If attributes are required by this Service Provider for SSO authentication, they are not editable. Additional attributes may be included in assertions, although support for each attribute will vary for each Service Pry
USER ATTRIBUTE MAPPING:
Service Provider Attribute Name JumpCloud Attribute Name
givenMame firstname
sn lastname
email email
uid username
Enter them into the corresponding settings in FileCloud on the Settings > SSO tab:
@ FiLECLOUD ]
i Server Storage Authentication Admin Database Email Endpoint Backup License Policies SS0
Content Search Web Edit Team Folders Third Party Integrations Misc Reset
Single Sign On (SS0O)
Default SSC Type
SAML bl
Specify the Single Sign On Type
SAML Settings
Idp Endpoint URL or EntitylD*
|dP Username Parameter®
uid
IdP Email Parameter*
email
|dP Given Mame Parameter®
givenName
|dP Surname Parameter®
sn
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6. Click Save and minimize the browser.

6. Copy JumpCloud metadata to FileCloud SSO Settings.
Use the metadata exported in Step 5 to configure the FileCloud SSO Idp Meta Data parameter.

Open a browser and log in to the Admin Portal.

1.
2. From the left navigation pane, under SETTINGS, select Settings.
3. Select the SSO sub-tab.
4. Scroll down to the /dp Meta Data field.
5. On the server, open the XML file that contains the metadata you exported from JumpCloud in step 3c.
6. Copy the metadata in the file and paste it into FileCloud on the SSO tab in the /dP Metadata field.
@ FiLEcLoud
Admins ~
— ¥ Manage Settings
Team Folders
Network Folders Server Storage Authentication Admin Database Email Endpoint Backup License Policies SSO Content Search Web Edit Team
User Shares
Single Sign On (SSO) Settings
Folder Permissions
'O Reset to defaults
DEVICES Default S50 Type
R Specify the Single Sign On Type
Devices
GOVERNANCE SAML Seltings You have unsaved changes.
Dashboard
Retention Show the Idp Login [
Screen . . .
MISC. if enabled, User login will be directed to |dp login screen automatically.
Audit .
IdP Metadata <?xml version="1.0" encoding="UTF-8"?
A\ertso =«md:EntityDescriptor
xmins:md="urn:oasis:names:tc:SAML:2.0:metadata”
User Locks entitylD="https//www.okta.com/exkh8x6g4hzDtbXHgOh7"
Workflows ><md:IDPSSODescriptor
WantAuthnRequestsSigned="false"
Reports protocolSupportEnumeration="urn:oasis:names:tc:SAML:2
.O:protocol”> <md:KeyDescriptor
Federated Search “signing "> <ds:Keylnfo
=" httre /A w2 Aarn 200000 fvmldeint” s - deY
Metadata Enter Identity Provider metadata in XML format.
SETTINGS
Settings Enable ADFS
Specify if IdP is Active Directory Federation Service (ADFS)
CUSTOMIZATION
Customization User Login Token O
Expiration Match IdP ) o o ;
SYSTEM Token brpiration ' enebled. user authentication token will expire as specified by Identity
Checks Provider.
7. Click Save.
Now you can start using the Single Sign-On with JumpCloud from FileCloud!
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Integrate Okta with FileCloud

To integrate with the Okta browser plugin, please see Integrate with Okta using browser plugin.

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.

When FileCloud is integrated with Okta, Okta is configured as an Identity Provider (IdP) and FileCloud acts as the Service
Provider (SP).
To configure FileCloud with Okta:

1. Login to your Okta-issued URL, which has the format: https://yourdomain-admin.okta.com/admin/dashboard
2. After successful login to Okta, go Applications > Applications, and click Create App Integration.

Dashboard W
Directory v = Applications @ Holp
Customizations. v Ll Croato App Intogration Jl Browse App Catalog | Assign UserstoApp | | More v
Applications. -~

Applications

S STATUS @  Ooxaadminconss
Security v ACTIVE 0

INACTIVE 0 ) o Plug
Workflow v
c d

Aaors .
Settings v
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3. Inthe Create a new app integration screen, select SAML 2.0, and click Next.

4.

5.

Create a new app integration

Shpn-in mathod OIDG - Opeenl D Connect

Laarm Mors 5

0 SAML 2O
SWA - Secus Web Authanticatsn

AP Sarvcea

T |

In the General Settings tab of the Create SAML Integration screen, enter a name for App name, and click Next.

#Create SAML Integration

o Ganeral Settings

1 Geners Settings -
iy
- Y
ADp N Myidg
App baga [optana .:, i
App nsibility Do ot display apphcateon icom 1o users

o m

In the SAML Settings screen, set the values as follows:
+ Set Single sign on URL to the FileCloud assertion URL http://<your domain>/simplesaml/module.php/
saml/sp/saml2-acs.php/default-sp
« Set Audience URI (SP Entity ID) to http://<your domain>/simplesaml/module.php/saml/sp/
metadata.php/default-sp
« Set Default Relay State to http://<your domain>/auth/samlsso.php
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« Under Attribute Statements, the attribute names must match the names set in the FileCloud admin
portal in Settings > SSO for Idp Username Parameter, Idp Email Parameter, Idp Given Name
Parameter, and IDP Surname Parameter.
Set the Values for the Attribute Statements to the values shown in the screenshot.

Okta

FileCloud

A SAMLSettings
General

Single sign on UAL @

Audience URI (SP Entity I0) @

Default RelayState @

Mame ID format @
Application username @

Update application username on

Attribute Statements (optional)

Name Name farmat
onal

givenhame Unspecified

sn Unspecified

email Unspecified

uid Unspecified

Add Ancther

Nama Nama format
Unspecified

Add Anather

nttp:/f fsimplesami/module.php/sami/spfsami
Use this for Recipient URL and Destination URL

Allow this ap to request ather S50 URLs

it Isimplesaml/module.php/sami/spimets
httpff fauthfsamisso.php
Unspecified

Okta username

Create and update

Shaw Advanced Settings

Value

user.firstName

userlastName

user.amail

substringBefore(user.email'@7)

Group Attribute Statements (optional)

Filter

Starts with
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6. Click the Feedback tab of the Create SAML Integration screen, then select I'm an Okta customer adding an
internal app, and click Finish.

# Create SAML Integration

E) Feedback
3 Help Okta Suppart understand how you configured this appheation
Whiy are you asking mae this?
Are you a customer or partner? ﬂ P an Okta customer adding an interral app This form provides Okta Support with
Fm a software vendor. I'd like to ENBgTale my anp with usaful D&{tgl'{llrfllj information about
Okta your app, Thank you for your help—we
ApprecExta it

n The cptional questions below aserst Okta Support in wnderstanding your app intégration.

Apptype @ Thas & an internal app that we have crested

=
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7. Go to the Sign On tab, and click View Setup Instructions to view FileCloud SSO configuration details .

General Sign On Import ASEgNmEnts

Settings Edit

Sign cn methods

Tha gign-on mathod datanmings how & G5ar Signg in{o and manages thair credentals for @n
application. Some sign-on methods requen additicnal canfiguration in the 3 party application.
Apphcaison username it debermined by 1he wser profile mappang. Contigure profile mapping

SAML 2.0

Default Relay State hitpcitfilecicudsr smrth/samlsso.phy

SAML 2.0 i fot corhgurned wnbl vou complete the datup insthat o,

View Setup Instructions | -alf———

idartity Provider metadata is svaslabla if this application supporis dynamic corfiguration.
Credentials Details
Application usarnamss fonmat Cikcta usarmama

A screen with information similar to the first image in the table below opens.
8. Use the details in this screen to configure the settings in the FileCloud admin portal's Settings > SSO screen and
to create a saml.crt file.
a. Usingthe IDP Metadata text under Optional:
(1) Copy the entitylID field from the text box into Idp Endpoint URL or EntityID in FileCloud admin Ul
interface under Settings > SSO.
(2) Confirm that the text in the IDP Metadata box is the same as the text in Idp Metadata in FileCloud
admin Ul interface under Settings > SSO.
b. Click Download certificate, then copy the certificate file and rename it to saml.crt.

Copy the saml.crt file in the FileCloud server in the following place <FileCloud WEB ROOT>/thirdparty/
simplesaml/cert.
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Okta Setup Instructions

FileCloud SSO Settings

() Wentity Provider Single Sign-On URL:

The following is needed to configure Myldp

P r——

Download cortificate | i

Optional
[1] Provide the following I0P metadata to your SP provider.
<Taml varsica="1.0" ancoding="UTF-& EntityDes antitylD="http: 3
aminsmd="urrooasis:names:tc:SAML2. (rmetadata”><md:IDPSSODescripior WantAuthnRequestsSigned = false
" F— ssa="siging"><dxKnylnfo xmi
1200009/ xmidsgh™><de XE09Data>
A5 XB0C iCC SIbIDRERCH WIVUZET!
AlL T J2FulEZy ET2AOVTEU
° MBIGAMUECwwL
DM yWICBITELMAKG
MUEBHMC!
CINTT iy
AAOCAGBAMIE
ot i 0 1L
POILGCHai uNv0O)
PIME ) PUWCKIIEPhHWIIHFZ
_—

Serer  Siomge  Authent Admin  Dambme  Ema

Endpoint Backup Lz

Single Sign On (S50) Sertings

[:

ot

SAML Settings

Idp Endpaint URL or EnsitylD"

wokta.

Email Baramater Mame in icentity Pravider

ion="10" encoding="UTF-87
Descriptor

Now assign the Okta FileCloud integration to users so they can log in with Okta.

9. Click the Assignments tab in Okta.
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10. In the Assign drop-down list, choose Assign to People.

Myldp
@ .

| Active - o | ViewLlogs Monitor imports

-

-~

General Skgn On Impart Assignments

|
| Conmvert a.s:-!p'_u.mcnl:: - | Seanch People = REPORTS

Current Assignments

Fi Assign to Pecple T =

5 Recent Unassignements

By Assign to Groups

Groups

SELF SERVICE

You need Lo enable self
senvice for org managed apps
before you can use seif

Mo users found sernice for thes app.
Go to self service settings

Requests Disabled

Approval

Edit

Okcta, Inc. Privacy Version 20222043 Statw

A list of users who have both Okta and FileCloud accounts opens.
11. Select users from the list to allow them to sign in to FileCloud using Okta.

Once the application is created and FileCloud is configured you can start using single sign-on with Okta from FileCloud.

Log in to FileCloud using Single Sign-on with Okta

Users can sign in to the user portal or admin portal with SSO using Okta.
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1. Inthe FileCloud login screen, the user chooses Log in with SSO.

Login

—
Account Password

Username or Email o kR @

Log In with 550

If the user is already logged in to Okta, they are automatically logged in to FileCloud.

If the user not logged in to Okta, they are first redirected to the Okta sign in page, and after signing in to Okta,
they are immediately redirected to FileCloud and logged in.
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Connecting to
Sign-in with your account fo access
Myldp

okta

Sign In

Username

nathan.

[ ] Keep me signed in

Help

Integrate with Okta using browser plugin

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.

The Okta plugin for browsers works by storing FileCloud user credentials in a web application that you add to Okta.
After a user chooses to log in with Okta, the credentials are entered in the FileCloud page and log in proceeds
automatically.

The Okta plugin works with default FileCloud login, not SSO. Do not configure SSO settings in FileCloud. If the setting:
define("TONIDOCLOUD_SSO_DIRECT_ONLY",1) appears in your cloudconfig.php file, remove or disable it.
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Procedure:
Note: You must have an Okta account before completing these steps.

1. Setup the FileCloud application in the Okta admin panel
2. Assign the FileCloud application to users

3. Install the plugin on the user browser.

4. User logs in to FileCloud using the plugin.

(D The plugin supports different browsers. Setup and tests for this guide use Google Chrome.

Set up the FileCloud application in Okta admin panel

1. Login asAdmin in Okta.
2. Inthe navigation panel, click Applications > Applications.
3. Inthe Applications screen, click Create App Integration.

Dashboard v

Directory v = Applications 0 ol

Customizations v Croato App Integration [ll Browse App Catalog [IIESFITTESSIRY T VAR

Applications ~

Applications

Self Service STATUS @ Okta Admin Consale
ACTIVE 0
Security v
NACTIVE [ @ o
Workflow v
Okta Dashboard
- ;

Settings v
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4. Inthe Create a new app integration screen, choose SWA - Secure Web Authentication, and click Next.

Create a new app integration

Sign-in method OIDC - OpenlD Connect
k - th iy Forr Ciroll rred i of i throuet D

Learn More 4 Token-based OAuth 2.0 authentication for Single Sign-On (550) through AP

endpoints. Recommended if you mtend to build a custom app integration with

the Okta Sign-In Widget

SAML 2O

XML-based open standard for S50 Usa if the Identity Provider for your
application only supports SAML.

SWA = Secure Web Authentication
Okta-specific 5350 method. Use if your application doesn’t support OIDC or
SAML.

APl Senices
Interact with Okta APls USINE the scopad Ofuth 2.0 access tokens for

machsne-to-machine authentication.

-

User Authentication Settings 270



FileCloud Server Version 23.232 Site Setup

5. Fillin the Create SWA Integration screen as shown in the following screenshot, and click Finish.
In App's login page URL, enter the login page URL for the corresponding FileCloud installation.

= Create SWA Integration
1 General App Settings
Create

0 e FileCloud

App's login page URL N http 270,00 vif corefindexhtmi

Show Advanced Sattings

App logo [optional |$.[l|

©

App w:lb-l'lll!:,r Do not dl$|:||i'l.:" apphcation roon 1o users

App type @ This is &n intennal application that we created

2 How will your users sign in?
Create
Who sets the cradentials?

Usir sets usernarms end pas...

Application usarmama (MNone) =

Update application username on Create and update

- m

Assign application to users
Now assign the Okta FileCloud integration to users so they can log in with Okta.

1. Click the Assignments tab in Okta.
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2. Inthe Assign drop-down list, choose Assign to People.

- FileCloud
@ Active v &

View Logs  Moritor Imports

-~

General SignOn Imsport Assignments

m m:j:ﬁr:ﬁ" - | Search Pecgle = | REFOATS

z B} Cusrant Assigrements
Fi fasignta Pacpa Type

A Aasign to Groups B, Recant Unassignments

Groups

SELF SERVICE
You naed to enable salf
sarvice for org managed apgs
before you can use self
Ho usars found it of this 4pp.

G 1o self service sattings
Requasts Desabled
Appreval

Edit

A list of users who have both Okta and FileCloud accounts opens.
3. Toallow users to sign in to FileCloud using Okta, click Assign in the row with their email.

Assign FileCloud to People =
Search...

s Assign

nathan, @ [Com
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4. Enter a User Name and Password for the user, then click Save and Go Back.

Assign FileCloud to People .

Credential Security User sets username and password

Visit the app's sign-on options to modify
Usar Name

passmrd FEEFEERE

Save and Go Back Cancel

5. Click Done.

Assign FileCloud to People *
Search...

Mathan
nathan.i @ JLOm

Dona

6. Repeat this process for all users you want to assign to the integration.

Install the Plugin in the Browser

Information on plugin installation is available here:
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https://help.Okta.com/en/prod/Content/Topics/Apps/Apps_Browser_Plugin.htm

Users log in to FileCloud using the plugin
Users can sign in to the user portal or admin portal with SSO using the Okta plugin..

1. Inabrowser where the Okta Plugin is installed, the user clicks the Okta plugin icon, and selects the FileCloud
application.
2. Ifthe useris not already logged in to Okta, they are prompted to log in.

Connecting to (&)

okta

Sign In

LIS s

User Authentication Settings 274


https://help.okta.com/en/prod/Content/Topics/Apps/Apps_Browser_Plugin.htm

FileCloud Server Version 23.232 Site Setup

3. Inthe plugin Setup access dialog box, the user enters their FileCloud Username and Password. In the future,
when they open the plugin, they will not be prompted to enter credentials again.

©

Setup access to your FileCloud account in Okta

Enter your username and password for FleCloud. If you don't have
ona, pleass create an account on FileCloud or contact your
administator.

. Usermname
1".
i
g
= Password
™
N,

4. The browser redirects the user to the FileCloud login page in the Okta Admin Panel. The login screen with
credentials filled in may appear first, and after a few seconds the FileCloud user portal should open (the user
does not need to click Login).
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ﬁ FILECLOUD

Login New Account
I
Account Password
.com ssssssns 0]

Depending on the browser, when the user accesses the FileCloud login page again, the plugin may offer to log in
for them:

okta sign in with 1 click

|— FileCloud
nfogles

5ign In to FileCloud

Mewver sign me in
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Alternately, the user can access the application by choosing it directly in the plugin:
w © Bl =
0ktu @ {:%} Admin .

Woark
@ Myldp

i,

. &
.

11 @ FileCloud wee

Integrate OneLogin with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.

This article describes how to integrate OnelLogin as an SSO provider with FileCloud.

& Pre-requisite: mcrypt module must be installed on FileCloud. In Windows, it should be installed by default. In
Linux, if mcrypt is not installed, it must be installed

Onelogin: Create App Connector

1. Login into OneLogin web Ul
2. Click on Apps - Add Apps
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3. Search for "saml test connector" and select the sample connector named "SAML Test Connector (IdP)".

onelogin USERS  APPS  DEVICES  ACTIVITY  SETTINGS  DEVELOPERS  UPGRADE NOW . Radhakrighnan

Find Applications

‘ Q, saml test connaector

SAML Test Connector (Advanced) SAMLZ.0
Qnelogin, Inc

SAML Test Connector (1dP) SAMLZ.0
Cnelogin, Inc

SAML Test Connector (IdP w/attr) SAMLZ.O
Onelogin, Inc

SAML Test Cannector (1dP wyattr. Inzl group transform) SAMLZ.0O
Cnelogin, Inc

SAML Test Connactor (1dP wy attr wy slgn responsa) SAMLZ0
Cnelogin, Inc

SAML Test Cannector (1dP) w/encrypt slgned assertlons SAMLZ2.0
Onelogin, Inc

- EAMI Tack i +. f1ADY F/ + el d racr QAN 21

4. Inthe add screen, enter a name to the connector. For example, something like "FileCloud Connector". Click
"Save".

5. Open the created connector and switch to "Configuration" tab.

6. Assuming your FileCloud URL is "https://dev.company.com", fill the following values in the configuration tab.

Configuration Value
RelayState https://dev.company.com/auth/samlsso.php
Audience https://dev.company.com/simplesaml/module.php/saml/

sp/metadata.php/default-sp

Recipient https://dev.company.com/simplesaml/module.php/saml/
sp/saml2-acs.php/default-sp

ACS (Consumer) URL Validator* https://dev.company.com/simplesaml/module.php/saml/
sp/saml2-acs.php/default-sp

ACS (Consumer) URL* https://dev.company.com/simplesaml/module.php/saml/
sp/saml2-acs.php/default-sp
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~ SAML Test Connector (IdP) MORE ACTIONS

Configuration

Application Details RelayState

httpsfdev.company.comy/auth/samisso php

Audience

httpsfdev.company.com/simplesamlmodule

Recipient

httpsfdev.company.com/simplesamlmodule

ACS (Consurmer) URL Validator*

httpsfdev.company.com/simplesamlmodule

*Required. Regular expression - Validates the ACS URL when initiated by an AuthnReguest

ACS (Consurmer) URL*

httpsfdev.company.com/simplesamlmodule

*Required

Single Logout URL

7. Once the configuration tab is completed, switch to "Parameters" tab.
8. Add the following four parameters:

Field name Flags Value
givenName Include in SAML accertion First Name
mail Include in SAML accertion Email
sn Include in SAML accertion Last Name
uid Include in SAML accertion Username
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New Field
Field name .
givenMame
Thiz iz the name of the field in the application's
ARl
Flags W Include in SAML assertion

Multi-value parameter

CAMNCEL

USERS APPS DEVICES ACTIMITY SETTINGS DEYELOPERS

— SAML Test Connector (IdP) MORE ACTIONS
Parametears

Credentials are

e Configured by admin Configured by admins and shared by all usars

SAML Test Connector (1dP) Field Value Add parametar
MNamelD (fka Ermail) Ermail

givenName Firgt Name custom parameter
rmail Emnail custom parameter
sn Last Name custom parameter
uid Uszername custom parameter

9. Save these changes. Once the save is complete, switch to SSO tab.
10. Inthe SSO tab, note "Issuer URL".
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11. Download the metadata file from "More Actions" — "SAML Metadata".

USERS APPS DEYICES

ACTIVITY SETTINGS DEVELOPERS
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— SAML Test Connector (IdP)

Enable 3AMLZ.O

550

Sign oh method
SAMLZ.O

X505 Certificate

Standard Strength Certificate (204 8-bit)

Change | View Detailz

SAML Signature Algorithm

SHA-1 -

lzauer LIRL

httpsfapp.enelogin.com/samlimetadat a4 d587 caf-0b20-4 ol

SAML 2.0 Endpoint (HTTRP)

https foodelathe-dev.onalogincomy/trust/Sami2 http-post/Ss

SLO Endpaint (HTTPY

https foodelathe-dev.onelogin.comy/trust/Sami2hitp-redirec

MORE ACTIONS SAVE

Wendor Homepage

Reapply entitlament mappings
SAML Metadata

Deleta

12. Finally, add users to the newly created "FileCloud Connector" either individually or as group.

Integrate FileCloud with OnelLogin SSO

1. Login into FileCloud admin Ul.

2. Navigate to Settings — SSO tab.

3. Select default SSO type to be SSO.

4. Use the following table to fill the SAML configuration.

SAML Settings

IdP Endpoint URL

IdP Username Parameter

IdP Email Parameter

IdP Given Parameter

IdP Surname Parameter

User Authentication Settings

Value

"Issuer URL" noted in the previous section in OnelLogin SSO tab

uid

mail

givenName

sn
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SAML Settings Value

IdP Metadata Copy and the paste the contents of SAML metadata from OneLogin web Ul.

Single Sign On (S50) Settings

Default 350 Type SAML M
Specify the Single Sign On Type

SAML Settings
IdP End Point URL https://app.onelogin.com fzaml/metadata/4d597 caf-0b30-42-827 a-¢
URL of the Identity Provider that the Service Prowider must contact.
ldP Username uid
Parameter
Uzernarne Pararneter Marme in ldentity Provider
IdP Email Parameter 1 ail
Email Parameter Mame in Identity Provider
IdP Given Mame givenMarne
Parameter
Given Mame Parameter Mame in dentity Prowvider
P Surnarme an
Parameter

Surname Parameter Mame in Identity Provicer

< SINGIEs YU ErvICE

Binding="urnoasiz:narmestaSAML 2 0hindingsHTTP-

POST" Location="https:/fcodelathe-

dew.onelogin.com ftrustfsam|2http-post/ss0/831866" />
<SingleSignOnService

Binding="urnioasiznamestaSAMLZ Dbindings: SOAP"

| nratinn="httns ffrndelathe-

IdP Metadata

5. Save the changes

Integrate ADSelfService Plus with FileCloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.
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To integrate ADSelfService Plus with SimpleSAML SSO:

Step 1: Install ADSelfService Plus and Configure it to integrate with SimpleSAML SSO in FileCloud

1. Install ADSelfService Plus.

2. Open the ADSelfService admin portal. Your URL should be similar to http://win-s3uexxjaed2:8888/
authorization.do.
The Dashboard tab should be selected,and the server name should appear similar to: win-s3uexxjaed2

3. IfADis already installed, Domain Name and Domain Controller are automatically detected and entered for you.
If they are not automatically entered, in Add Domain Details, enter them, and click Add.

2] bttps iwin-s3uelTjaed2 2228/ eration==

MSN | Dutlaak, Office, Skype, .. K] ADSelSerice Plus (8 win-sduelTjaed2 &

Walcome, admin @ vour evalustion licems= ix going to expire n 12 days.  mone
DSelfService Plus Sign Dyt Change Paszword, Jumo To
s _ Reparts Canfiguratien Admn Sumpert

'_‘.'-’:, Domain Settings

Domain Controllar

ns-ad filacloudlabs.com WIN-S3UELTIAEDZ ns-ad filecloudiabs.com NS-AD

Domain Name :

Add Domain Centralles(s) ©
ADGelservice Plus gets the data from the First OC.

[Diszover]

| Authentication

Anenymous legin is vead when no authentication ic givan.

Camain User Hame |

Domain Password ¢ |

Add | Cancel

4. Click the Configuration tab.

Walcoma, admin ) ‘our evaluation license iz going to expire n 12 days.  mare Dirganization Chart | License | Help
i Changs Pazsword.

ADSelfService Plus g Lama to = Seaech Emploves
Dashboard Faparts - fguration . Admin Support I oy
S 3 Password Sync/Single Sign On l

(o intearate the various companents to aet a comalete solution for vour AD enviranment 5 Account Linking
48 Policy Configurstion
All Applications(123) b
Multi-factor Authartication I A il —
4 Password Expiry Natficaticn Impartant : Install the Password Sync Agent to synchranize nati

®  Password Policy Enforcer

B rPazzword sync/single Sign on

B Dircctury EcF Servies SAML [A‘a Google Apps ] Office 365
TaeiE Filedoud IBM i/AS400 System HP UX Diractory Server Google Apps Office 265 ( Azure
:nl*y Center 3
& Mood Maw Features 7 @ m I 7:'zendesk ‘“.%ﬂ?rﬁgsu
salesforce Zoho Zendesk Microsoft Dynamics CRM
£2 Dropbox pagerduty m},ﬁ’m, Dmingle B, ApnDynamics
Dropbax PagerDuty FlanMyleave Mingle AppDynamics
panoramd? ‘ﬂ:llpir_ EGNXXTE INSTRUCTURE @ statushub
Panoramag Velpic [EA-< by Instructurs Statushub

5. Inthe navigation bar, expand Self-Service and click Password Sync/Single-Sign-On.
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6. Click New Custom App.

Welzame, admin @ vour avaluation licansa is going to expirs in 12 days. mors

hDSelfService Pll@ Sign Out, Change Fassword, Jump To

Dashboard Raparts nfige Admin Suppart

]

based custom applications
ctory-based single sign-on for any of your custom SAML application,

Sali-Service 3

{8}  Policy Configuration

Create Application

Multi-factor Authenticatior

* Agglication Mama |
Password Expery Notfication

=
% Password Policy Enforcer Serlegony: Chasanpatigary =
& Password Sync/Single Sign On | Supported 550 Flow 5P initiated S50 -
G Directory Seff Service . Aduanced Configuration =
Large scon Browse
Administrative Toals %
Security Center & Semall ican o
& Need Mew Features ? REA SHA Algorithm REA-SHAL -
SAML Rasponse Signed -

Mote: » ADSelfServics Flus will sutomstically link user sccounts between this application and
Actrve Directary using the mad attnbute for enabling 50, To change this, configure
Account Linking.

» Please cheek with the Service Provider about the S50 flow they support.

7. Fillin the following Create Application fields:
a. In Application Name enter FileCloud.
b. In Category drop-down list, choose any option.
¢. Inthe Supported SSO flow drop-down list,choose SP initiated SSO.
The Large icon and Small icon fields are optional. You can leave the defaults for the remaining fields.
8. To go to the SSO for SAML based custom applications/Configure Application page, click Next.
9. Fillin the following Configure Application fields:
a. In Domain Name, enter the domain name of your user’s email address in AD.
For example, if the email address is fc@test.com, enter test.com as the domain name.
b. In Display Name enter any name.
c. In SAML Redirect URL enter https://yourFileclouddomainname/simplesaml/module.php/saml/sp/
metadata.php/default-sp
d. In ACS URL enter https://yourFileclouddomainname/simplesaml/module.php/saml/sp/saml2-acs.php/
default-s
10. Click Save.
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11. Click Download SSO certificate in the upper-right of the page.
The SSO/SAML Details dialog box opens.

S5O0 SAML Datuiln -
Logm LKL hilfp:firen nod Slesle sabe ooy BRERSAMARRSseal0gnioEstom_esml_ 1] E
Lizgoiat LIRL hitp-im=en s estaptinte e REER A MARRS s ingoul cisioms:_sami_” L]
Errory Hadn 1R hiprms =l Slneimpsint onm HEEEAAMappsissoh el customm_sami_10 |_i
SHA1 FingerPrint [ - — - i

12. Click Download Metadata file, and save the metadata file (metadata.xml).

Step 2: In FileCloud, configure your SSO settings for ADSelfService Plus.

1. Login to the FileCloud admin portal.
2. Navigate to Settings > SSO.
3. In Default SSO Type, choose SAML.
4. Fillin the SAML settings:
a. InIDP Endpoint URL,
open the metadata.xml file you downloaded, and copy the URL after entityID. It should look similar to:
entitylD="http://yourFileclouddomainname:8888/iamapps/ssologin/custom_saml_10000/
e6c2b84d31da852eac8e0f88ee5c4703b9974c2f
In IDP Username Parameter, enter mail.
In IDP Email parameter enter mail
In IDP Given Name Parameter enter givenName.
In IDP Surname Parameter enter sn.
In IDP Metadata paste the entire contents of the metadata.xml file.

-0 20T

() Bydefault, ADSelfService Plus passes the mail attribute, and FileCloud creates the user from the username
portion of the email address. For example, if the email is sam@fc.com, FileCloud creates an account with sam
as the username.
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If you want to pass userPrincipalName as the parameter, contact the ADSelfService support team to make
necessary changes in the database to pass that parameter. For example, to pass userPrincipalName instead
of mail, ADSelfService must add the following entry to their database:

"userPrincipalName":"uid"

After they have added the entry, set IDP Username Parameter to uid.

Integrate Ping Identity SSO with Filecloud

Before completing the following procedures, configure Apache Web Server. See SSO Configuration Step 1 on the
page SAML Single Sign-On Support for configuration instructions.

This article describes how to integrate PingOne as an SSO provider with FileCloud.

Configuration in Ping Identity portal

1. Login to the Ping Identity dashboard, and click the Connections icon in the navigation panel.
2. Click Applications, then click the + button.

3. Intheright panel, click SAML Application.

4. Name and save the application.

MPingldentity. @ - @® Explore ~ 2
Applications @ O Add Appiication (x
Q search < Fier Name and Describe Application
Creste a name and descriptionfo s applicaton that will make i easy to dentiy

7 Appiications by Appiication Name +

[ somcstoname -

23 Dropbox
¥ o

Client ID: ce30bd29-196: ae-cd87776¢3dc0 Description

o FConiine
Client ID: 7fad04cb-146b-4ec8-9b08-615f5c82d260 £
Extormal DPs o FileCloud o
Client ID: 08568051-16a4-46be-854a-5105321adb6e
PingOne Admin Console MK SEELONE:
Client ID: cOfb0cd5-ece2-40b0-b465-156442332322
Choose Application Type
Pinginteligence Ml PingOne Application Portal
i Ciiont ID: 54708ad9-6od9-4ded-b50a-0241500a315¢ -
Webhooks [P PingOne Selr-Service - MyAccount
QI  Ciient ID: 8a36b184-dedd-4b41-bf6d-0924c8b28f0c SAML Application 0IDC Web App Native
e Applications that are Web applications that are Applcations that run from a
accessed within a browser accessed within a browser mobile device or a desktop
using the SAML protocol. using the OpenlD Connect computer, including a
Certificates & KeyPairs protocol. PingOne MFA authenticator.
Resources
Single-Page Worker Application Catalog
Front-end applications that Applications that can use the Use a templated integration
use an AP! 10 retrieve data PingOne admin AP
Visit the Application Catalog.
-

The SAML Configuration screen appears in the right panel.

5. Select Manually Enter, and fill in the fields as follows:
ACS URLs:
https://<your_filecloud_url>/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp
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Entity ID:
https://<your_filecloud_url>/simplesaml/module.php/saml/sp/metadata.php/default-sp

[ Add Application

SAML Configuration

Provide Application Metadata
(O Import Metadata () Import From URL @) Manually Enter

ACS URLs *

https://yourdomain.com/simplesaml/module.php/saml...
+ Add

Entity ID *

| https://yourdomain.com/simplesaml/module.php/saml...

Save Cancel

6. Click Save.
Several tabs appear in the right panel.

7. Select the Attribute Mappings tab, then click , and add the following attributes:
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Field name Flags Ping One Value

givenName Include in SAML Given Name
Assertion

mail Include in SAML Email Address
Assertion

sn Include in SAML Family Name
Assertion

uid Include in SAML User ID
Assertion

Overview Configuration Attribute Mappings Policies Access

These mappings associate PingOne user attributes to SAML or QIDC attributes in the application. See Mapping attributes. 0

If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

FC Online PingOne
saml_subject User ID Required
givenName Given Name
mail Email Address
sn Family Name
uid User ID

8. Click the Configuration tab.
9. To get a copy of the metadata file associated with the configuration, click Download Metadata.
Save the file so you can enter its contents into the FileCloud admin portal.
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Overview Configuration Attribute Mappings Policies Access

Configuration details for a SAML application. \ o

Connection Details

~

( Download Metadata ) ——

( Download Signing Certificate }

Issuer ID
|

Single Logout Service
]

Single Signon Service
]

IDP Metadata URL

Initiate Single Sign-On URL

SAML Settings

ACS URLs
/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp 10

Your application configuration is now complete.
10. Click the Identities icon in the Ping Identity navigation panel.
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11. Click Users, and then add your users.
Pingldentity.

Search normally or using SC

2 users by Family Mame

Configuration in Filecloud Admin portal

1. Inthe admin portal, go to Settings > SSO.
2. Enter the following information:

Field Value

IdP End Point URL Enter the value of Issuer Id: ( Configuration tab — Issuer ID
just below the "Download Metadata" button)

IdP Username Parameter uid

IdP Email Parameter mail

IdP Given Name Parameter givenName

IdP Surname Parameter sn

IdP Metadata Copy the contents of the metadata file downloaded above

paste them here.
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Single Sign On (550) Settings

Default S50 Type [samL hd

Specify the Single Sign On Type

SAML Settings

e

Idp Endpoint URL cr

EntitylD*
URL or EntitylD of the Identity Provider that the Service Provider must contact.
1dP Username uid /
Parameter® ) ) _
Username Parameter Name in |dentity Provider
IdP Email Parameter® mail ‘/
Email Parameter Mame in |dentity Provider
1dP Given Name givenName /
Parameter®
Given Mame Parameter Mame in Identity Provider
IdP Surname sn /
Parameter®

Surname Parameter Name in Identity Provider

IdP Log Out URL

(Cptional)
URL to call to logout of Identity Provider (Optional)

Limit Login to Idp

Group (Optional) ) ) ) o )
Specify the Identity Provider Group Name to limit users who can login

{Optional). Mote: Groups that user belongs must be passed from Idp as

‘memberof attribute
‘/A

1dP Metadata® <?xml version="1.0" encoding="UTF-8"?=>
<md:EntityDescriptor
entitylD="] _ T

¥mins:md="urn:oasis:names:tc:SAML2.0:metadata” »
<md:IDP550Descriptor
protocolSuppeortEnumeration="urn:casis:;namestc:SAML «
:2.0:protocol">

< K avDocerintor nea—"cinninmn™ ﬁ
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3. If you want users to see the Ping Identity login after they click Login with SSO, scroll to the bottom of the screen
and check Show the Idp Login Screen.
If you want users to be directly logged into FileCloud after they click Login with SSO, do not check Show the Idp
Login Screen.

Show the Idp Login 4""_-"_-

Screen

If enabled, User login will be directed to Idp login screen automatically.

Log Level

Specify the Log Level (Use Dev only for testing)

4. Click Save.
5. Go to Customization > General > Login and check Show SSO Link and Show Login Options.

Q FILECLOUD

NOTTICatons

Fe
DEVICES :
General Labels And Logos URL Ul Messages Email Templates News Feed TOS Advanced

Devices
GOVERNANCE Ul Features Login Account Menu Listing

Dashboard

Customize User Login Screen
Retention
smart DLP Show New Account
Button . i X

Smart Classification Display "New Account” button in user login screen

MISC.
Show SSO Link A/
Audit
Show "Single Sign On" option in user login screen

ﬁdertso

User Locks Show Login Options /

Workflows Unc_h?ck to hide all login screen options such as "Forgot Password", "S50O

Login

Reports

fed a5 N Login Panel @ YES O NO

ederated searc Transparency Add transparency to login panel. Enable it if a custom login background image

Metadata st
SETTINGS ) ) ) . ) .

Login Ul Additional [Privacy Policy](https://www.yoursite.com/privacy)
Settings Links [Terms of use](https://www.yoursite.com/tos)

CUSTOMIZATION

Customization
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Log in to FileCloud using Single Sign-on with Ping Identity

1. Inthe Filecloud User login page, the user chooses Login with SSO.

ﬁ FILECLOUD

Login New Account
|
Account Password
sesssnen L0

Forgot passlﬁo’d

Log In with SSO

v

®

English

If you have checked Show the Idp Login Screen in the FileCloud SSO settings, the user is redirected to the Ping
Identity login screen, and must click Sign On.
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Ping

Identity.

Forgot Password

Otherwise, the user is directly logged in to FileCloud.

Setting Up and Configuring Certificates when Upgrading SSO

When you upgrade SSO, take the following steps to avoid overwriting your current certificates with the default
certificates sent with the library.

For a non-multitenant set up with one Idp:

1.
2.

Create a folder named samlcerts in WWWROOT/resources/.
Copy the saml.crt and saml.pem files into the samlcerts folder.

For a non-multitenant or a multi-tenant set up with different Idp's:

1.
2.

Create a folder named samlcerts in WWWROOT/resources/ .

Create a folder with the same name as the site in WWWROOT/resources/samlcerts/<SITENAME>.

For the default site, name the folder default. For other sites, give the folder the name of the site on the
super admin user interface.

Calculate the shal of idp url using the following command:

#echo -n "https://adfs.filecloudlabs.com/adfs/services/trust" | openssl shal
(stdin)=bea10f29becf8acab8d8d6e8b9b7ee52f35ada8a

Use the shal value from step 3 to create a new folder in WWWROOT/resources/samlcerts/<SITENAME>.
For example, for the above case, create the folder: WWWROOT/resources/samlcerts/<SITENAME>/
beal0f29becf8acab8d8d6e8b9b7ee52f35adasa.

Place the saml.pem and saml.crt files into the folder created in step 4.
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ADFS Single Sign-On Support

Introduction

FileCloud offers a SAML-based Single Sign-On (SSO) service that provides customers with full control over the
authorization and authentication of hosted user accounts.

Using the SAML model, FileCloud acts as the service provider and also a claims-aware application. FileCloud
customers that hosts FileCloud can authenticate against Active Directory Federation Services (ADFS) and log in to
FileCloud.

FileCloud acts as a Service Provider (SP) while the ADFS server acts as the identity provider (IdP).

@ Active Directory Federation Services (ADFS) Support

When SAML SSO Type is selected and ADFS is enabled in FileCloud, the FileCloud will act as a Service Provider
(SP) and also a claims aware application. As a claims-aware application, FileCloud accepts claims in the form
of ADFS security tokens from Federation Service, and can use ADFS claims to support Single Sign On (SSO) into
FileCloud. To specify the identity claims that are sent to the FileCloud refer to the IdP Configuration section
below.

When ADFS is used, the IdP (Identity Provider) in this document refers to Active Directory Federation Server.
When ADFS successfully authenticates the user account, FileCloud (SP) authentication module verifies that the
user account exists in FileCloud. If the user account does not exist in FileCloud, then a new user account is
created and the user is logged into FileCloud.

Prerequisites

« A Working ADFS implementation. This is beyond the scope of FileCloud. Please refer to articles available on the
internet on setting up ADFS.

+ FileCloud must be running on HTTPS using SSL. (Default Self signed SSLs that ships with FileCloud will not
work). ADFS does not allow adding a relying party that is running on HTTP or self-signed SSL. You can follow the
steps here to set up SSL in FileCloud.

FileCloud SSO Configuration Steps

In order to successfully configure SSO, the following steps must be followed.

1. Configure Apache Webserver

2. Set SAML as a the default Single Sign On Method in FileCloud Interface and Configure IdP settings in the
FileCloud Admin Interface

3. Enable Single Sign On Link on the login page.

4. Register the FileCloud as a Service Provider (SP) with IdP by adding FileCloud as a Relying Party Trust in ADFS.
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Step 1: Web Server Configuration

Follow the steps in SAML Single Sign-On Support to set up the Web Server configuration and enable SSO.

Step 2: IdP/ADFS Configuration

In the FileCloud Admin Interface - Settings => SSO => SSOType the default FileCloud SSO Type must be set to SAML.
Other parameters must be set as per your IdP settings.

FileCloud Parameters

default SSO Type

IdP End Point URL

Idp Username Parameter

IdP Email Parameter

IdP Given Name

Parameter

IdP Surname Parameter

User Authentication Settings

ADFS as IdP

Data can be obtained from Federation Metadata

For ADFS, select SAML

Identity Provider URL (Entity ID)
e.g. http://yourADFSdomainName/adfs/services/trust

Identifies the Username (must be unique for each user)
Usually SAMAccountName or User Principal Name defined in claim rules.

value: uid

Identifies the email of the user (must be unique)

value: mail

Identifies the given name of the user.

value: givenName

Identifies the surname of the user

Default value: sn
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FileCloud Parameters ADFS as IdP

Data can be obtained from Federation Metadata

IdP Metadata Federation Metadata in xml format. Usually ADFS metadata is found at the URL Path
below:
e.g.https://yourADFSDomain/federationmetadata/2007-06/federationmetadata.xml

Ton oo |

4 gl Enabled  Proxy Enabled URL Path T~
h )
T CertTcite Mo Ne Sadis/services st /13 issuedtckenasymmetrichasic 256 W
- . - Mo No sadfs/servicesArust/1 3/ issusdickenasymmetrichasic256sh... W
- al Clalm[limnlptmns Yes Yes Jad M3ssuedich N pasic. W
4 & Trust Relationships Ha No JadiafsarvicanAnust /| Mesusdiokenmicedasymmatiichasic.. W
- ::T":::::L::“‘ Yes Yes /ats/services Arust/ 13 issuedckenmisedsymmetricbasic2 | W
: _|J Ami:fu e No No Jadi foaranes Arust 13 hssy ey basic? . W
“B .Authemicalion Policies Mo Mo Sadts/services/trust/ 1 3/issuedtokensymmetrichasic 256 W
11 Per Relying Party Trust No Ne fadmmmmnymwzm" W
Mo No fadis/servicas/frust/ 1 3/issusdtokensymmetrictripledes W
No Ne Sadis/services/trust/ 13 ssuedich dedessha.. W
Ma No fadfsfeervicas st 12/ ss miedsymmetictipledes W
Mo Mo Sadls/services/trust/13/issuedtokenmivedsymmetrictripled... W
Mo No fadis/zervces Arust/ 13/ windows n
Ma No sadfs/servicas.trust/ 13/ windowsmined W
No Ne Sadis/services trust/ 13/ windowstranspodt W
Yas No Jadfs senices frusttcp.windows W
No No Fadfs/services/trust/atfactresolution 5
Yes Yes fadis/oauth2/ 0,

Metadata

Enable ADFS Yes

Log Mode Set the Log Mode for the SAML Calls.

Default Value: prod (Do not use DEV for production systems)
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Default 550 Type

SAML Settings

IdP End Point URL

IdP Username Parameter

IcdP Email Parameter

[dP Given Mame

Farameter

IdP Surname Parameter

IdP Metadata

Single Sign On (550) Settings

SAML v

Specify the Single Sign On Type

https:/fopenidp.feide.no

URL of the Identity Provider that the Service Provider must contact.

uid

Username Parameter Mame in Identity Frovider

mail

Email Parameter Mame in Identity Provider

givenMName

Given Mame Parameter Name in Identity Provider

5N

Surname Parameter Name in Identity Provider

=md:EntityDescriptor
¥mins:md="urn:oasis:names:tc.:SAML:2.0:metadata’
¥xmins:ds="http:/f'www. w3.org/2000/09/xmidsigd’

PR T W [Ty al

Step 3: Enable SSO link

Follow the steps in SAML Single Sign-On Support (under SSO Configuration Steps, Step 5) to enable SSO sign-in on

the User or Admin Interface.

Step 4: Register FileCloud as SP in IdP/ADFS

Registering FileCloud as SP in ADFS involves series of steps from adding FileCloud as a Relying Party Trust in ADFS to

setting up Claim Rules for FileCloud in ADFS. Please follow the steps below to successfully register FileCloud in ADFS.
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Before you proceed, you must be able to download the metadata of FileCloud from the following Entity ID URL.

(Note HTTPS).

@ https://<Your Domain>/simplesaml/module.php/saml/sp/metadata.php/default-sp
If you have trouble downloading the metadata from the above URL, please check if HTTPS is working and all
the previous steps 1, 2 and 3 above were completed successfully.

1. On your ADFS server, open the ADFS management console, expand Trust Relationships and select Relying Party
Truest node. In the actions pane, click Add Relying Party Trust

ing Farh

Wi

Add Relying Party Trust...

b

2. Click Start then paste the Entity ID URL from above into the Federation Metadata address field and click Next.

@ Welcoma
@ Select Date Source
@ Specty Daplay Name

@ Carfigure Multifactar
Autherticabion Now?

@ Choase lsuanes
Authonzation Rules

@ Readyto Add Trusl
@ Finish

Select an oplion thal this wizard will use to ablain dala abad this relying party:

%) Impart data sbout the relving party publizhed orline oron 2 local network:

Use this option 10 impord the necessany dela and cedificates from & relying parly organizetion that publishes
s federation metadata onling or on a local network.

Fadamation metadata addre=s fhost name or URL):
[ w1 u simplesamlimodule phpysaml/sp/metadata php/defaultsp |
Ew@mple: fa.contose com or hitps.//www contoso com/app

) Impatt data sbout the relying party from a file
\Uae thiz option to import the necassarny data and cerificates from a relying party crganization that haa

exported &5 federtion metadsta o a fle, Ensune that this fils is from 2 busted source. This wizard will not

walidste the source of the fle,
_Federalbnmetaiaafielu-:aim:
Browes...
() Erterdata about the relying pary manually
\Uae this option to manualy input the necessary data about this reling party organization.
cPaviows | | MNed> || Cancal
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you can also do it manually by downloading your metadata file from http://<your domain>/simplesaml/module.php/
saml/sp/metadata.php/default-sp and import it into ADFS by choosing "import data about relying party from a file"

() onceyou access the metadata URL you need to enter admin credentials to be able to download the metadata
file, the username is admin and password can be found in:
<FileCloud WEB ROOT=>/thirdparty/simplesaml/config/config.php

3. Accept the Warning
4. Enter the display name for the Relying Party Trust, usually your FileCloud URL.

Specify Display Name

Steps Entter the display name and any optional notes for this relying pary.
@ Welcome Diispilay name:

@ Select Dota Source Ve
@ Specfy Daplay Name Hotes:

@ Corfigure Multifactar
Authertication Now?

@ Chease lmuznes
Authonzation Rules

5. Next Way through your Wizard until you reach Ready to Add Trust Page. Here, review the tabs. Encryption and
Signature tabs must have values associated with them.
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&

Ready to Add Trust
Steps

@ Welcome
@ Select Unta Source
@ Specfy Daplay Mame

@ Corfigure Multifactar
Authertication Now?

@ Chease lsuznee
Authonzation Rules

@ Readyto Add Trust
@ Fnish

Add Relying Party Trust Wizard =3

Thie relying paty trust has been corfigured . Raview the falowing setlings, and then cick Nesd ta add the
refying party trust to the AD F5 configuration databasa.

Mortaring | iderefiers | Encrypion | Signature | Accepted Claims | Orgarization | Endpoints | Mot <[>
Specity he mordarng settings far this rebing pady st

Fahing party’s federston matadsta UAL:

[l s simplesamlimodule php/semi/sp/metadsta php idefout 5o |

[+#] Manitce rabing party
[w] Automatically update reting party

This refiing party's federation metadata data was lagt checked on:
180316

Thie refying party wae kast updabed from fedemston metadata on:
1803-18

| cPoviows || Med> || Cancel

6. Click Next and the new Relying Party Trust is now added.

7. Select the Relying Party Trust we have just added and then click Edit Claim Rules.

[pmgrayioms =

Display Name

Divice Flagisiration Servi

Microsoft Cffice 365 identity Platform Yes WS-T.. hitpss//login microsoftonkn

Enabled Twpe  identifier
Yes WS-T.. wnms-drsfstransshun o

| Relying Party Trusts

Add Relying Party Trust.
Add Nen-Claims-Aware
View
Mew Window from Here
G Refresh
Help
| NSNS,
Update from Federation
Edit Claim Rules..,
Digable
Properties
K Delete
EH Hep

8. Add an Issuance Transform Rule. Choose the Transform an Incoming Claim rule Template.
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Select Hule Template

Seps Select the template far the: claim rule that you want to create from the followang list. The description provides
@ Choose Fule Type details about each claim rule tempiaie,

@ Corffigure Claim Fule

Transoem an h| aming Claim
Pmﬂrww:tﬂi:miwwﬂm
Send Claims Using & Custam Rubs

mulipls dams trom a single nule using this rule bype, For example. you can use hﬂﬂd:luvﬂl:

.mmnmmmmmﬁdmmmm ard lelephonehlumber

Active Ciractory atinbutes and then send thosa values as two diferent outgoing claima. This e may alo

e wseed b send all of the user’s group memberships. you want to only send indridual group

memberships, uss the Send Group Membership 25 a Claim ke template.

8. Give a Claim Rule Name (Name ID Transform - can be anything). Enter Windows Account Name as Incoming Claim
Type and Name ID as Outgoing Claim Type. Choose Transient Identifier for Outgoing Name ID Format. Select the
radio button Pass through all claim values. Click Finish to Add the Claim Rule.
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Configure Rule
Sers “fou can configure this nule to map an incoming claim type to an cutgaing claim type. As an aption. you can
@ Choose Fule Type abso map an incoming claim value to an suligaing claim vahes, Specty the incoming clam bpe fo mep ta the
aubgaing claim type end whether the daim value should be mapped 19 & new daim value.
@ Configure Claim Fule
(Claim nule name:
[NamelD Trangfomr] |
Rula tamplate: Transfarm an Incoming Claim
Incoming claim type: |Wnd:-wamulnm vl
Incoming rame 1D fomreat: |Lhmeciﬁed wl
Cugoing claim ype: [Mame 1D |
Qutgoing name I0 format: [ Tranaent Idenifier ~|

® Pass through all claim values
J) Replace an incaming claim vahes wih 2 difersrt oulgeing daim value

ncoming claim value: | |

Oubgoing claim value: | | | Browea...

) Replace incoming e-mal sufftc claims with a naw e-mail suffoc

Mew e-mai suffic: |

Example: fabdkam com

[ ePrevicus || Frish || Coneel |

9. Add another Issuance Transform Rule. Select Send LDAPAttributes as Claims template.
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Select Rule Template

Steps
@ Choose Rule Type
@ Corffigure Claim Fule

Add Transform Claim Rule Wizard .

Select the template for the claim nle that you want to create from the followsng list. The description provides
details about each daim rule template,

Claim rule template:

Serd LDAF Afribates a5 Clams v

Claim rule templale description;

Using the Send LDAP Attrinte a3 Claima bs tamplate you can aslect attrbutes from an LDAP atinbute
store such as Active Directory to send a3 caims to the rehing party. Multiple attrbutes may be sent as
mukiple chaims from a single nle wsing fhis nule fype., Far example. you cen use this nde template fo creale
& rule thiat will extrect stidbole valees for sutherticated users from the displeyMName and Lelephoneumber
Active Ciractory attnbutes and then send thosa walues as two diferent outgeing caima. This e may alo
e wsed bo send all of the user's group membarships. Fyou want to only send indradual group

memberships, use the Send Group Membership 25 a Caim ke template.

Previous Nesdt = Cenesl

10. Enter a name for Claim Rule (LDAP Claims - can be anything). Select Active Directory as Attribute Store. Add the
Mapping of LDAP Attributes to outgoing claim types. The outgoing claim type must match the names as specified in
FileCloud SSO Settings Ul Page (screenshot below follows the FileCloud SSO Settings as documented above). Outgoing

claim type of "uid" and "mail" is absolutely required. SAM Account Name in the screenshot below can be replaced

with UPN if desired. Click Finish to add the rule.
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Configure Rule
Steps “fou can configure this nule to send the values of LDAP atinbutes as claims. Select an altnbute som from
@ Choose Rule Type which fo extract LDAP sttribates, Specty how the atiributes wil map to the culgoing claim types that will b

issiesd Trom the s,
@ Configurs Claim Fule
(Claim nule name:

[LOAP Claims
Rule template: Send LDAP Atributes as Claims

Attribute store:
| Active Directony
Mapping of LDAP sitibutes ba oubgaing claim types:

ﬁ”ﬁﬂﬁﬂ:ﬁdﬁdmh‘pﬂln Outgoing Jam Type (Sebact or type to add more)

SAN-Account-Name

E-Mal-Addresses
Given-Name
Sumame

11. Once Configured, you should have two issuance transform rules. (Screenshot below shows only one rule.
However, you will have 2 rules (Name ID Transform and LDAP Claims if followed the steps above). Click Apply and Exit.
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lssuance Transform Rules | lssuance Authorization Rules | Delegation Autherization Rules |

The following transfom nules specify the claims that will be sent to the relying party.

COrder  Rule Name lssued Claims
1 Mame |D Trensform Mame |D
LDAP Claims uid mail givenMame sn

| Edit Rule | | Remove Ruls

This completes the ADFS configuration and the FileCloud is added as a Relying Party Trust in ADFS server. You can now
test the SSO from FileCloud by going to the FileCloud login page and clicking the Single Sign On link as mentioned in
Step 3 of this documentation.

Troubleshooting

Please check the troubleshooting section from SAML Single Sign-On Support (under SSO Configuration Steps, Step 8) .

NTLM Single Sign-On Support
FileCloud supports NTLM for User Login through SSO.
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Prerequisites

For NTLM SSO to work, the FileCloud Server must be connected to the AD domain.

Web Server Settings

1. Ensure thefile "mod_authn_ntlm.so" exists in the c:\xampp\apache\modules folder
2. Edit the Webserver configuration file at c:\xampp\apache\conf\httpd.conf and add the following section.

®

<Location /auth >
#AllowOverride None
AuthName "Private location"
AuthType SSPI
NTLMAuth On
NTLMAuthoritative On
<RequireAll>
<RequireAny>
Require valid-user
#require sspi-user EMEA\group_name
</RequireAny>
<RequireNone>
Require user "ANONYMOUS LOGON"
Require user "NT-AUTORITAT\ANONYMOUS-ANMELDUNG"
</RequireNone>
</RequireAll>
# use this to add the authenticated username to you header
# so any backend system can fetch the current user
# rewrite_module needs to be loaded then
RewriteEngine On
RewriteCond %{LA-U:REMOTE_USER} (.4)
RewriteRule . - [E=RU:%]1]
RequestHeader set X_ISRW_PROXY_AUTH_USER %{RU}e
</Location>

3. Ensure the module is loaded by ensuring the following line is enabled and not disabled.
() LoadModule auth_ntlm_module modules/mod_authn_ntlm.so
4. Ensure you have the "auth" folder available at WWWROOT

Restart Webserver

6. Inyour browser open http://<HOSTNAME>/auth URL, it will automatically login if everything works correctly.
Make sure in your browser SSO has been enabled for the site.

o

Browser Settings to Enable Domain User SSO Login
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For Internet Explorer and Google Chrome

1. Add the site URL to trusted site
2. Inthe settings for trusted sites, enable User login to be sent, see screenshot below

Security Settings - Trusted Sites Zone

Settings

(7)) Disable Y
(@) Enable
= | Enable XS5 filter
(@ Disable
(") Enable
=} | Scripting of Java applets
() Disable
(@) Enable
[::l Prompt
3:3_" User Authentication
3_3_" Logon
() Anonymous logon
() Automatic logon only in Intranet zone
(@ Automatic logon with current user name and password
{_J Prompt for user name and password

< >

*Takes effect after you restart your computer

Reset custom settings
Resettor | Medium (default) v Reset...

Ok Cancel

LDAP Based Authentication

In this mechanism, a user account is authenticated against an external LDAP server.

Accounts with this type of authentication are also known as external accounts.

© By default, LDAP communications between client and server applications are not encrypted.
« This means that it could be possible to use a network monitoring device or software to view the
communications traveling between LDAP client and server computers.
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« This is especially problematic when an LDAP simple bind is used because credentials (username and
password) are passed over the network unencrypted. This could quickly lead to the compromise of
credentials.

Therefore, it is recommended that you enable Lightweight Directory Access Protocol (LDAP) over Secure
Sockets Layer (SSL) or Transport Layer Security (TLS).
+ SSL and TLS are also known as LDAPS
+ Some applications authenticate with Active Directory Domain Services (AD DS) through simple BIND. If
simple BIND is necessary, using SSL/TLS to encrypt the authentication session is strongly
recommended.
+ Use of proxy binding or password change over LDAP requires LDAPS. (e.g. Bind to an AD LDS Instance
Through a Proxy Object )
+ Some applications that integrate with LDAP servers (such as Active Directory or Active Directory
Domain Controllers) require encrypted communications.

Prerequisites

1. The LDAP service must be accessible from FileCloud (IP and Port must be accessible).

2. LDAP must support Simple Authentication Method (Anonymous or Name/Password Authentication Mechanism
of Simple Bind).

LDAP users must have an email attribute.

4. The FileCloud version must be 4.0 or higher.

w

® « If LDAP Authentication is enabled, then Automatic User creation cannot be enabled (i.e, All user
creation should be done in LDAP server)

+ The LDAP user will count towards FileCloud License only after the user account logs into FileCloud

Enable LDAP Authentication

Log into the FileCloud Admin Portal.

In the left navigation panel, click .

In the right panel, from the list of tabs, click .
Under ,in select

In LDAP Settings, enter the required information, and then click

A o

Show me the screen ...
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& Groups L Mar‘lage Settlngs
& Admins
MAMAGE Server Storage Authentication Admin Ciatzbaze Emnail Endpoint Backup Licenze
E  Team Folders
Authentication Settings
& Metwork Folders
¥ User Shares Authentication Typs LD&F v
@, Folder Permissions Specify the Authentication Type
DEVICES
O Devices DERALLT Active Directory LDAP
MISC .
LDAP Settings
*  Audit
A A|E-|-t59 Check LDAP Test LCWAP Test
@ User Locks
LOWP Host
L Workflows
mt ‘ Specify the LDAP Host Mame
= Reports
LDAP Fort
() Federated Search
Specify the LDAP Port Mumber
0 Metadaia
SETTINGS _DAR Account MNams
T Setfings Specify a valid account to use to queny LDAP server
CUSTOMIZATION
Eal Customization LDAF Account
o Pazzword
SYSTEM Specify account password to use to query LDAP server
v Checks
LDAR User DM
# Upgrade Templats
Specify the LDAP User DM Template

Read a description of the LDAP Settings

Once you have selected LDAP as your method of authentication, you must provide some additional information.
Table 1 explains the required fields.

Table 1. LDAP Required Settings

SETTING REQUIRED? DESCRIPTION Example

LDAP Host REQUIRED The hostname or IP address where the LDAP mycompany .com
server is running
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SETTING

LDAP Port

LDAP Account
Name

LDAP Account
Password

LDAP User DN
Template

LDAP Search DN

LDAP User Filter
Template

Mail Attribute

REQUIRED?

REQUIRED

REQUIRED

REQUIRED

REQUIRED

REQUIRED

REQUIRED

REQUIRED

FileCloud Server Version 23.232 Site Setup

DESCRIPTION

The port to be used to connect to LDAP server
(typically 389)

Avalid LDAP login account required to
perform queries

Password for the LDAP Account Name

The LDAP Distinguished Name(DN) template.
Every entry in the directory has a DN that
uniquely identifies an entry in the directory.

This is usually a combination of CN, OU, DC.
Refer to your specific LDAP settings to
uniquely identify a user.

To use multiple OUs, set this equal
to AUSE_USER_FULL_DNA

The search DN (Specifies the set of resources
to search for an user).

If there is an ou encompassing all users, then
the search DN would be pointing to that DN.

The filter to be used to identify a user entry
record from results.

In the FileCloud environment, every user
requires an email ID.

Specify the attribute name used in the LDAP's
user record to refer to the email ID.

NOTE: For using with Zimbra, please use the following strings

User DN Template:

User Authentication Settings

Example

389

<username>

<password>

Use the token "NAME” in
place of user name:

cn="NAME” ,ou=someor
g,dc=company,dc=com

Multiple OU mode:
AUSE_USER_FULL_DNA?

If all users are under the
employees ou, then the
search DN would be:

ou=employees,dc=com
pany,dc=com

If the object class is
inetOrgPerson, then you
would use:

(&(objectClass=1inet
OrgPerson)
(cn=ANAME?))

username_email_ID
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uid=ANAME* ,ou=someou,dc=company,dc=com

LDAP Search DN
ou=someou,dc=company,dc=com

LDAP User Filter Template:
(&(objectClass=zimbraAccount) (uid=~NAME*))

NOTE: For using with JumpCloud, please use the following strings

User DN Template:
uid=ANAME”,ou=Users,0=XXXXXXXXXXXXXxxxxxb42f7988db,dc=jumpcloud,dc=com

LDAP Search DN
ou=uSers, 0=XXXXXXXXXXXXXxxxxb42f7988db,dc=jumpcloud,dc=com

LDAP User Filter Template:
(&(objectClass=1inetOrgPerson) (uid="NAME"))
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£+ Manage Settings

Server Srorage Authentication Admin Datzbass Email Endpoint Backup Licenze Policies S50 Content Szarch Web Edit Team Folders Misc

Authentication Seftings

‘D Rezzt to defauls
Authentication Type LDAP ~

Specify ¢ henticat e
Specify the Authentication Type

You have unsaved changes.

DEFALULT Active Directory LDAP
LDAP Settings
Chack LDAP Test LDAP Test
LOAZ Host abc.company.com

Specify the LDAP Host Mame

LD&P Port 389

Specify the LDAP Port Number

LDAP Account Mame usemame

Specify a valid account to use to query LDAP server

LDAP Account
Password
Spedify acoount password to use to query LDAP server
LDAR User DN cn=usemame,cu=Company-Users dc=company,dc=com
Termplats
Specify the LDAP Usar DN Template
LDAR Search DN ou=Company-Users, dc=company,dc=com

Specify the LDAP Search DN

LDAP User Filter

Templats
Specify the LDAP User Filter Templats
Mail Attributs mail
Specify the LDAP Mail attributs
Use LDAP with TLS

If you are using an LDAP connection with TLS, then you must configure the LDAP fields using the following
information:

SETTING REQUIRED DESCRIPTION TLS Example
?
LDAP Host REQUIRED  The hostname or IP address where the LDAP ldaps://
server is running <your_server_hostname>
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SETTING REQUIRED DESCRIPTION TLS Example
?

LDAP Port REQUIRED = The portto be used to connect to LDAP server ~ 389
(typically 389)

LDAP Account ~ REQUIRED  Avalid LDAP login account required to
Name perform queries

LDAP Account REQUIRED = Password for the LDAP Account Name

Password
LDAP User DN REQUIRED  The LDAP Distinguished Name(DN) template. cn= ,ou= ,dc=
Template Every entry in the directory has a DN that ,dc=com

uniquely identifies an entry in the directory.
Multiple OU mode:

This is usually a combination of CN, OU , DC. AUSE USER FULL DNA

Refer to your specific LDAP settings to
uniquely identify a user.

Use the token ANAME” in place of
user name

Example:
cn="NAME",ou=someorg,dc=company,dc=co
m

To use multiple OUs, set this equal
to "USE_USER_FULL_DNA*

LDAP Search REQUIRED  The search DN (Specifies the set of resources ou=
DN to search for an user). ,dc= dc=

If there is an ou encompassing all users, then
the search DN would be pointing to that DN.

For example, if all users are under the
ou, then the search DN would be

LDAP User REQUIRED = Thefilter to be used to identify a user entry (&(objectClass= )
Filter record from results. (cn= )
Template

For example, if the object class is
inetOrgPerson, then you would use:

(&(objectClass=1inetOrgPerson)
(cn=ANAME"))
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SETTING REQUIRED DESCRIPTION TLS Example
?

Mail Attribute REQUIRED  Inthe FileCloud environment, every user
requires an email ID.

Specify the attribute name used in the LDAP's
user record to refer to the email ID.
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Server Storage Authentication Admin Database Email

Authentication Settings

Authentication Type

DEFAULT

LDAP Settings

Check LDAP Test

LOAP Host

LDAP Port

LDAP Account Mame

LDAP Account
Password

LDAP User DN
Template

LDAP Search DN

LDAP User Filter
Template

bail Attribute

LDAP

Specify the Authentication Type

Active Directory LDAP

LDAP Test

Idaps:// abc.comparry.com

Specify the LDAP Host Mame

389

Specify the LDAP Port Mumber

usemame

Specify a valid account to use to query LDAP server

Specify account password to use to query LDAP server

cn=usemame,cu=Company-Users, dc=company,dc=com

Specify the LDAP User DM Template

ou=Company-Users,dc=company,dc=com

Specify the LDAP Search DN

(& (objectClass=inetOrgPerson)(cn=*MNAME™])

Specify the LDAP User Filter Template

mail

Specify the LDAP Mail attribute

Endpoint Backup
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Authenticate to Multiple LDAP Servers

Authenticate to Multiple LDAP servers

() Theability for a single installation of FileCloud to authenticate against multiple LDAP servers is available in
FileCloud Server version 18.2 and later.

You can use an LDAP directory server as a general-purpose data store in a wide variety of applications.

+ Asadirectory server (more technically referred to as a Directory Server Agent, a Directory System Agent, or a
DSA) LDAP is a type of network database that stores information represented as trees of entries

« An LDAP server database is different from a relational database, which uses tables comprised of rows and
columns

+ LDAP is designed to provide extremely fast read/query performance for a large scale of dataset

« Typically you want to store only a small piece of information for each entry

« The add/delete/update performance for LDAP is relatively slower compared with read/query because the
assumption is that you don’t want to update the data too often

Isn't LDAP a Protocol?

Strictly speaking, LDAP is a protocol - the Lightweight Directory Access Protocol. It is not a database or even a
directory.

+ LDAP, the Lightweight Directory Access Protocol, is a well-supported standards-based mechanism for
interacting with directory servers

+ It’s often used for authentication and storing information about users, groups, and applications

+ As a global directory service, LDAP was expected to hold hundreds of millions of entries and be managed by
thousands of different organizations

« LDAP stores information in a tree structure known as the Directory Information Tree (DIT). The nodes in the
tree are directory entries, and each entry contains information in attribute-value form

+ An LDAP server is effectively a service model based on many cooperating servers known as DSAs (Directory
System Agents)

+ Queries are expected to outnumber updates by a very large factor

For more information on using an LDAP infrastructure, on the LDAP Web site, Learn about LDAP.

Enable multiple LDAP server authentication
To enable multiple LDAP server authentication, you have to configure settings in the following places:

« ldapconfig.php file
+ Admin Dashboard

User Authentication Settings 317


https://ldap.com/learn-about-ldap/

FileCloud Server Version 23.232 Site Setup

1. Open abrowser and login to the .
2. Onthe , from the left navigation panel, click
3. Onthe screen, click .
4. Toenable the LDAP Settings, under , change the Authentication Type to
5. Selectthe sub-tab, type in the required information, and then click
6. Create afile called ldapconfig.php in one of the following locations, depending on your OS:
Windows Location
c:\xampp\htdocs\config\ldapconfig.php
Linux Location
/var /www/htdocs/config/ldapconfig.php
7. Add the information for the other LDAP servers using the following example. /. Do not add the same LDAP

server detail that was already configured in Admin Dashboard.

<?php

/*

* Copyright(c) 2014 CodeLathe LLC. All rights Reserved.
* This file is part of FileCloud http://www.filecloud.com

*/

// ... Multi-AD Server Support, set to 1 to enable additional AD servers
define("TONIDOCLOUD_MULTI_LDAP_ENABLE", 1);

// SITE 1
define("TONIDOCLOUD_LDAP_HOST_1", "ldap.mycompany.com" ); // < LDAP Server Host
define("TONIDOCLOUD_LDAP_PORT_1",389); // < LDAP Server port
define("TONIDOCLOUD_LDAP_ACCOUNTNAME_1", "cn=admin,dc=mycompany,dc=com"); // < Account
name for Admin Operations

define("TONIDOCLOUD_LDAP_ACCOUNTPASSWORD_1", "3lkjASdf9802"); // < Account Password for Admin
Operations

define("TONIDOCLOUD_LDAP_USERDNTEMPLATE_1", "cn=ANAME?,ou=MyCompnay-
Support,dc=mycompany,dc=com"); // < USer DN template

define("TONIDOCLOUD_LDAP_SEARCHDN_1", "ou=MyCompany-Support,dc=mycompany,dc=com"); // <
USer DN template

define("TONIDOCLOUD_LDAP_USERFILTERTEMPLATE_1", "(&(objectClass=inetOrgPerson)
(cn=ANAMEA))"); // < USer DN template

define("TONIDOCLOUD_LDAP_MAILATTRIBUTE_1", "mail"); // < Mail Attribute

7>

Now additional users from these domains can also login into FileCloud.

Oracle Identity Manager LDAP integration with FileCloud
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() Oracle Identity Manager

Oracle Identity Management enables system administrators to integrate multiple Active Directories and
control them from one location. To ensure a smooth configuration please ensure to follow the below notes:
-The server which is hosting FileCloud is able to communicate to the server which is hosting OIM.

-You have access to the Admin user and are able to access WebLogic Admin server.

- Both server's Firewall accept the incoming connection.

Integrating OIM's LDAP to FileCloud

To successfully integrate OIM's LDAP with FileCloud ensure that FileCloud is able to pull the corresponding attributes
such as Name, Email, password and other. To verify this settings please review your connection settings under
Oracles WebLogic Admin server > Domain Structure> Services> Security Realms >"myrealm" > Providers. Within the
Providers select the Provider you will be using to connect to FileCloud via LDAP.

@ Settings formyresim -+ X | @ SOA-Oracle Enterprise | X | @ Welcome to the Oracle S % | @ Identity Self Service

& C @ localhost:7001/consale/console.portal?_nfpb=trued_pagelabel=RealmprovidersTabPage&handle=com.bea.console.handles.SecurityMBeanHandle%28" Security%3AName%3Dmyr...

ORACLE WebLogic Server® Adninisaion Consae B o

Welcome, weblogic | Connected to: base_domain

X | @ Identity System Admini=. X | @ Oracle Bl Publisher:Hor x | +

Change Center @ Home Log Out Preferences (2] Record Help Q

Eom = = = e 2 = re: 2
el et [ Home Summary of Servers =Summary of Sacurity Realms >myrealm »Summary of Security Realms >myreaim = Providers ]

Configuration editing is enabled. Future Settings for myrealm
changes will automatically be activated as you

modify, add or delete items in this domain. Configuration | Users and Groups | Roles and Policies | Cradential Mappings Migration

Domain Structure Authentication | Password Validation | Autherization | Adjudication

Role Mapping | Auditing | Credential Mapping | Certification Path | Keystores
base_domain

! N An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in a

eployments security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a Realm Adapter Authentication provider that allows you

to wiork vith users and groups from previous releases of WebLogic Server.

- Interoperabiity

[ Diagnostics [ Customize this table
Authentication Providers

New | | Delete Reorder Showing 1to 4 0f 4 Previous | Next

MName Description Version
DefaultAuthenticator ‘WebLogic Authentication Provider L0
How do I... =
OIMAuthenticationProvider Provider that performs authentication through the Oracle Identity Manager relational database 1.0
» Configure Authentication and Identity DefaultldentityAsserter WebLogic Identity Assertion provider 10
Assertion providers
« Configure the Password Validation provider [ | ADAuthenticationProvider Provider that performs LDAP authentication) L0
« Manage security providers New | [Delste | || Reordar Showing 1to 4 of 4 Previous | Next
= Setthe JAAS control flag

« Re-order Authentication providers

System Status =]
Health of Running Servers

[ Fald)
[ Critical (0)
[ Overloaded (0)
[ warning (0)
I Ok (4)
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Click on the Authentication provider to access its corresponding settings and Navigate to provider specific. In order for
FileCloud LDAP to be able to pull all the need attributes add the following ObjectClass string under All User Filter.
(&(objectClass=user)(cn="NAME"))

Once done you will need to fill out all other required fields based on your Active Directory configuration.

—I:I-

@ AuthenticstorBook - be= X | (@ SOA-Oracle Enterpriss | % | (@ Welcome tothe Oracle X | @ Identity Self Service % | @ Identity System Adminic' X | @ Oracle Bl Publisher: Horn X | +

& (&) @ localhost:7001/console/console.portal?_nfpb=true8_pagelabel=AuthenticatorConfigProviderSpecificTabPage8thandle=com.bea.console.handles.SecurityMBeanHandle%28"S... o+ ¥ H
ORACLE Weblogic Server® Adminiraton Conecle B 000 o
Change Center @ Home Log Out Preferences [2] Record Help Q Welcome, wehlugi:|CurmectEd to: base_domain
T T Home =Summary of Servers >Summary of Security Realms >myrealm > Summary of Security Realms > myrealm > Providers >ADAuthenticationProvider
Configuration editing is enabled. Future Settings for ADAuthenticationProvider
changes will autematically be activated as you
modify, add or delete items in this domain. Configuration | Performance

Domain Structure Common | Provider Specific ||
—

base_domain

N Save
~Environment —_

Use this page to define the provider specific configuration for this Active Directory Authentication provider.

Connection
[ -Diagnostics
45 Host: 100723 The host name or IP address of the LDAP server. More Info...
45 Port: 389 The port number on which the LDAP server is listening. More Info...
4] Principal: CN=admin.DC=filecloudsery The Distinguished Name (DN) of the LDAP user that WebLogic Server should use to
: connect to the LDAP server. More Info...
How do L.. B
Credential: The credential (usually a passward) used to connect to the LDAP server. More
+ Configure Authentication and Identity Info...
Assertion providers
Confirm Credential e
» Manage security providers
e = 4] S5LEnabled Specifies whether the SSL protacol should be used when connecting to the LDAP
server. More Info...
Health of Running Servers Seers
Failed {0
aied (0) 5] User Base DN: de=filecloudserver de=us The base distinguished name (DN) of the tree in the LDAP directory that contains
Critical (0) users. More Info...
Qverloaded {0)
Warning (0) 45 All Users Filter: (&(objectClass=user)(cn="N, If the attribute (user object class) is not specifid (that is, i the attribute i null or
. o () empty), a default search filter is created based on the user schema. More Info...
45 User From Name Filter: If the attribute (user name attribute and user object class) is not specified (that is, if
the attribute is null or empty), a default search filter is created based on the user
schema.  More Info...
45 User Search Scope: sublres ¥ Specifies how deep in the LDAP directory tree the LDAP Authentication provider
should search for users. More Info...
4] User Name Attribute: en The attribute of an LDAP user object that specifies the name of the user. More
4] User Object Class: user The LDAP object class that stores users. More Info...
45 Use Retrieved User Name as Principal Specifies whether or not the user name retrieved from the LDAP server should be
used as the Principal in the Subject. More Info...
Groups

Once you have added the needed ObjectClass attribute on WebLogic Server realm provider's configuration, You will
need to access FileCloud's Admin portal.

Within FileCloud's Admin portal go to Settings> Authentication and select LDAP from the Authentication type drop-
down. To successfully configure LDAP

please reference to the following LINK. To ensure a successful connection under LDAP user filter template ensure to add
the following:

(&(objectClass=user)(cn="NAME"))
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HOME
# Dashboard
USERS/ GROUPS

& Users
5 Groups
2 Admins
MAMAGE

&= Team Folders

= Metwork Folders
P User Shares

&, Folder Permissicns
DEVICES
| Devices

GOVERNANCE

Ml Dashboard

& Retention
MISC.

A Audit

a3 Alert=®

& User Locks

L Workflows

= Reporis

() Federated Search

Y Metadata
SETTINGS
{3 Settings

CUSTOMIZATION

Za| Customization
SYSTEM

»" Checks

# Upgrade

£ Manage Settings
Server Storage Authentication Admin Database Email Endpoint Backup License
Authentication Settings
Authentication Type LDAP hd
Spedify the Authentication Type
DEFAULT Active Directony LDAP
LDAPF Settings
Check LDAP Test
LDAP Host Idapy10.0.7.23
Specify the LDAP Host Name
LDAP Port 389

LOWP Account Mame

LDAP Account
Passward

LDAP User DN
Template

LDAP Search DM

LDAP User Filker
Template

Mail Attrioute

Spedfy the LDAP Port Mumber

admin

Specify a valid account to use to query LDAP server

Spedfy account password to use to query LDAP server

CH="NAME" OU=filecloud-users DC=filecloudserver, DC=us

Specify the LDAP User DN Template

OU=filecloud-users, DC =filecloudserver, DC=us

Spedfy the LDAP Search DN

(&fobjectClass=user)(cn="NAME"])

Spedify the LDAP User Filter Template

mail

Spedfy the LDAP Mail attribute
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Upon adding all the needed information you can verify your connectivity to OIM's LDAP by clicking on "LDAP TEST" and
Click on Validate LDAP Settings.

° @ e/ 127001 i s mdec s - ¢ @ Fiecious

SUCCESS

If you obtain a successful confirmation message proceed on verifying if FileCloud is able to login and obtain the email ID
as seen on the screenshots below. Upon completion without any errors
FileCloud has been successfully integrated with OIM'S LDAP connection.
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Desktop Apps Code-Based Authentication

Code-based device authentication is set by policy. It requires users to request approval to log in to a desktop app or
mobile app. When the request is approved, a code is created which the user must enter into the app to log in. Requests
are approved in the user portal, but additional admin approvals may also be required.

Enabling code-based device authentication
Enable Code based device authentication
To enable code-based device authentication:

1. Inthe admin portal, go to Settings > Policies.
2. Onthe Manage Setting screen, select the Policies tab.
3. Open a policy for edit.
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4. Inthe User Policy tab, set Enable code based device authentication to YES.
Policy Settings - Global Default Policy (]

Note: Some policy settings will not be applicable for Guest and External users.

Create accounts automatically when share invitations are sent to new users. e

Enable code based device authentication /

YES hd
Enable code based device authentication
Require Admin Approval for Device Authentication

NO A
Require admin approval for code based device authentication
Enforce Session Timeout for Devices

NO hd

Device timeout is enforced. Users must log in again after session expires.

Now, when a user logs in to a client app, an approval request appears in in the user portal. The user must
approve the request to receive a code that is entered into the client app to successfully log in.
How users log in with device authentication, below, shows how this process works.

How users log in with device authentication
How users log in with device authentication to desktop apps

Once code based authentication is enabled, the user can follow these steps to log in via a desktop app.
The following example uses the Sync application, but the procedure is the same for all of the desktop applications
and the mobile apps.
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In the login screen, the user selects Device Authentication Code and then clicks Log in.

ﬁ Sync for FileCloud - X
2 3 Z 5
CLouD NETWORK BACKUP FINISH
STORAGE FOLDERS FOLDERS
Login
Please enter your credentials. When you sign in to your account,
your FileCloud Sync settings will automatically be configured.
LoginMethod | password 50
Server URL I
Account Jess
Proxy Settings
The following dialog box opens.
Enter Device Code [ x ]
User needs to approve and submit device code:
Enter Code
Open Website
Submit
2. To get the device authorization code:
a. Theuserlogs in to the user portal, then clicks the arrow next to username and chooses Settings..
b. Inthe Settings screen, the user click the Devices tab.
325



FileCloud Server Version 23.232 Site Setup

c. The user clicks the check next to Needs Approval.

Device Name

£ Cloud Sync (DESKTOP-N71N3EH)
< MS Outlook (DESKTOP-N71N3EH)

© FileCloud Drive (DESKTOP-N71N3EH) App

General Devices
——
Device Details Last Login
0S: Windows 8 6.2 (Build 9200), November 19th 2020
App: 20.2.0.4954 11:29AM

0S: Windows Microsoft Windows NT 10.018363.0, October 8th 2020
App:15.1.2.3 2:08PM

0S: Windows 8 6.2 (Build 9200), October 8th 2020
:20.2.0.4723 1:46PM

Device Status Actions

Needs Approval + X

Approved

Approved

x

Device Authorization Code:

Please enter the above authorization code in your device to login.

Adialog box pops up with the Device Authorization Code:

2CWDHJ

Close

3. The user copies the Device Authorization Code and pastes it into the Enter Device Code dialog box, then

clicks Submit to login.

Enter Device Code

Enter Code | 2CWDHJ

User needs to approve and submit device code:

Open Website
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Requiring admin approval as well as user approval for devices

Requiring admin approval to log in with client devices

The Enable code based device authentication setting lets users log in to desktop apps using a device
authorization code without admin approval. You can also can configure FileCloud to require logins to desktop apps

to be approved by admins before being approved by users.
To require admin approval for device authentication:

1. Inthe admin portal, go to Settings > Policies.

2. Onthe Manage Setting screen, select the Policies tab.
3. Open a policy for edit.
4

. Inthe User Policy tab, set Enable code based device authentication to YES.
The Require Admin Approval for Device Authentication setting becomes enabled.

5. Set Require Admin Approval for Device Authentication to YES.
Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and External users

Lredie dtcourns duiomidgucany Winer Snare mvitda iions Jre Sent o niew Users.
Enable code based device authentication

YES hd
enable code based device authentication
Require Admin Approval for Device Authentication

YES hd
Require admin approval for code based device authentication
Enforce Session Timeout for Devices

NO hd

Device timeout is enforced. Users must log in again after session expires.

To approve a client device that has been sent to you for admin approval

1. Go to Device Management in the admin portal to view the listing for the device approval.
The device is listed with Status showing Needs Admin Approval and Access set to Blocked.

[.] Manage Devices

Filter Access Filter : All

Health  Type User name Device Name Device Details

App version: 23.232.0.8639
08: windows 11 - 10.0 (Build
22621)

= Jjenniferp Cloud Sync

Last Access Status Access Action Logs

11:44 AM from 127.0.0.1

i _ E]
cked v
e Blocked
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In the Access column, change Blocked to Allowed.

Now the Status column shows Needs User Approval, and the user must approve the client device (as shown
above in How users log in with device authentication) and get an authorization code before login can
occur.

Manage Devices

Filter

Access Filter : All

Health Type User name Device Name Device Detail: Last Access Status Access Action Logs
o 2 jenniferp cloud sync OS:indos 11100 e Today 3t 11:50 AM from 127001 Needs User Approva
Enabling Basic Authentication
FileCloud supports enabling basic authentication for users through a policy setting.
To enable basic authentication:
1. Add the setting for basic configuration to cloudconfig.php:
a. Open cloudconfig.php.
+ Windows Location : C:\xampp\htdocs\config\cloudconfig.php
« Linux Location : /var/www/html/config/cloudconfig.php
b. Add the following and save:
define("TONIDOCLOUD_ENABLE_BASIC_AUTHENTICATION",1);
2. Inthe Admin portal, navigate to Settings > Policies.
3. Open an existing policy for edit, or create a new policy and open it for edit.
4. Scroll to the bottom of the policy's General tab.
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5. Set Enable Basic Authentication to Enable.

Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and Limited users,

T Ty T T T T e

Automatically Delete 0
Files from Recycle Bin
After Set Mumber of
Days

MNumber of days once deleted files will be cleared. Value of 0 indicates that
deleted files will not be cleared automatically.

Files Greater than the specified size are permanently deleted.

Do Mot Store Deleted
Files Greater Than

~

Enable Basic ‘ Enable ~
Authentication

Allow to authenticate to APl endpeoints using Basic Authentication

-

6. Click Save.
7. To enable specific users to use basic authentication, assign the policy to them.
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Share Settings

() TheAttach Share Password by Default for Public Shares setting is available beginning in FileCloud 20.1.

File sharing allows users to provide public or private access to files stored in FileCloud Server with various levels of
access privileges.

To control how users share files and folders in ways that are appropriate for your organization, administrators configure
share settings.

+ Configure Sharing Defaults
« Setthe Global Share Mode
+ Specify Sharing Expiration
« Secure Shares
« User Account Search Mode
« User Account-Type Search Mode

Configure Sharing Defaults

& Inthe User Portal, a user can click on the root folder, My Files, and select Share. This is a security threat and
should not be allowed.
In FileCloud Server version 19.1 and later:
« inthe User Portal, when a user clicks on the root folder, My Files, they no longer have the Sharing
option.

When a user wants to share a file or folder, administrators can decide which options should be automatically selected.

These settings are really just a recommendation and can be changed by the user, unless you disable the ability to
change the defaults.

Default Share Type

Setting this option tells FileCloud Server what type of share to automatically select when a user shares a file or
folder.

+ Applicable only when is setto
+ This type can be changed by the user unless is set.
Public Share Allows users to share with anyone who has the link to the share.

« Does not require the user you want to share with to have a
FileCloud account.

+ Share afile with everyone with or without restrictions.

« Share afile with everyone and require a password.
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Private Share Allows users to share with anyone who has the link and can log in
to a FileCloud account.

+ Does require the user you want to share with to have a
FileCloud account.

« Requires an invitation to be sent to someone to create a
FileCloud account if they don't already have one.

+ Share afile with all FileCloud users with or without
restrictions.

« Share a file with specific FileCloud users with or without
restrictions.

Password Protected Share Forces users to create a password when sharing a file or folder.

+ Recipients of the share are given the password when they
receive the link to the share.
« The share can be public or private.

Open a browser and log in to the Admin Portal.

From the left navigation pane, under Settings, select Settings.

Select the Misc. tab, and then the Share sub-tab.

Under Sharing Settings, in Default Share Type, select the option you want to use.

= PP

£+ Manage Settings

Server Storage Authentication Admin Database Email Endpoint Backup

General User Password Motifications Share Preview Support Services

DUO Security Privacy

Sharing Settings

Default Share Type Public Share
Private Share
Password Protected Share

5. Click Save.

> Set Expiration Days Default

Administrators can allow users to share files and folders for as long as they exist, or you can set a suggested number
of days that a share remains active by default.
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+ Using a value of 0 means that unless changed by a user, shares do not expire.
+ This setting can be changed by the user unless Disallow Default Share Settings Change is set in the
Settings > Misc > Share tab.

Default share expiration days can be set for specific Users in a policy.
To set the Share Expiry default in a policy:

1. Open a browser and log in to the Admin Portal.

2. From the left navigation pane, click Settings, and then click the Policies tab.

3. Across from the policy that you want to edit, click the edit icon.

4. Inthe General tab, scroll down and change the value of the Default Share Expiry in Days setting.

Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and External users.
S
General 2FA User Policy Client Application Palicy Device Configuration Notifications
Share mode
Allow All Shares hd
&Share Mode
Default Share Expiry in Days
0
Number of days shares remain active. Value 0 implies the shares do not expire.
-
nafault kMaxy Mumher nf NDownlnads allnwed

5. Click Save.
The value is only changed for users who are using this policy.

Default Max Share Upload Size

Administrators can allow users to upload files into a shared folder no matter how big it is, or you can set a suggested
size limit.

+ You can set a maximum size limit in any of the following units: B, KB, MB,
+ Using a value of 0 means that users can upload files into a shared folder no matter how big it is.
+ This setting can be changed by the user in the shared folder settings.
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Li

1. Open abrowser and log in to the Admin Portal.
2. From the left navigation pane, under Settings, select Settings.
3. Select the Misc. tab, and then the Share sub-tab.
4. Under Sharing Settings, in Default Max Share Upload Size, select the Units, and then type in the file size
limit you want to use.
¥ Manage Settings
Server Storage Authentication Admin Database Email Endpoint Backup
General User Password Notifications Share Preview Support Services
DUO Security Privacy
Sharing Settings
Default Share Type Public Share N
Set the default share type when share is created. (Applicable only when
Global Share Mode is set to Allow All Shares)
Default Share Expiry in 0
Days
Number of days shares remain active. Value 0 implies the shares do not
expire.
Default Max Share 0 MB
Upload Size
GB r a shared felder. Can be overriden in folder share
ts that there is no limit.
MB
. KB
Disallow Default Share |
Settings Ch B
ethings Lhange brr s e 1JING default share settings

5. Click Save.

Disable Sharing to Groups for Private Share

You can check Disable sharing to groups for Private shares to hide the Group option when users share a file or folder.
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To disable users from sharing to groups:

1. Open abrowser and log in to the Admin Portal.
2. From the left navigation pane, under Settings, click Settings.
3. Select the Misc. tab, and then the Share sub-tab.

4. Under Sharing Settings, check Disable sharing to groups for Private Share.

Third Party Integrations

General User

Sharing Settings

Default Share Type

Default Share Expiry in
Days

Default Max Share
Upload Size

ServerlLink Misc

Password Motifications Share

Public Share

Preview

DUQ Security

Support Services Directory Scraper

Privacy

SMS Security

v

Set the default share type when share is created. (Applicable only when Global

Share Mode is set to Allow All Shares)

0

Mumber of days shares remain active. Value 0 implies the shares do not expire.

o~

MB

Default upload size limit for a shared folder. Can be overriden in folder share
settings. Value of 0 indicates that there is no limit.

Disable sharing to
groups for Private
Share

[

Disable ability to share to groups for Private Shares
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5. Click Save.
Now when the user shares a file or folder, the Manage Share window
does not display the Group tab.

Share link for file Preliminary.dwg [}
Share Link
https:// Jurlfmfxyjtrygumérhnt hModify Link n E n E
Shared File
Share Name: Preliminary.dwg Change
Expires: Never Expires Change
Send Email Motifications: Yes

Allow anyone with link
Allow anyone with link and a password

e Allow selected users or groups

- [
Sharing Permissions:
8¢ Invite Users [

~ - n
User @ & & ': L= ]
View Dawnload upload Share syne Dedete Manags
No entries

Disallow/Allow Default Share Settings Change

The Share link dialog box appears with settings that the user can modify:
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Share link for file Feature List.xlsx (]

Share Link
http://127.0.0.7/url/mrn2h2jpuxcg3qtg n E
Shared File

fienniferp/Feature List.xlsx

Share Options Share History

Share Name: RJsOXjdVpBIMMDW!1
Expires: Never Expireg Change |

Max number of downloads Mo Restrictions

Send Email Notifications: Yes

Sharing Permissions: ® Allow anyone with link

Allow View + Download W
This share is Public
Anyone with a link Allow anyone with link and a password
can view.
o Allow selected users or groups

Allow Anyone with Secure Web Viewer link and a password

However, you can prevent users from changing these settings.

To require users to share files and folders with the default settings you have configured:
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1. Goto Settings > Misc > Share and check the Disallow Default Share Settings Change option:
Sharing Settings

Default Share Type Public Share

Set the default share type when share is created. (Applicable o
Share Mode is set to Allow All Shares)

Default Share Expiry in 0
Days
MNumber of days shares remain active. Value 0 implies the sharg

Default Max Share m 0

Upload Size
Default upload size limit for a shared folder. Can be overriden i
settings. Value of 0 indicates that there is no limit.

Disable sharing to O

groups for Private i . i
Share Disable ability to share to groups for Private Shares

g

Disallow Default Share
Settings Change ] )
Prevent end user from changing default share settings

AND

2. Go to Settings > Policies, and edit the policies of users who you do not want to allow to change share
settings.

3. Click the User Policy tab.
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4. For each policy, change the Disallow Default Share Settings Change option to Yes.

Policy Settings - User Group Management

Mote: Some policy settings will not be applicable for Guest and Limited users.

Allow Folder Level MO L

Security

Enable Web Edit YES W

Dizallow Default Share YES W
Settings Change

Now, for users with those policies, the Share link dialog box has a message at top that share settings cannot
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be changed, and there are no change buttons or clickable options:

Share link for file Feature List.xlsx

/', Share settings cannot be changed. Users and groups can be invited. For more information contact your administrator.

Share Link
nttp:/127.0.0.1/urlfumgaxuunx4magwikf n n E

Shared File

jenniferp/Feature List.xlsx

Share Options Share History
Share Name: fJ2Y6Batbg2GzieY
Expires: Never Expires Change

Max number of downloads: No Restrictions

Send Email Notifications: Yes

Sharing Permissions:

This share is Public Allow Anyone with Secure Web Viewer link and a password
Anyone with a link

can view.

Disable Manage Share Options
After a user opens a browser and logs in to the User Portal, they can share a folder privately.

+ This share has the ability to be shared again by members.
+ Share owners can also designate another user to manage those re-shares of the original shared folder by
selecting the Allow Manage option.

If the folders being shared are in Network Folders, and there are a large number of shares and users working with
Network Folders, displaying a list of shares may take too long or even timeout.

Now you can configure FileCloud to disable the Allow Manage option for shares in Network Folders to decrease the
time it takes to display the list of shares.

+ TONIDOCLOUD_MANAGE_SHARE_ENABLE is a new config that can be set to 0 to completely disable the
Allow Manage sharing option for Network Folders.

To disable the Allow Manage option for Network Folders:
1. Open the following file for editing:

For Windows:
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c:\xampp\htdocs\config\cloudconfig.php

For Linux:

/var /www/html/config/cloudconfig.php

2. Add the following line:

define("TMANAGE _SHARE_ENABLE", "0");

Hide Direct Link option for shared files and folders

In the User portal, the Direct Link action is available when users select a file or folder in Team Folders or Shared

with Me:

A - > teamfoldera » HRResources

9 items

[ Name ~ 77 Filterltems Modified Size
- Folder A Sjs_dfgiézozo 11:39:20
77 [ ] Lendinglnvoice.doc @ &£ & L @ 0 - W &

LendingLoanLabels.doc Direct Link is Ready

' _— C Link Canc
@ Lonnatommshippinotabelsdoc

HR Resources

Beginning in FileCloud 20.2, you can configure FileCloud to hide the Direct Link action.

To hide the Direct Link action:

1. Open the following file for editing:
For Windows:

XAMPP/htdocs/config/cloudconfig.php

For Linux:
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/var /www/html/config/cloudconfig.php

2. Add the following line:

define('TONIDOCLOUD_HIDE_SHARE_DIRECTLINK_OPTION', 1)}

When a user selects a file or folder in Team Folders or Shared with Me, the direct link option no longer
appears.

Disable sharing to the Everyone group

The Everyone group includes all of your active Full users. If you do not want to allow sharing of files or folders with
all of your users at once, you can disable sharing to the Everyone group.

To disable sharing to the Everyone group:

1. Go to Settings > Policies, and edit the policy.
2. Click the User Policy tab.
3. Change the Disable Everyone Group sharing option to Yes, and click Save.

Policy Settings - User Group Management

Mote: Some policy settings will not be applicable for Guest and Limited users.

W

Enable Recyclebin Clear YES L
Festurz

Dizallovigefault Share YES W
Settirlyg Changs

Dio not allow usel change settings of existing sharss and default settings o

Disabls Svaryons YES v

Group sharing

[
[t
[
T
m
i
a
m
0
a
T
0

Now, when users select a group to share with, the Everyone group does not appear.

To require users to accept FileCloud Terms of Service before accessing a public share or a password-protected share,
see Terms of Service
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Set the Global Share Mode

FileCloud allows administrators to manage file shares created by their users at a global level.

+ You can choose to allow or restrict file sharing for all accounts in FileCloud by setting the Share Mode.
» The Share Mode setting appears in Settings > Policies on the General tab of a policy, and is set to Allow All
Shares by default. To manage the global share mode, open the Global Default Policy.

Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and External users.

Share mode /

Allow All Shares v
Set Share Mode

Default Share Expiry in Days

0

Number of days shares remain active. Value 0 implies the shares do not expire.

Default Max Number of Downloads Allowed

0

Number of downloads allowed. Value 0 implies that the maximum number of downloads -

EaEE o

You can set the Share Mode to one of the following options:

Share mode Allow All Shares

Allow Private Shares Only
Shares Not Allowed
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Allow All Shares

Allow Private Shares Only

Shares Not Allowed

To set the Share Mode:

1. Loginto the Admin Portal.

Click Settings.
Click the Policies tab.

ouk wwN

Click Save.

Specify Sharing Expiration

FileCloud Server Version 23.232 Site Setup

Description

Allows users to share any file or folder with custom permissions.
Afile or folder can be shared with:

« Anyone with access to the link (Public Share). No FileCloud
account required.

« Anyone with access to the link (Public Share) and a
password. No FileCloud account required.

« Another user in FileCloud (Private share). FileCloud account
required. The shared files will show up in the "Shared with Me"
folder.

Allows users to share any file or folder with a user that has an
existing FileCloud account.

Sharing Privately requires:

« Therecipient(s) to be another user in FileCloud (Private share).
FileCloud account required. The shared files will show up in the
"Shared with Me" folder.

« Aninvitation to be sent to someone to create a FileCloud
account so that they can access a share.

+ Users to configure the share with or without restrictions.

Prevents users from sharing any file or folder.

!, If you choose this option, then no other Sharing settings that
you configure will be in effect.

In the Manage Policy window, select the row with the Global Default Policy, and then click the edit icon E
Select the General tab, and then in Share Mode, choose the option you want to set for all FileCloud users.

Administrators can configure 3 main expiration features of a shared file or folder.
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Feat Options Description

ure

Date « No expiration (0) Allow sharing to happen for a temporary time, or allow
« Expirein a number of days shares to exist as long as the file or folder exists

Actio « Have FileCloud remove the URL linksto  Specify what happens when a shared file or folder is no

ns shares automatically longer accessible from the Share link

* Remove shared files automatically « Expired URL links will be removed automatically on the

next Cron run (In this case the files will not be affected.)
« If you choose to remove files, they will be moved to the
Recycle Bin on the next Cron run

Notifi » Alert users with access to a share thatit = You can have FileCloud send email to everyone who has
catio will expire soon access to the shared file or folder
ns » Specify the number of days before the

share expires that you want to send the
email notification

Set Expiration Period

Set Expiration Days Default

Administrators can allow users to share files and folders for as long as they exist, or you can set a suggested number
of days that a share remains active by default.

+ Using a value of 0 means that unless changed by a user, shares do not expire.
+ This setting can be changed by the user unless Disallow Default Share Settings Change is set in the
Settings > Misc > Share tab.

Default share expiration days can be set for specific Users in a policy.
To set the Share Expiry default in a policy:

1. Open abrowser and log in to the Admin Portal.
2. From the left navigation pane, click Settings, and then click the Policies tab.
3. Across from the policy that you want to edit, click the edit icon.
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4.

In the General tab, scroll down and change the value of the Default Share Expiry in Days setting.
Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and External users.

General 2FA User Policy Client Application Palicy Device Configuration Notifications

Share mode

Allow All Shares e
&Share Mode
Default Share Expiry in Days
0

Number of days shares remain active. Value 0 implies the shares do not expire.

Dafault May Numher nf Downlaads Allnwed

5. Click Save.
The value is only changed for users who are using this policy.

Set Expiration Actions

Remove Expired Shares

Administrators can specify that when a shared file or folder is no longer accessible, the share links are removed.

« Expired URL links will be removed automatically on the next Cron run
+ The shared files will not be affected

To automatically have expired share links removed:

1. Open a browser and log in to the Admin Portal.

2. From the left navigation pane, under Settings, select Settings.
3. Select the Misc. tab, and then the Share sub-tab.
4

Under Sharing Settings, in Removed Expired Shares, select the checkbox.

Remove Expired []
Sh
ares Remove Expired User Shares Automatically

5. Click Save.
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Remove Shared Files

Administrators can specify that when a shared file or folder is no longer accessible, the shared files are moved to the
Recycle Bin automatically.

+ Filesin an expired share will be removed automatically on the next Cron run

Open a browser and log in to the Admin Portal.

From the left navigation pane, under Settings, select Settings.

Select the Misc. tab, and then the Share sub-tab.

Under Sharing Settings, in Delete Files from Expired Shares, select the checkbox.

= PP

Delete Files from []

Expired Shares : - .
P This won't take effect unless Remove Expired Shares is checked

5. Click Save.

Send Expiration Notifications

Alert share Users About Upcoming Expiration

You can have FileCloud send email to everyone who has access to the shared file or folder that it will expire soon.

Open a browser and log in to the Admin Portal.

From the left navigation pane, under Settings, select Settings.

Select the Misc. tab, and then the Share sub-tab.

Under Sharing Settings, in Send Email Notifications For Expiring Shares, select the checkbox.

= PP E

Send Email
Notifications For

- Enables the option to send notification emails when shares are about to
Expiring Shares

expire.

Email Notifications 3
Sent For Expiring

Shares In Days Specifies the number of days before the share expiration date when a

notification email will be sent.

5. Click Save.

Specify Days to Expiration Email
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Administrators can specify how many days before the share expires that an email notification is sent to users with
access to the share.

« This option can only be set if you selected the option to Send Email Notifications for Expiring Shares first.

Open a browser and log in to the Admin Portal.

From the left navigation pane, under Settings, select Settings.

Select the Misc. tab, and then the Share sub-tab.

Under Sharing Settings, in Email Notifications Sent For Expiring Shares in Days, type the number of days
you want to use.

= PP

Send Email
Notifications For

.. Enables the option to send notification emails when shares are about to
Expiring Shares

expire.

Email Notifications 3
Sent For Expiring

Shares In Days Specifies the number of days before the share expiration date when a

notification email will be sent.

5. Click Save.

Secure Shares

Instead of just communicating the most secure sharing procedure to your users, administrators can configure special
settings to ensure a more secure environment when users are sharing files.

Public Shares Must Be Password Protected
Administrators can require users to create all public shares with a password for an extra layer of security.

« Users will not be able to disable the use of passwords.
» This provides an extra layer of security for public shares.

Open a browser and log in to the Admin Portal.

From the left navigation pane, under Settings, select Settings.
Select the Misc. tab, and then the Share sub-tab.

Next to Public Shares Must Be Password Protected, select the
checkbox.

5. Click Save.

= 5B F
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Disallow Share Name Change

For security reasons, you may want shares to have a randomly-generated name that is created by default.

+ Randomly-generated names are more difficult for attackers to guess

+ Randomly-generated names do not expose user names or a description of the data which are commonly
used in share names

This is how the randomly-generated name looks in the User Portal when creating a share:

Share Link

http://127.0.01/url/bjypf2xrabuphuhr

Modify Link n E n

Send Email Notifications:

Sharing Permissions:

Remove Share

Max number of downloads:

Shared File
Share Name: ePvqOeFpt11gIFAT Change
Expires: Newver

No Restrictions
Yes

® Allow anyone with link
Allow anyone with link and a password

Allow selected users or groups

As an administrator, you can prevent users from changing the auto-generated share names for security purposes.

Disallow Share Name [
Change

Share Settings

To prevent name changes for shares:

Don't allow users to change the auto generated share names

Open a browser and log in to the Admin Portal.
From the left navigation pane, under Settings, select Settings.

Next to Disallow Share Name Change, select the checkbox.

1.
2.
3. Select the Misc. tab, and then the Share sub-tab.
4,
5.

Click Save.
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Hide Send Share Link Via Email
To protect Share links, you can hide the option in the User Portal to send the share link in email.

This is where the user has the option to share a link to the file or folder in email on the User Portal:

Share link for customerid.txt [x]

Share Link
http://127.0.0.1/url/tdibtyddscfkafkp Modify Link E n
Shared File
enniferp/Dl 18-20/Documents/customerid.txt
Share Name: gcUml06zziOID1hg Change
Expires: Never

Max number of downloads: No Restrictions
Send Email Notifications: Yes

® Allow anyone with link
Sharing Permissions: Allow anyone with link and a password

Allow selected users or groups

As an administrator, you can disable the display of the email button to discourage users from sending the share link
in email for security purposes.

Viamail

pr— To hide the option for sending a link to the share in email:

. Open a browser and log in to the Admin Portal.

From the left navigation pane, under Settings, select Settings.
Select the Misc. tab, and then the Share sub-tab.

Next to Hide Send Share Link Via Email, select the checkbox.
Click Save.

uhwbhe
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Limit User Account Searches

() The ability to limit searches of user accounts by account type to ALL, FULL, GUEST, or EXTERNAL is
available in FileCloud Server version 19.1 and later.

As an administrator, you can configure FileCloud to limit how users can search for other user accounts.

By default, when userl shares a file or folder with user2, then userl can search for user2's account by the user name
or email-id.

+ The search results list both exact and partial matches.

However, this is not desirable in certain cases and organizations, as the search results reveal user accounts that
exist in the FileCloud system.

Therefore, FileCloud Server allows you to restrict user searches using two search modes:

+ Exact Email Search With Explicit Account Invite + ALL
+ Exact Email Search With Implicit Account Invite + FULL
« Exact Name/Email Search « GUEST
« Partial Name/Email Search « EXTERNAL
How to Enable User Account Search Mode How to Enable User Account-Type Search
Mode

NOTE: You can use both of these search limitations together to create a combination that meets your
requirements.

For example, you can set the to Partial Name/Email Search, and then use the
search mode to limit the results to only accounts with FULL access.

A Note

Using a search mode limits account searches for all the users in the FileCloud system.
These settings are seen by a user when they want to share a file or folder with another specific user and
need to find that user's email address.
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Share link for Financial

Share Link

https://phoenix.codelathe.com/url/fgeywf3jhz3kzwig Modify Link u E
Shared File ~ .
e Invite users to this share (%]

Add email address or account
Share Name:

: e allison@site.com ndd
Expires:

Upload Size Lin No user invited.

Send Email Not

Sharing Permis

o = -] nls ha ] =/ - °
View Download Upload Share syne Delete Manage

Mo entries

Use Display Name as well as User Account Name

The ability to change how a name is displayed in Sharing details is available in FileCloud Server version 19.1 and
later.

To make it clearer which user has shared a file, you can change how a user name is displayed in Sharing details.
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How User Names are Defined in FileCloud

Add User
Luthentication Default Authentication ¥
Access Level Full v

Lser name* elin freo
Display Name EIiPe

Password* ssssssssaas
Email efrei @example.com|

Send Email Ld
Motification

nclude Password in td
Email

Create Close

In the Admin Portal, when you create a user, you can set 2 different names.

1. User Name

+ Inthe User Portal, by default, FileCloud displays the User Name.

+ It may not be clear to users who is sharing the file with them,
especially if User Name includes only abbreviations and numbers.

+ The User Name cannot be changed after the user has been created.

2. Display Name

+ You can have FileCloud use the Display Name as well as the User Name

on the Details tab when showing the share information.
+ Using the Display Name makes it clearer to users who is sharing the file with them.
+ The Display Name can be changed after the user has been created.

Share Settings 352



FileCloud Server Version 23.232 Site Setup

Where Your Changes Appear

In the User Portal, the user's name is displayed differently after you change the default display to include the Display
Name.

BEFORE (User Name) AFTER (Display Name and User Name)
Details Pane 2l o 51 0
Detaia LEL, Details Activity
elin frei -
Elin (elin frei)
Info =
Path
JSHARED/elin frei |nfD -
Copv Path
/SHARED/elin frei
Shared With Me list
A - > Shared with Me A . > Shared with Me
Shared with Me Shared with Me
Name Name
. i rej
ab elin frel ; Elin (elin frei)
@ bri
gabrielled
a ; Gaby (gabrielled)

How to Change the Display of a User's Name in Sharing Details

Changing the display in sharing details requires you to edit the cloudconfig file and restart the server.

1. Onthe FileCloud Server, open the following file for editing:
For Windows
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XAMPP DIRECTORY/htdocs/config/cloudconfig.php

For Linux

/var /www/config/cloudconfig.php

2. Add the following code to use the Display Name:

define("TONIDOCLOUD_USE_DISPLAYNAME_FOR_SHARED", 1);

w

Save and close the file.

4. Restart the Apache server.

User Account Search Mode

As an administrator, for security reasons, you can restrict user searches so that your users have to know the exact email
address of the person they want to add to a share or a workflow. You can also set this option to allow users to search for
another user with just a known partial email address.

Impaort Files From
Folder On User
Creation

Mode

A

£ Manage Settings
Server Storage Authentication Admin Database Email Endpoint Backup License Palicies 550 Content Search Web Edit Team Folders Misc
Ceneral User Password Notifications Share Preview Helper Directory Scraper
Anti-Virus Duo Security Privacy D Reset to defaults
User Settings

Save
C:\oreloaddata m You have unsaved changes.
Exact Email Search With Explicit Account Invite
Exact Email Search With Implicit Account Invite
Exact Name/Email Search L

(BTN SLEIS M  Partial Name/Email Search |

Ability for an user to search other user accounts for sharing

Search Modes

Option

Exact Email
Search With
Explicit Account
Invite

Share Settings

Example When this search mode is set by admin, the following
behavior will be seen during sharing by users:

JoeCarpenter@MyFileCloud.c + Only email search is allowed
om « If the email doesn't exist in the system, an explicit invite
option will be shown
« With this option, a user may still figure out other users
that exist in the system
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Option Example

JoeCarpenter@MyFileCloud.c
om

Joe Carpenter

JoeC

Open a browser and log in to the

From the left navigation pane, click

On the screen, click the
Look in the section for the

H N

User Account-Type Search Mode
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When this search mode is set by admin, the following
behavior will be seen during sharing by users:

Only email search is allowed

If the email doesn't exist in the system, then the system
will send an invite to the entered email address without
notifying the user

With this option, a user cannot figure out other users that
exist in the system

Both name and email search is allowed

No partial matches are allowed.

If the name doesn't exist in the system, the system will
not give the user option to invite the specified user

If the email doesn't exist in the system, the system will
give the user option to invite the specified user

Both name and email search is allowed

Partial matches are allowed

If the name doesn't exist in the system, the system will
not give the user option to invite the specified user

If the searched email doesn't exist in the system, the
system will give the user option to invite the specified
user

tab, and then the sub-tab.
check box.

() Theability to limit searches of user accounts by account type to ALL, FULL, GUEST, or EXTERNAL is available in

FileCloud version 19.1 and later.

As an administrator, for security reasons, you can restrict user searches so that your users can only search for user

accounts that are assigned a specific level of access.

Level of Access

ALL No restriction of account searches

Share Settings
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FULL

GUEST

EXTERNAL
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Level of Access

An account with full access has its own private cloud storage space in
the "My Files" area.

These users can:

+ store files in their own private cloud storage space
+ view/download files stored in their storage space
+ view/download files shared with them by other user accounts

An account with guest access level has restricted access to the
FileCloud system.

These user accounts do not have private cloud storage. These users
can:

+ view/upload/download files shared to them by other user
accounts
+ re-share content if they have permission

An account that can only be used to access the User Portal through a
Web browser.

External Accounts can:
+ view/upload/download content shared with them

External Access accounts can only be local user accounts.

For a complete list of features available to each account type, read User Account Types
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Server Storage Authentication Admin Catabase Email Endpoint Backup Licenze Policiez S50 Content Search Web

Serverlink Misc Rzzat

Genarzl User Pazzword Motifications Shars Praview Support Services Directory Soraper DU Seourity Privacy
IFA

User Settings

Imniport Files From Folder Om User Craation

admin Check Path

Sampde data Folder to Imgort from wien Creating & User Account

Uzer Account Search Mode

Partial Mams/Email 3zarch W

Abality for an user to seanch other user acoounts for sharing

Usar Account Type Search Mode

All Uszers w
All Users

Full Users

Guest Uzers

External Users

Show All Groups b

St which groups are visible to users when creating shares and when tagging groups in comments

To access the User Account-Type Search Mode Setting:

1. Open abrowser and login to the Admin Portal.

From the left navigation pane, click Settings.

On the Manage Setting Settings screen, click the Misc tab, and then the User sub-tab.
Look in the User Settings section for the User Account Type Search Mode check box.

M
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Email Settings

(@ Microsoftis replacing basic authentication with oAuth for emails sent using Office 365 in 2023. To address this
change, beginning with version 22.1.1, FileCloud supports oAuth as an SMTP authentication method. To
use SMTP oAuth with FileCloud, you must use Azure as an authorization provider.

FileCloud can send the following messages to users via email:

« share notifications
« file change notifications
« error notifications

In order for the email system to work, the FileCloud administrator must set up the mail configurations.
To configure email notifications:

1. Inthe admin portal, go to Settings > Email.
The general settings on the page begin with Email From Address and go through Email Type, as shown in the

screenshot below.
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2. Entervalues for these settings; the table below the screenshot explains how each setting is used.
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Server Storage Authentication Admin Database Email Endpoint Bz
Email Settings
Test Email

Email From Address

demo@filecloudmail.com

Specify the from email address. This address will be used on all outgoing mails.

Ernail From Name
FileCloud
Specify from name. This name will be used on all outgoing mails.

UUse From name and emai

[J The admin From name and email set above will be used for all communications
including user shares

Ernail Reply To Address

demo@filecloudmail.com

Specify the email address to set for ‘reply to' field

Emnail Reply To Mame
FileCloud
Specify the name to set for 'reply to' field

Use Reply To name and emai

(O The admin Reply To name and email set above will be used for all communications
including user shares

Email Type
smitp bt

Set type of email to be sent
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General email setting information:

Setting

Email From Address

Email From Name

Use From name and email

Email Reply to Address

Email Reply to Name

Use Reply To name and email

Email Type

Office 365 Settings

FileCloud Server Version 23.232 Site Setup

Description

By default, Email From Address is listed on emails if there is no
email from address (for example, when emails are sent by the
system or by workflows).

(@ Ifyou are using SMTP as your email type, and set SMTP
Auth Type (listed below, under SMTP Configuration) to
XOAUTH2, then set Email From Address to the same
value as SMTP Auth User. This is required for
successful use of Azure as the authentication provider.

By default, Email From Name is listed as the from display name
from which email messages are sent to users. It is used if there is
no email from name (for example, when emails are sent by the
system or by workflows).

To conceal the sender, list the Email From Address and Email
From Name for all user share emails, even if an actual from
address and name exist.

By default, Email Reply To Address is listed on emails if a reply
to address does not exist (for example, when emails are sent by
the system or by workflows).

By default, Email Reply To Name is listed on emails when a
recipient replies to an email without a reply to name (for
example, when emails are sent from the system or by
workflows).

To conceal the sender, list Reply To Address and Reply To
Name for all user share emails, even if an actual reply to address
and name exist.

Specify the email facility to be used. The type can be SMTP, Mail
or SendMail.

Note that Mail and SendMail use underlying OS's function
(available only for Debian/Ubuntu installation).

The recommended setting is SMTP.

When using Office 365, SMTP settings must be set to the following values:

Email Settings
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Setting Recommended value

SMTP Host smtp.office365.com

Port 587

SMTP Security TLS

Username/email address and password Enter the sign in credentials of the hosted mailbox being
used.

For more information about SMTP configuration for Office 365 accounts see the Microsoft Office Support Article.
3. If you choose SMTP for Email Type, complete the following steps for filling in the SMTP fields. If you choose Mail
or SendMail for Email Type, skip these steps, and go to Do Not Email Settings.

SMTP Configuration

Note: You must have an SMTP account to set up email using SMTP.
To configure SMTP in Email settings:

1. In Email Type, choose SMTP.
The SMTP fields below it become enabled.
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Email Type
smtp hd
Set type of email to be sent
SMTP Host
smtpcorp.com
SMTP Hostname
SMTP Port
2525
SMTP Port
SMTP Security
none hd

SMTP connection security

SMTP Auth Enabled

Enable to set SMTP auth

SMTP Auth Type /

a~ v

Basic

XKOAUTHZ

2. Fillinthe SMTP fields according to the descriptions in the following tables.
The value you choose for SMTP Auth Type determines which additional SMTP fields are displayed below.

SMTP Description
Setting

SMTP Host ~ SMTP Server to use for sending email

SMTP Port ~ The SMTP port to use to connect to SMTP Host (provided by your SMTP provider)

SMTP If your SMTP provider uses SSL or TLS security then select the appropriate value.
Security
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SMTP Description
Setting

SMTP Auth  If SMTP requires authentication, then check this to enable and enter the authentication
Enabled settings.

SMTP Auth ~ SMTP Auth Type may be Basic or XOAUTH2. The option you choose determines which
Type additional SMTP fields follow.

« Basic authentication requires the user to enter a username and password. It is
supported by many email providers, but is being deprecated in Microsoft 365 in
Exchange Online in early 2023.

+ XOAUTHZ2 refers to OAuth 2.0 authentication, which uses temporary single-use
tokens to provide a more secure method of verification. XOAUTH2 will now be used
with Microsoft 365 for Exchange Online and is also the method used by a number of
other providers.

If you choose Basic for SMTP Auth Type, enter values for the following fields:

Field Value to enter

SMTP Auth  Enter the authentication username.
User

SMTP Auth  Enter the password for SMTP Auth User.
Password

If you choose XOAUTH2 for SMTP Auth Type:
a. Go to the page Microsoft Azure and XOAUTH2 setup guide and follow the instructions under Configure an
OAuth2 app in Microsoft Azure to register your oAuth application in portal.azure.com.
b. Forthe fields oAuth Client Secret, oAuth Client ID, oAuth Tenant ID, and oAuth Redirect URI listed in
the table below, retrieve the values from portal.azure.com after registering the oAuth application.
c. Fillin the SMTP oAuth fields on the Email Settings page listed in the table below:

SMTP Enter the authentication username
Auth User

() Youmust set Email From Address (described above under General email
setting configuration) to the same value as SMTP Auth User. This is required
for successful use of Azure as the authentication provider.
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SMTP Choose the oAuth provider (authorization server). Currently, the only available option is
oAuth Azure.

Provider

oAuth The secret key your FileCloud system uses to get a temporary token from the

Client authorization server.

Secret

oAuth Application (client) ID from the SMTP provider application. This ID is used to get the
ClientID temporary token from the authorization server.

oAuth Directory (tenant) ID used to get the temporary token from the authorization server.

TenantID  (This field is applicable only when Azure is the provider; when other providers are added,
it will not be required for them.)

oAuth The location (appended with the parameter holding the token) where the authorization
Redirect server should send the user after the token has been generated. The location specified
URI should be your FileCloud domain.

Use the format https://your-filecloud-domain.com/admin/getoauthtoken

Generate  Click to generate the oAuth token so you can begin using email with oAuth.
oAuth
Token

If your SMTP Auth Type is XOAUTH2, do the following:

After you have filled in the SMTP fields, click Generate OAuth Token.

If you are not logged in to your Microsoft authenticator app, you are prompted to log in so you can access
Azure to generate the token.

Once the OAuth token is generated, the following XML appears on your screen:

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.

¥ <commands>
v <command>
<type>getoauthtoken</type>
cresult>1</result>
<message»OAuth refresh token has been retrieved successfully.</message>
</command>
</commands>
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3. Click Send Email at the top of the screen to test the settings.

Emall Setings

Send Email

The email should be sent to the admin's email, and a success notification should appear on your screen.

Do Not Email Settings

« Emails get added to the Do Not Email list when users click unsubscribe in the email body.

« Beginning with FileCloud version 20.3, admins can add or remove users from the Do Not Email list by clicking
Manage in the Do Not Email Settings section.

« Beginning with FileCloud version 18.1 admins can specify the maximum number of emails that system can send
in a 24 hour span.

+ Users on the Do Not Email list do not receive any emails unless Ignore "Do Not Email" list for priority emails
or Ignore "Do Not Email” list for any emails are checked.

To send emails to users on the Do Not Email list
By default, users on the Do Not Email list do not receive any emails

+ To allow users on the Do Not Email list to receive important emails like password recovery and 2FA, check
the Ignore "Do Not Email" list for priority emails checkbox .

» Toignore the Do Not Email list and send all emails to users who are on the list., check the Ignore "Do Not
Email" list for any emails checkbox.
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Do Not Email Settings

Do Mot Email List

\ Ignore "Do Mot Email” list for priority emails

(] Users on “Do Not Email” list will still receive priority.

\ Ignore "Do Not Email” list for any emails

Users are emailed regardless of whether they are on the "Do Mot Email” list. NOTE: If
both options are unchecked, the user added to the do not email list will not recive any
emails.

Maximum number of emails to send in the 24h

0

Maximum number of emails system can send in the 24h span. If the limit is reached all
other emails will be prevented from sending. (0 - no limitations)

To add or remove users from the Do Not Email list:

1. Next to Do Not Email List, click Manage.
The Manage Do Not Email List dialog box opens.

Manage Do Not Email List

= Do Mot Email List O Add @FRemove @ Clear All

Email Id

(] gabrielle95@example.com

(J jonathan81®@example.com

2. Toadd an email to the list, click Add, then enter and save an email address.
3. Toremove an email from the list, check the box next to the email and click Remove.
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Configuring System Generated Emails

Controlling System Generated Automatic Emails

It is possible to control which emails are sent by the system.

The settings can be accessed by

1. Loginto FileCloud Administration Portal
Click on Settings in the left navigation panel

Click on Admin tab
Change settings as needed
Click Save.

A

Send Approval Pending Emails

Send Welcome/Verification Emails

Send Approval Emails to Users

Send Admin Summary Emails

This controls the option to send out an approval pending email to
the admin when a new user account is created and admin
approval is required

This controls whether verification emails are sent to users to verify
their email addresses

This controls whether account approval emails are sent to users

This controls whether daily system summary emails are sent to the
admin account, This only works if a Cron Task or Windows Task
Manager is setup.

Send Approval Pending ]

Emails

Send [}
WelcomeVerification

Emails

Send Approval Emails |
To users

Send Admin Surnmany ]

Emails

=1
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Change the frequency of Admin summary emails

By default, an Admin summary email is sent to the FileCloud Admin once per day. However, you can configure your
system to send it weekly or monthly instead.

To change the frequency of Admin summary emails:
1. Open cloudconfig.php:
Windows Location: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux Location: /var/www/config/cloudconfig.php
2. Add the following:
define('TONIDOCLOUD_ADMIN_SUMMARY_EMAIL_FREQUENCY', 'DAILY');

3. Change the value of DAILY to WEEKLY or MONTHLY.
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Endpoint Backup Settings

FileCloud lets you configure automatic backup settings for users' files and folders to ensure their data is secure.

Note: FileCloud supports backing up files and photos from different devices.
What Do You Want To Do?

Configure backup settings for all users

Log in to the FileCloud admin portal.

In the navigation panel, click Settings.

Click the Endpoint Backup tab.

Configure the settings according to the following descriptions:

Bl o o

Table 1. User backup settings in the admin portal

Settings Description

Name

Allow Users This setting allows users to back up files and folders using the Cloud Sync app. See Backing Up

To Backup Files.
This setting also enables you to configure Sync backup of specific files and folders for all users.
See Globally Backing Up User Files and Folders.
Allow This settings allows Mobile clients to back up photos and videos automatically to their
Camera FileCloud accounts.
Uploads Turning off this setting prevents this server from being used to back up audio/video files.
This path cannot be changed.
All camera uploads are stored in the user's backup folder.
For example, if the user name is jdoe, the camera uploads are stored in /jdoe/backups/<phone
name>
NOTE: This location cannot be synced
Backup Path  This is the location where automatically updated media and backup files are stored. Thisis a
read-only field meant for display only.
You can override this path for specific users to have them back up to a different location.
Backup This is an additional email ID to which Backup Complete notifications are sent.

Notification
Email

Endpoint Backup Settings
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Configure a specific user's backup folder
Itis possible to set a different backup folder path for each user, overriding the default global path specified.
You must know the exact folder path you want to use.

For more information, see Filecloud Specific path.

Log in to the FileCloud admin portal.
In the navigation panel, click Users.
In the Manage Users section, select the user whose backup path you want to set

Click the Edit icon Q
On the User Details screen, scroll down to the Backup Path field.

o Wi
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6. In Backup Path, type in the folder path you want to use.

User Details
MName john Total Quota
Ernail John@xyz.com Used Quota
Last Login 04 Feb 2018 08:43 Available Quota
Group Manage Used Starage
e
0O kR ~» & = O
Maobile Manage  Manage Reset Email Delete Manage  Manage
Devices Files Shares Password  Password ccount Policy Backups
Password Expires On ~
Email Verified
Disable Sync L1 (Automatic Sync of My Files angeNetwork
Folders)
Disable Sync O (Offline Access)
Backup Path flohn/backups
AdminUser [
Change Password on [l
Login
W
Save Close

7. To save your changes, click Save.

View a user's backed-up files

To view the backed up files for a specific user:

1. Login to the FileCloud admin portal.
2. Inthe navigation panel, click Users.

Endpoint Backup Settings
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In the Manage Users section, select the user whose backups you want to view.

Click the Edit icon Q

On the User Details screen, click Manage Backups.

On the Backup Devices screen, to view the paths backed up from a device, select the device, and then click
View Backups.

7. Onthe Backup Devices screen, to view the backup date and the number of files backed up, click View
Backup History.

ouks w

Also see:

« Automatic Database Backup
+ Setting Up Persona Backup Using Sync
« Disabling Deletion of Backup Files

Automatic Database Backup

() Filecloud will automatically backup databases starting in FileCloud Server version 17.3 and later.
In environments where High Availability architecture is being used, automatic backups are performed
during Cron runs starting in FileCloud Server version 19.1 and later.

By default, automatic database backups are enabled with the following configuration:

« Daily backups are stored in the following directory: .../scratch/autobackups/
« Backups are maintained for the last 15 days before being overwritten with new backups

The auto backup function requires the Cron function to be working properly.
Cron is a requirement for FileCloud Server in general, so you should already have this service running.
If you have not done this yet, Set up Cron.

As an administrator, you can change the location where backups are stored, the number of backups to maintain, and
the number of days between backups. Or, if you already have a back-up strategy, you can disable automatic backups.
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Database Backup Options

Disable DB Backup ]

DB Backup Store Path Jvarfvwww/html/scratch/autobackups

Number of Backups 15

DB Backup Interval 0

Autobackup enabled. Select checkbox to disable automatic database backups.

Last Autobackup run: Jan 12, 2021 6:00 AM

Path to save backed up database. Path must be writeable!

Number of settings backups to maintain

Interval between backup operations. Example: 0 = daily backup

Disable DB Backup - When checked, FileCloud will not back-up databases during a Cron run.

If autobackup is enabled, the last autobackup run date is shown.

DB Backup Store Path - the path to a directory where you want to save the backed-up database files. You must
use a path that is accessible to the FileCloud server, can have files saved to it, and has enough room for the
backup files

Number of Backups - this is the number of days you want stored in a single backup file. By default, each backup
file contains 15 days worth of data. If you want smaller files, you can set this number to be lower. For example, if
you type in 2 for Number of Backups, the backup file will only contain 2 days worth of data. Keep in mind that
after those 2 days, the backup file will be overwritten to store the next 2 days worth of data. This setting controls
how far back you can recover data.

DB Backup Interval - this number is the interval in days between each backup. The default is 0 which creates a
daily backup of the number of days set in Number of Backups.

For example, the Cherry Road Real Estate company needs to back-up data from the last 30 days and wants the back-up
refreshed every week. To do this, these are the setting they would use:

 Disable DB Backup = not selected

« DB Backup Store Path = /var/scratch/autobackups
« Number of Backups =30

« DB Backup Interval=7

To configure automatic database backups:

o=

Open a browser and log in to the Admin Portal.

In the Admin Portal, from the left navigation panel under SETTINGS, select the Settings tab.

On the Manage Settings tab, select the Misc. tab, and then the General sub-tab.

On the General sub-tab, to disable backups, select Disable DB Backup.

On the General sub-tab, to create backups, clear the Disable DB Backup checkbox if it is selected.
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6. On the General sub-tab, to configure backups, in DB Backup Store Path, type in the path to where you want the
files stored.

7. Ifyou are configuring backup settings, in Number of Backups, type in the number of days worth of data that you
want stored in a single backup file.

8. If you are configuring backup settings, in DB Backup Interval, type in the number of days between a refresh of the
backup file.

9. Tosave your settings, click Save.

Setting Up Persona Backup Using Sync

As an admin, you can use the FileCloud Sync app to set up a persona backup for all users of your FileCloud System. A
persona backup saves individual settings and preferences for users across their FileCloud devices, making it easy for
you to restore them.

To set up persona backup for users, open the policy used by them in the admin portal, and add device configuration
code for Sync backup that includes the local paths that contain user specific configurations.
Steps:

1. Enable Endpoint Backup for FileCloud Sync from the Admin Portal.
2. Install FileCloud Sync on the users' computers, and enable Remote Management in Sync.
3. Set a default device configuration for Sync in the users' policy from the admin portal.

1) Enable Endpoint Backup for FileCloud Sync from the Admin Portal

1. Login tothe admin portal.
2. Navigate to Settings > Endpoint Backup.
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3. Enable the Allow Users To Backup option, and click Save.

Server Storage Authentication Admin Database Email Endpoint Backup License
Endpoint Backup Settings

Allow Users To Backup

Click to enable user to backup files using CloudSync client application.

Allow Camera Uploads

Allow automatic backup of photos and videos of mobile devices.

Backup Path /SUSERNAME/backups/

Root store path forb

kups. Can be overridden per user in user details panel. If
es’ is disab i

new path must be in user details panel for

Backup Motification Backup Ema
Email
Set a valid email address to receive the back up notifications

2) Install FileCloud Sync and enable Remote Management

For backup to take place using the device configuration set up in the policy, Remote Management must be enabled in
the FileCloud Sync App. This can be done by either:
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+ The user manually enabling the option in the FileCloud Sync App
@

i@ FiLEcLouD @ engisn v

Welcome to FileCloud Sync!

FileCloud Sync allows you to keep a local copy of remote files. Changes you
make to the local files are automatically copied to the remote ones.

Select Your Sync Folder

Locally synced files are downloaded to this folder. Make sure you have enough
space to store all downloaded files.

Local Sync Folder:
C:» FileCloud » FileCloud

Allow Remote Management
Enable your organization to centrally manage your file synchronization

settings.

[v] Allow Remote Management

+ On a Mass Deployment, an admin enabling remote management by setting the allowcentralmgmt parameter to
1. This requires registry entries to be created before FileCloud Sync is initialized on the users' local machines.
Note: If FileCloud Sync is initialized prior to the creation of registry keys in the users' local machines, the
configuration to enable remote management will not take effect.

3) Set a default device configuration for Sync in the user's policy

Note: You must identify the local paths from the user’s computer to include in the Sync Backup before creating the
device configuration XML. Refer to the Device Configuration XML documentation for Sync.

1. Login to the admin portal.

2. Navigate to Settings > Policies and edit the users' policy.

3. Go to the Device Configuration tab and enter the configuration in XML format. Below is a sample script to use.
The first parameter of the XML, <offline_folder_1>, is a local path in the user’s computer. The lines after it are
the other local directories that must be included in the Sync Backup.

<xml>

<cloudsync>

<allowuserconfigforbackup>0</allowuserconfigforbackup>
<offline_folder_count>7</offline_folder_count>
<offline_folder_1>C:\Users\${USER}\AppData\Roaming\Microsoft\Outlook|/${USERID}/
backups/${USERID}/Outlook|1|30m|1]|0]|0</offline_folder_1>
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<offline_folder_2>C:\Users\${USER}\Pictures|/${USERID}/backups/${USERID}/Pictures|
1|30m|1|0]|0</offline_folder_2>
<offline_folder_3>C:\Users\${USER}\Desktop|/${USERID}/backups/${USERID}/Desktop|1|
30m|1]0]|0</offline_folder_3>
<offline_folder_4>C:\Users\${USER}\Music|/${USERID}/backups/${USERID}/Music|1]|306m|
1|0]|o</offline_folder_4>
<offline_folder_5>C:\Users\${USER}\Favorites|/${USERID}/backups/${USERID}/
Favorites|1|306m|1]|0|06</offline_folder_5>
<offline_folder_6>C:\Users\${USER}\AppData\Roaming\Microsoft\Templates|/${USERID}/
backups/${USERID}/Office_Templates|1|306m|1]|0|06</offline_folder_6>
<offline_folder_7>C:\Users\${USER}\Documents|/${USERID}/backups/${USERID}/
Documents|1]|30m|1|0]|0</offline_folder_7>

</cloudsync>

</xml>

Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and Limited users.

General 2FA User Policy Client Application Policy Device Configuration Notifications

Manage Device Configuration

ic]/${USERID}/backups/${USERID}/Music]  a
1]30m|1]0]0</offline_folder_4>
<offline_folder_5=C\Users\${USER}\Favo
rites|/${USERID}/backups/${USERID}/Fav
orites|1|30m|1]0]0</offline_folder_5>
<offline_folder_6>C\Users\${USERNApp
Data\Roaming\Microsoft\Templates|/${U
SERID}/backups/S{USERID}/Offica_Templ
ates|1]30m|1]0|0</offline_folder_6>
<offline_folder_7=C\Users\${USER}\Doc
uments|/${USERID}/backups/${USERID}/

Client Configuration

Documents|1]30m|1]0]0</offline_folder_

Disabling Deletion of Backup Files

By default, users may delete backup files. Beginning in FileCloud Version 21.1, you can disable user's ability to delete
backup files..

To prevent users from deleting backup files:

1.

Open cloudconfig.php:

Windows Location: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux Location: /var/www/config/cloudconfig.php

. Add:
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define ("TONIDOCLOUD_DISABLE_BACKUP_FILES_DELETION", true);}

3. Toreturn to the default, change true to false or remove the setting.
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Client Security Settings

« Two Factor Authentication

+ Preventing an attacker from bypassing 2fa
+ Setting Client Application Policies

« Using a Proxy Server

+ Improving Cookie Security

Two Factor Authentication

Two-factor authentication (2FA) refers to the two step verification process that is available in FileCloud and designed to
provide an extra layer of security. With this function, in order to access FileCloud, the user is required to know not only
the password and username but also an extra security code that is made available to them. The FileCloud administrator

can enable two-factor authentication and require it for access to the user portal. This can be done regardless of the
authentication type (default, AD, or LDAP).

FileCloud supports the following modes to deliver 2FA codes:

« Deliver code using user's registered email
+ Google Authenticator TOTP Code

« DUO Security

+ SMS OTP Security Code

Two-factor authentication into user portal using user's registered email address

The general flow is shown below
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Two-factor authentication in user portal using TOTP (Google Authenticator or similar
TOTP code generators)

() These instructions are written using Google Authenticator as an example TOTP code generator, however, any
TOTP apps such as Microsoft Authenticator or DUO mobile app, etc. can be used.
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& Tosetup 2FA with Google Authenticator, simply choose TOTP (Authenticator App) when configuring 2FA for
the user portal. See Enable Two Factor Authentication for User Portal (Global setting), below, for help.
When the user logs in to the user portal for the first time, the user will be provided with an option to set up
Google Authenticator. This involves entering a code or scanning a QR Code into the the Google Authenticator
client. See Log in Using Two-Factor Authentication for more information.

Note that once Google Authenticator is set up using the user portal, other client devices can be used to

connect to the FileCloud account.

() Once 2FA with Google Authenticator is set up for the first time the user will no longer be able to set it up again.
Only the Administrator can clear the Google Authenticator setup.

Instead of Google Authenticator app, Microsoft or Duo Security apps can also be used to manage the TOTP code

The general flow is shown below
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o Can be done
only once

Two-factor authentication using DUO security

As of v17.3, FileCloud can be setup to use DUO security service to perform 2FA. Note that DUO PUSH is not supported
and requires code generated by DUO Mobile app to be entered to perform 2FA.
The following steps are required to setup 2FA using DUO

1. ADD DUO Auth API
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« Follow instructions at https://duo.com/docs/authapi to get integration key, secret key, and API
hostname.

Duo's Auth APl is included in the Duo Beyond, Duo Access, and Duo MFA plans.

First Steps

Before starting:

Sign up for a Duo account.

Log in to the Duo Admin Panel and navigate to Applications.

Click Protect an Application and locate Auth API in the applications list. Click Protect this Application to
get your integration key, secret key, and APl hostname. (See Getting Started for help.)

Review the API Details to see how to construct your first API request. Duo Security also provides
demonstration clients available on Github to call the Duo APl methods. Examples are available in: Python,
Java, C#, Ruby, Perl, and PHP. Adding Duo requires some understanding of your application's language and
authentication process.

Documented properties will not be removed within a stable version of the APl. Once a given API endpoint is
documented to return a given property, a property with that name will always appear (although certain
properties may only appear under certain conditions, like if the customer is using a specific edition).

« Inthe FileCloud Admin portal, enter the information in Settings > Misc > Duo Security tab under Duo
Auth API Security Settings, and save.

£ Manage Settings
Server Storage Authentication Admin Database Ermail Endpoint Backup License Policies S50 Content Search Web Edit Team Folders Serverlink Misc
General User password Motifications Share Preview Helper Directory Scraper Anti-Virus

Duo Security Privacy 'O Reset to defaults

Duo Auth AP| Security Settings
Duo Auth API

Integration kKey
Specify Duo Auth API Security Integration Key

Duo Auth &P Secret

Specify Duo Auth AP| Security key

Duo Auth APl Host

Specify Duo Security Auth AP Host

Duo Admin AP Security Settings
Duo Adrmin 41

Integration Key
Specify Duo Adrmin APl Security Integration Key

Duo Admin AP| Secret

Specify Duo Admin APl Security key

Duo Adrin APl Host

Specify Duo Security Adrmin API Host

Client Security Settings 384


https://duo.com/docs/authapi

FileCloud Server Version 23.232 Site Setup

2. Add DUO Admin API
«+ Follow instructions at https://duo.com/docs/adminapi to get values for integration key, secret key,
and APl hosthame
« Ensure it has "Grant read resource" permission.

Dashboard > Applications » Admin API

Admin API il Remove Application

Setup instructions are in the Admin API documentation 5.

The Admin API allows you to programmatically create, retrieve, update, and delete users, phones, hardware tokens, admins, applications, and more.

. Reset Secret Ke
Details

Integration key

Secret key | Click to w
Don't write down your secret key or share it with anyone

APl hostname

Settings

Type Admin API

Name Admin AP

Duo Push users will see this when approving transactions

Permissions Grant administrators

Permit this Admin API application to add, modify, and delete administrators
Grant read information

Permit this Admin API application to read information and statistics generally used for reporting purposes
Grant applications

Permit this Admin API application to add, modify, and delete applications.
Grant settings

Permit this Admin API application to readsind update global account settings.
Grant read log

Permit this Admin API appligafion to read logs.
¥ Grant read resource

Permit this Admin API application to read resources such as users, phones, and hardware tokens.
Grant write resource

Permit this Admin API application to add, modify, and delete resources such as users, phones, and hardware tokens.

Notes

For internal use

Save Changes

+ Inthe Admin portal, enter the information in Settings > Misc > Duo Security under Duo Admin API
Security Settings, and save.
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& Manage Settings

Server storage Authentication Adrnin Database Ermail Endpoint Backup License Policies 550

General ~ User  Password  Nofifications ~ Share  Preview  Helper  Directory Scraper  Anti-Virus
Duo Security  Privacy

Duo Auth API Security Settings
Duo Auth API

Integration Key
Specify Duo Auth API Security Integration Key

Duo Auth AP| Secret

Specify Duo Auth API Security key

Duo Auth APl Host

Specify Duo Security uth AP Host

Duo Admin AP Security Settings
Duo Adrmin API

Integration Key
Specify Duo Adrin API Security Integration Key

Duo Admin AP| Secret

Specify Duo Adrin API Security key

Duo Admin API Host

Specify Duo Security Adrmin API Host

Content Search vifeh Eclit Team Folders ServerLink Misc

D Reset to defaults

Movie URL not available.

Client Security Settings

Open the Policies tab and select the policy (Select the Global policy if 2FA needs to be the default)
Open the 2FA tab of the Policy.

Select "YES" for Enable Two Factor Authentication
Select "DUO Security" for Two Factor Authentication Mechanism and save the policy.
Now, users are required to use 2FA to log in through the user portal.
Note: When users who are enrolled in the Duo Admin Panel log in, they must use the text code from the default
entry in their Duo App. When users who are not enrolled in the Duo Admin Panel attempt to log in, they are
prompted to use a QR code scanner to enroll themselves, and then must use the text code from the entry they
added in their Duo App. See Log in Using Two-Factor Authentication for more information.

Two-factor authentication using SMS OTP (one-time password) Security Codes

As of v19.2, FileCloud can be set up to use SMS security codes to perform 2FA. Currently, we have implemented Twilio as
the default SMS Gateway Provider, although enterprise customers may add custom SMS providers and handlers to the
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system. In order to successfully use SMS security, admins must set up a Twilio account to receive the required security
ID, authentication token and the phone number from which the codes will be sent.

1. Create a Twilio account
Follow instructions at https://www.twilio.com/docs/sms to obtain the required SID, Auth Token and create a
phone number.

2. Enter the information in Settings > Misc > 2FA.

Server Storage Authentication Admin Database Email Endpoint Backup License Palicies
Third Party Integrations Serverlink Misc Reset
General User Password Notifications Share Preview Support Services Directory Scraper

DUO Security Privacy 2FA

Miscellaneous 2FA Settings

2FA Code Length 4 ~
2FA Code Dictionary Default (numbers and letters) A
SMS 2FA Code 5

Expiration in minutes
The duration for which the SM5 code will be valid {in minutes)

Case-sensitive 2FA
Code Comparison

O

Case-sensitive Comparison of 2FA Codes

Allowed Resend 5
Atternpts
Set maximurn allowed 2FA code resend attempts before a security timeout (5
is default)
2FA Code Resend &0
Timeout
Timeout after consecutive resend attempts limit reached {in seconds, 30 is
default)
Test SMS gateway 015555555555 Test SMS
configuration
Check if SMS configuration is valid. Use a test phone number

SMS Security Settings for Twilio

3MS Admin SID NN OOO00N00 OO
Security Settings

SID of gateway prov

5M5 Admin Token HOCOOCCODOOCCOCOOONOOCNNONNT
pecify the token of the gateway provider
SMS Admin Sending WO OO OO OOOOODC00

Phone Mumber

Specify the sender phone number
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() The settings 2FA Code Length and 2FA Code Directory are available beginning in FileCloud version
20.2.

2FA Code Length - The number of letters and digits in the 2FA code. Default is 4.
2FA Code Dictionary- Type of characters permitted in 2FA code. Options are:

« Numbers and letters (default)

« Numbers

» Letters

« Uppercase letters
SMS 2FA Code Expiration in Minutes - How long, in minutes, the security code remains valid. Default is 10.
Case-sensitive 2FA Code Comparison - When checked, the code entered is case-sensitive.
Allowed Resend Attempts - Number of times the user may resend the code before logging in is timed out for
the time set in 2FA Code Resend Timeout.. Default is 5.
2FA Code Resend Timeout - Number of seconds between Allowed Resend Attempts that the user must wait
before attempting to resend again. Default is 30.
For example, if Allowed Resend Attempts is 5, and 2FA Code Resend Timeout is 30, a user can attempt to
resend a code 5 times and then is forced to wait 30 seconds before being able to attempt to resend the code
another 5 times. If those attempts fail, the user is forced to wait another 30 seconds, and so on.
Test SMS Gateway Configuration - Enter a secure known phone number, and save the settings. Click Test SMS
to check if your SMS configuration is valid.
SMS Admin SID Security Settings - SID of gateway provider.
SMS Admin Token - Token of gateway provider.
SMS Admin Sending Phone Number - Phone number from which SMS code is sent to user.

Once the setup is complete, set up the policy for users and choose the appropriate SMS gateway provider,
similarly to other 2FA methods.

() Users arerequired to set up a phone number once the SMS 2FA Policy is enabled. Once the phone number
is set up, client devices can be used to connect to the FileCloud account. Set up the phone number via the web
Ul or through your admin.

If users are required to use SMS with 2FA, they will see the following dialog box during login after the policy is
enabled:

Add your phone number for SMS-based 2FA

Please enter your phone number

Save Phone Number m

Enable Two-Factor Authentication using SMS OTP Security Codes for specific user agents
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Starting with Version 19.3, FileCloud supports configuring two-factor authentication using SMS OTP for specific user
agents. For example, you could apply this configuration to mobile clients only, or to FileCloud Drive, FileCloud Sync,
and Microsoft Outlook only.

1. Complete the instructions above in Two Factor Authentication using SMS OTP Security Codes
2. Open cloudconfig.php at

+ Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php

« Linux: /var/www/config/cloudconfig.php
3. Add the following:

define("TONIDOCLOUD_TWOFA_REQUIRED_USERAGENT_LIST", "useragentl,useragent2, ... ");

4. Replace the useragent values with any number of user agents from the following list:
+ Web browser
« Android
« i0S
+ MS Outlook
« MS Office
« MS Office Online
+ Cloud Sync
« Starting with Version 19.3 of FileCloud use: FileCloud Drive
Prior to Version 19.3 of FileCloud use:
FileCloudDrive or FileCloudDrive2
FileCloud MacDrive or FileCloud MacDrive2
« Any white labelled FileCloud Sync/Drive product name

For example:
define ("TONIDOCLOUD_TWOFA_REQUIRED_USERAGENT_LIST", "Android,i0S");

Enable Two Factor Authentication for User Portal (Global setting)
Administrator can enable Two Factor Authentication using the following steps

Log into the Administrator Portal

Navigate to "Settings"

Select Polices Tab

Under 2FA heading, Change the Enable Two Factor Authentication drop down box to Enabled

In Two Factor Authentication Mechanism choose Email, TOTP (Authenticator App), DUO Security or SMS
Security.

oL

Movie URL not available.
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6. If you choose SMS Security and users are permitted to create accounts, add the following setting that
enables users to add a phone number when creating a share with an external user:
i. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php
ii. Add theline:

define ("TONIDOCLOUD_ENABLE_2FA_SMS_SHARE_INVITES", TRUE);

Reset TOTP or DUO settings for a user

When a user loses a TOTP (Google Auth) app enabled device or if they need to reset the code for any reason, the Admin
can reset the Google Authenticator setup for that user using the following steps

1. Login into the Admin portal
2. Navigate to Users and click the Manage Policy icon in the row for the user.

51
S, Manage Users [ Lmport | [ e Epor

Filter Q. jen Status Filter : All v Source Filter : All v Show 10 ltem v
User name Display Name Email Last Login Status Actions
2 »  jennifer Jennifer jennifer.perkins@filecloud.co 28 Apr 2023 01: & &5 X

3. Click the 2FA tab.
4. Click the Reset 2FA Setting to enable the user to reset their authenticator code.
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Policy Settings - Global Default Policy - jennifer (x}

Note: Custom Policy assigned to this User

General 2FA User Policy Client Application Policy Device Configuration Notifications

2 Factor Authentication

Enable Two Factor Authentication

YES v

Enable to require a one time passcode to be entered along with the account password
Reset 2FA /

Allow user to reinitialize 2FA authenticator

Two Factor Authentication Mechanism hd

After the secret is reset, the user is not required to redo the DUO 2FA setup on initial login as FileCloud will
import access tokens from DUO automatically.
New devices can be registered from the DUO Admin Panel using the DUO Enrollment Email feature.

Two factor authentication validity for Email based 2FA

() 2FACode validity: 10 minutes.

This can be changed by adding a key with a different timeout as shown (This key can be added <WEBROOT>/
config/cloudconfig.php).

define ("TONIDOCLOUD_2FA_EMAIL_EXPIRATION_MINUTES", "5");

For Web Apps, The 2FA validity period is tied to the Session Timeout

For Client apps (i0S , Android App, Drive and Sync) the 2FA code will be required only on very first access and
subsequent access will not require the code. If the record of that device is removed using "Remove Client
Device Record" action, then subsequent access for that mobile device will require the 2FA code.

Client Security Settings 391


https://www.filecloud.com/supportdocs/display/FCDOC/.Managing+Client+Devices+v2V

FileCloud Server Version 23.232 Site Setup

Two-Factor Authentication for Admin Portal

From v12 onwards, support for two factor authentication is available for Admin portal. Both site admin and super
admin (for multi tenancy control panel) can be set to require additional code in order to access.

Two factor authentication for Admin supports only Email based 2FA. The code will be delivered to the email associated
with the account.

() Since 19.2, the way admins set up 2FA has changed - the admin can now select code sendout methods
using a drop down (Email or SMS). In order to upgrade without hassle, it is advised to disable admin 2FA
before upgrading, and set it up again.

The flow is same as user 2FA flow as shown below
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Enable Two Factor Authentication for Site Admin

Asite admin is the admin account to log into the Administrator portal of a specific site. To enable 2FA for the first time,
please follow the steps

1. Loginto Admin portal
2. Navigate to "Settings"
3. Select"Admin" Tab
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4, Check Enable Two Factor Authentication for Admin Logins.

ﬁ FILECLOUD

Home £ Manage Settings
Dashboard
vsERs/aROUPS Server Storage Authentication Admin Databaze Emai Endpoint Backup License Policies 550
Users
Groups Admin Settings
Admi
o Admin Login Name admin|
MANAGE »

Change the built-in admin g name
Team Folders

Metwork Folders Admin Email

User Shares Email id fog

Folder Permissions Enable Two Factor 0

Authentication For

DEVICES Admin Logins Enable Two Factor Authentication for Admin user logins. Requires valid email id.
Devices
MISC. Admin password -
Audit Admin password
]
Alerts Re-Confirm Admin -
Password
User Locks

Re-enter admin password

2FAfields appear.
5. To use SMS authentication, In Select 2FA Delivery Method for Admin, choose SMS Authentication.
Additional fields appear.
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Server Storage Authentication Admin Databaze Email Endpoint Backup Licer
ServerLink Misc Feset
Admin Settings
Admin Login Mams admin

Change the built-in admin user name

Admin Email
Email id for admin accoumnt
Enable Two Factor [#]
Authentication For - "y ) ) ) ) o
Admin Logins Emable Two Factor Authentication for Admin user logins. Reguires valid email id.
Select 2FA Delivery ShAS Authentication ¥

Method for Admin
Enable Two Factor Auth for Admin.

Set Admin 2FA Code g
Tirnegut
Set admin 2FA timeout in minutes

SMS Service Provider Twilic v

Master Admin 2FA SMS Provider

“aster Admin Phons 555.555-5555
Murmber

Master Admin phone number

a. In Set Admin 2FA Code Timeout, set the time in minutes that you want the temporary log-in code to
remain valid.

b. In SMS Service Provider, choose Twilio or Custom.

c. In Master Admin Phone Number, enter the admin's SMS phone number.
An invalid master admin phone number will cause lockout - the portal will not be accessible when SMS
Authentication is chosen.
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6. To use email authentication, in Select 2FA Delivery Method for Admin, choose Email Authentication..

Server Storage Authentication Admin Datzbaze Emiail Endpoint Backup Licenze

Zerverlink Mizc Fezat
Admin Settings

Admin Login Name admin

Change the built-in admin user name

Admin Email @gmail.com

Email id for admin accoumnt

tnable Two Factor v
Authentication For

i : Emable Two Factor Authentication for Admin user logins. Reguires valid email id.
Admin Logins ezl ki d qomEs e

Select 2FA Delivery Email Authentication ¥
Method for Admin
Emable Two Factor Auth for Admin.

Set Admin 2FA Cods =
Timeout
Set admim 2FA timeout in minutes

a. Enteravalid emailin the Enable Two Factor Authentication for Admin Logins field, above the Enable
b. In Set Admin 2FA Code Timeout, set the time in minutes that you want the temporary log-in code to
remain valid.

Enable Two-Factor Authentication for Super Admin for Multi-tenancy control panel access

From FileCloud v12 onwards, superadmin logins can be required to use 2FA to access the Multi-tenancy control panel.
Open "multi.php" (In ubuntu it is at /var/www/config/ and in Windows it is typically at c:\xampp\htdocs\config)

Add the lines:

define ("TONIDOCLOUD_SUPER_ADMIN_EMAIL_ID", "email@company.com");
define ("TONIDOCLOUD_ENABLE_SUPER_ADMIN_2FA","1");

In case the lines are commented "//", please remove the double slash symbol at the beginning of the line and save the
changes.
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© Notethatyou need to provide valid email . If the email is invalid, then the Multi-tenancy control panel cannot
be accessed.

Preventing an attacker from bypassing 2fa

Beginning in FileCloud 20.1, FileCloud only allows a user to set their phone number once. Once the phone number has
been added, the user must contact their admin to change it. This prevents an attacker from obtaining a user name and
password and then modifying the user's phone number to bypass two-factor authentication (2fa). It also prevents an
attacker who has obtained the original phone number from restoring it to prevent the user from realizing there has
been an attack.

To enable a user to only set their phone number once, the following setting appears in the config file:

define("TONIDOCLOUD_ENABLE_USER_SET2FASMS", 1);

To require users to contact their admin to set their phone number initially and to change it,
set TONIDOCLOUD_ENABLE_USER_SET2FASMS to 0:

define("TONIDOCLOUD_ENABLE_USER_SET2FASMS", 0)}

In addition, to prevent an attacker from gaining access with another user's token, if a token is invalid, the system clears
it and requires the user to sign in again.

Setting Client Application Policies
FileCloud allows customizing the client application (Mobile clients, Sync Clients, Drive client) policies.

Policy Settings - Mobile user policy
Note: some palicy settings will not be applicable for Guest and Limited users.

General  2FA UserPolicy  Client Application Policy |~ Device Configuration  Notifications
Mobile Application Policies

Require passcode lock NO
for mobile clients
Tis option will prevent all mobile client apps if the passcode lock is not
enabled (valid only in clients that support passcode)

Disable all mobile NO
client apps from
connecting  This @ption wi

Disable Edit' functions NO
in mobile client apps
This option will disable Rename, Copy, Upload, etc in mobile client apps (if

() FileCloud allows setting global policies that will be applied to all users. But, these policies can be overridden
for specific user.
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Type

Require Passcode lock for mobile clients

Disable all mobile client apps from
connecting

Disable edit functions in mobile client apps

Disable "Print" option in mobile client apps

Disable "Download" option in mobile client
apps

Disable "Open with" option in mobile client
apps

Disable "Share" options in mobile client
apps

Disable "Add to favorites" options in mobile
client apps

FileCloud Server Version 23.232 Site Setup

Description
Force mobile clients to enable FileCloud app pincode. If the
pincode is not enabled, the

login will be rejected with appropriate message

This will prevent login into FileCloud system using mobile client
apps (Users will be allowed to login only via the web browser

This will prevent delete, copy, move operations from being
performed from mobile client apps

This will prevent printing from mobile client apps (At this point
only iOS app provides print function)

This will prevent file download in mobile client apps

This will hide option to open a file in third party apps. NOTE: In
Android, all files are opened in third party apps and this setting
will not affect Android client (otherwise, Android client will be
completely useless)

This will hide file and folder sharing from mobile client apps.

This is will hide "Add to favorites" option from mobile client apps

Each of the following policies can be overridden for specific user.

To override the global policy,

+ Goto "Users" panelin Admin Portal

+ Locate the user record (using Filter Users)

+ Click on "Edit"
+ Click on "Manage Policy"

« Change the appropriate policy to override
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User Details
Mame john Total Quota 2GB
Email John@xyz.com Used Quota 5.1 GB
Last Login 04 Feb 2018 10:38 Available Quota 0B
Group Manage Used Storage 5.1GB m
3 i
O kK » &£ X © #n A
Maobile Manage  Manage Reset Email Delete Manage  Manage
Devices Files Shares  Password Password ccount Policy Backups
Access Level Full o
Authentication Default e
Email john@xyz.com
Display Name john
Account Expires On
Password Expires On
Email Verified
L
Save Close
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User Policy : john

Policy Selected

Policy Mame

Effective Policy

Client Security Settings

'‘Mobile user policy' is selected.

Mo policy

TEAM FOLDER POLICY

Mobile user policy

HR Policy

Global Default Policy ”

B Clear

Mobile user policy B Calculate

Calculate effective policy of the user, as group associat
may change enforced policy.

Close
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User Policy : john

Policy Selected

Policy Mame

Effective Policy

Client Security Settings

‘Mobile user policy is selected.

Mo policy

TEAM FOLDER POLICY
Maobile user policy

HR Policy

Global Default Policy

B Clear

Mobile user policy

Custom Policy assigned to this User
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Policy Settings - Mobile user policy - john

Note: Some policy settings will not be applicable for Guest and Limited users.

General 2FA User Policy Client Application Policy Device Configuration Motifications

Mabile Application Policies

Require passcode lock MO ~
for mabile clients

Disable all mobile NO -
client apps from
connecting This option will prevent all mobile apps from connecting
Disable "Edit’ functions NG w

in mobile client apps

As an Administrator, you can configure the settings of a proxy network by enabling proxy settings.
What is a proxy server?

A proxy server is a computer system or an application that acts as an intermediary for requests from clients seeking
resources from other servers.

1. Aclient connects to the proxy server, requesting some service, such as a file, connection, web page, or other
resource available from a different server.
2. The proxy server evaluates the request as a way to simplify and control its complexity.

Proxies are used to add structure and encapsulation to distributed systems.

Today, most proxies are web proxies, facilitating access to content on the World Wide Web, providing anonymity
and may be used to bypass IP address blocking.

Figure 1. General System Settings
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£ Manage Settings
Server Storage Authentication Admin Database Email
General User Password Notifications Share Preview
Duo Security Privacy
General System Settings

Palicies 550 Content Search Web Edit Team Folders Misc

Anti-Virus

Log in to the FileCloud Admin portal.
On the left Home panel, select Settings.

From the Misc tabs, select General.

o, whE

<myproxyserver>

®© N

account.

In the Manage Settings section, select the Misc tab.

In General System Settings, next to £nable Proxy Settings, select the checkbox.
In Proxy Host, type in the hostname or FQDN of the proxy server in your environment, for example,

In Proxy Port, type in the network port on which to communicate with the proxy server. For example, <8080>.
Many proxy servers require a user to authenticate. In Proxy Username, type in the username for the proxy server

9. In Proxy Password, type in the password for the proxy server account.
10. To save your changes, on the right side of the window, click Save.

Figure 2. Proxy Server Settings

Enable Proxy Settings

Proxy Host

Proxy Port

Proxy Server Port

Proxy Username

Proxy Password

|s hosted behind a proxy server?

Proxy Server Host

Proxy Server Username

Proxy Server Password
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Improving Cookie Security

Defending your browser from CSRF attacks

To defend your browser from cross-site request forgery (CSRF) attacks , you can add a cookie same-site setting to
FileCloud.

The cookie same-site value can be set to the following, as stated in the MDN Web Docs site at https://
developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie/SameSite:

+ Lax - Cookies are not sent on normal cross-site subrequests (for example to load images or frames into a third
party site), but are sent when a user is navigating to the origin site (i.e., when following a link).
« Strict - Cookies will only be sent in a first-party context and not be sent along with requests initiated by third-

party websites.

+ None - Cookies will be sent in all contexts, i.e. in responses to both first-party and cross-origin requests. If
SameSite=None is set, the cookie Secure attribute must also be set (or the cookie will be blocked).
To set the Secure attribute, see Adding httponly and secure flags, below.

For more information, see https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie/SameSite.
To specify a cookie same-site value:

1. Open cloudconfig.php:
Windows Location: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux Location: /var/www/config/cloudconfig.php
« To set the cookie same-site setting to strict, add:

define ("TONIDOCLOUD_COOKIE_SAME_SITE_TYPE", "Strict");

+ To set the cookie same-site setting to lax (the default), add:

define ("TONIDOCLOUD_COOKIE_SAME_SITE_TYPE", "Lax");

+ To set the cookie same-site setting to none, add:

define ("TONIDOCLOUD_COOKIE_SAME_SITE_TYPE", "None");

Adding httponly and secure flags

You can take additional steps to make your cookies secure from external attacks by adding httponly and secure flags
when sending cookies through HTTP headers.

What do httponly and secure flags do?
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+ Acookie can be accessed through http or through client-side Javascript. An httponly flag blocks access to a
cookie from the client side (Javascript) by only allowing it to be accessed by http.

« Most sites are accessed by https, but some sites may also be accessed by http or some of their components may
be sent through http. This leaves cookies vulnerable to being accessed over http. A secure flag prevents them
from being accessed through http by only allowing them to be transmitted over https.

To configure FileCloud to always use the httponly and secure flags in HTTP headers:

1. Open cloudconfig.php.
+ Windows Location : C:\xampp\htdocs\config\cloudconfig.php
« Linux Location : /var/www/html/config/cloudconfig.php

2. Add the following:

define ("TONIDOCLOUD_SECURE_COOKIE", 1);
define ("TONIDOCLOUD_HTTPONLY_COOKIE", 1)}

Recommended and default settings

The recommended values for the cookie settings are the following:

define("TONIDOCLOUD_COOKIE_SAME_SITE_TYPE", "Strict");
define("TONIDOCLOUD_SECURE_COOKIE", 1);
define("TONIDOCLOUD_HTTPONLY_COOKIE", 1);

If you are using FileCloud 23.1 or later:

The above recommended settings are the same as your default settings.

If you are using a version of FileCloud prior to 23.1:

Your default settings are:

define("TONIDOCLOUD_COOKIE_SAME_SITE_TYPE", "None");
define("TONIDOCLOUD_SECURE_COOKIE", 0);
define ("TONIDOCLOUD_HTTPONLY_COOKIE", 0);

You may copy the recommended settings, which are stored in cloudconfig-sample.php into cloudconfig.php to override
the defaults.

Integration with MS Teams

If you have integrated your system with MS Teams, and login frequently redirects users back to the login page:

1. Open cloudconfig.php:
Windows Location: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux Location: /var/www/config/cloudconfig.php

2. Add the following settings:
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define ("TONIDOCLOUD_COOKIE_SAME_SITE_TYPE", "None")};
define ("TONIDOCLOUD_SECURE_COOKIE", 1);
define ("TONIDOCLOUD_HTTPONLY_COOKIE", 1);
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Online Web Editing

Beginning in FileCloud 22.1, Office extensions .doc, .xls, and .ppt are no longer editable in Web Edit. In Desktop Edit,
users may still edit .doc, .xls, and .ppt files.

(@ Usingthe WOPI protocol, online document editing is supported in FileCloud Server version 14.1 and later.

Administrators can configure online editing to allow FileCloud users to select any supported document and edit the
document from within the User Portal.

+ All the changes made by the user are saved in FileCloud automatically.
+ Depending on the versioning settings in FileCloud, additional versions may be created.
+ FileCloud uses the WOPI (Web Application Open Platform Interface) protocol to support online web editing.

|!!| Read more about the WOPI protocol to support document editing.
To use WOPI, you must install or have already available one of the following to provide the web editing capability:

+ Microsoft Office Online
« Collabora Code
+ OnlyOffice

Use the instructions from the following sections to install and configure online web editing.

+ Microsoft Office Online Web Editing

+ Web Editing With Collabora Code

+ Web Editing with OnlyOffice

+ Web Editing with Google Apps

« New Document Creation via Web Browser

+ Web Editing Text Files

+ Web Editing Markdown and Readme Files

+ Coauthoring Office Documents Using Web Edit
+ Disable Online Web Editing

+ Changing the locale in online Office documents

Microsoft Office Online Web Editing

Integration with Microsoft Office Online (Microsoft Office 365) is available in FileCloud Server version 17.3 and later.

You can integrate FileCloud with Microsoft Office Online to allow your users to edit documents in a browser. FileCloud
uses the WOPI protocol for this integration.

Administrators can configure Web Edit in the following ways:
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aj

FileCloud can integrate with your Microsoft-hosted Office Microsoft Office Online for Cloud Web Editing
online server to edit office documents.

J

FileCloud can integrate with your on-premises Office online ) ] ) o
server installation to edit office documents. Microsoft Office Online Server Web Editing

Troubleshooting Office Web Editing

Document always opens in read-only mode

This issue can happen if admin has disabled "Locking" feature. To enable "Locking", navigate to admin Ul —
Settings — Misc tab and unselect "Disable Locking" checkbox.

£+ Manage Settings
Server Storage Authentication Adrmin Database Email Endpoint Backup License Policies S50 Content Search Web Edit Team Folders Misc
General User Password Notifications Share Preview Helper Directory Scraper Anti-Virus
Duo Security Privacy D Reset to defaults

General System Settings

Server Timezone America/Chicago >

Specify a timezone from here - h

w.php.net/manual/en/timezones. php

Apply Folder Lavel O

Security
Allow folder level security settings to apply to share permissions

Dizable Action Panel O

Hide action
panels in

el that contains activity, comments, and permission detail

Disable Locking

Disable ability for users from being able to lock files or folders

Email Domain Names

To Be Blocked
i

th these domain names are blocked. Must be comma
oo.com, hotmail.com

Microsoft Office Online Cloud For Web Edit

FileCloud can integrate with your Microsoft-hosted Office online server to edit office documents.
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@ Tips
«+ Please note that for using this type of web editing, users should have an Office365 account.
» When configuring Office365, please use the default 'admin’ user to login into FileCloud admin Ul. For
security reasons, this configuration is not allowed as a normal user promoted as admin.
+ Support for large file sizes may vary depending on the speed between FileCloud and the relay servers.

=) Office 365 Office product page

Dataflow

Following diagram depicts the interaction between Microsoft Office Online cloud and an on-premises FileCloud server.

Office Online Cloud - Data Flow

FileCloud On-Premise

Cloud r ':
1 1
1 1
1 1
1 1
@) - -
; FileCloud :

1
H Server :
! 1
! 1
! 1
! 1
! 1
1 1
o ——————————— - - - - - L]

______ Browser
Webedit frame
Microsoft User PC

Cloud

1. User selects a document file in office online from FileCloud user Ul. It loads a HTML page with embedded IFRAME
pointing to the Microsoft Office Online cloud.

2. IFRAME loaded in the previous step loads the document specific application from the Microsoft cloud. This in
turn instructs the Office Online cloud to load the document from FileCloud server.

3. Since Office Online cloud supports only pre-approved URLs it cannot load the document directly from FileCloud
server. So the download request is forwarded to a relay server (hosted by FileCloud).
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4. Relay serverin turn forwards the request to FileCloud server and returns the response back. In summary, relay
server serves as a bridge between Office Online cloud and FileCloud server making the communication back and
forth work seamlessly.

Configuring FileCloud With Office Online Cloud

1. Login into FileCloud server admin Ul(as the default 'admin’ user), which needs to integrate with Office Online to
offer web editing.

2. Navigate to Settings -> Web edit tab. Select "Microsoft Office Online Cloud" as Wopi Client Type. It automatically
selects "External HTTPS" and pre-fills the "Wopi Client Host" to URL "onenote.officeapps.live.com".
Click "Configure".

£ Manage Settings

Server Storage Authentication Admin Databaze Email Endpoint Backup License Paolicies 550 Content Search Web Edit Team Folders

Wopi Client Settings

"D Reset to defaults

Wopi Client Type Microsoft Office Online Cloud v

Edit using Microsoft Office Online cloud service

Wopi Client Zone External HTTPS v

Choose the Waopi client endpoints zone.

Wopi Client Host onencte.officeapps.live.com

Published URL for Microsoft Office Online cloud service. No change needed

Wopi Preview (]

when applicable use Wopi for document preview

Wopi Client Status Not configured

3. Upon successful configuration, the following screen should appear. This dialog notifies the user to enable the
relay configuration for the configuration to complete.
=

SUCCESS

Web edit service configured successfully.
Flease note that Microsoft Office Online cloud service reguires relay configuration as
well.
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4, Toenable relay, click on the "Enable" button on the "Office Online Relay Setup" section.

HOME £+ Manage Settings
Dashboard
USERS/GROUPS - ) . . -
Server Storage Authentication Admin Database Email Endpoint Backup License Policies
Users
Groups Wopi Client Settings
Admins L
Wopi Client Type Microsoft Office Online Cloud X
MANAGE

Edit using Microsoft Office Online cloud service
Team Folders

Network Folders Wopi Client Zone External HTTPS 4/

User Shares Choose the Wopi client endpoints zone.

Folder Permissions e : £
Wopi Client Host onenote.officeapps.live.com _onfigur ‘
DEVICES

Published URL for Microsoft Office Online cloud service. No change needed

Devices
MISC. Wopi Preview r
Audit When applicable use Wopi for document preview
Aler‘tso
Wopi Client Status Configured
User Locks
Workflows Office Online Relay Setup

/

Reports
Configure Not configured

Federated Search i =
Required: Configure relay to use Microsoft Office Online service for editing
Metadata

SETTINGS Status None Available. Refresh to retrieve latest stats { Refresh |

5. When WOPI edit over cloud is selected, it also switches to use WOPI for all document previews, since WOPI
webeditor provides a more faithful reproduction of the document. Admins can disable this behaviour by
unselecting "Wopi Preview" checkbox from the "Wopi Client Settings" screen.

6. Now that FileCloud server is configured with office online server, administrator might need to enable the web
edit option for users.

To enable web edit in user Ul, navigate to Customizations -> General -> Ul Features tab and check the option
"Show Online Edit Option". Click "Save" button to save the changes.
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Admins =
AnAGE [EalManage User Ul Customizations
Team Folders

Network Folders General Labels And Logas URL Ul Messages Email Templates MNews Feed TOS Advanced

User Shares

Ul Features Login Account Menu Listing

Folder Permissions
DEVICES Customize User Ul Features

Devices

Enable Ul v
et Customizations a o
. Enable Ul customization
Audit
Mlerts@ Show Document v
Preview o . .
User Locks Show "Preview” in document file menu options (Requires "Document Preview
configured)
Workflows
Reports Show Single File Share
Full Preview . . ; =
Show full screen preview for single file public shares
Federated Search
Metadata Show New Document
Creation Option . .

SETTINGS Show new document creation option in the folder menu

Settings

Show Quick Edit 4
CUSTOMIZATION

Option s ) ) )
- o Show "QuickeEdit” (Requires user to install CloudSync client)
Customization
o
SYSTEM = : -
Show Online Edit =
Checks Option

Show “Web Edit" in document file menu (Requires "Web Edit" configured)

7. Now login into user Ul and hover over an editable Office document. Hover over the Web Edit icon, and ensure
that you see the Office icon and the tooltip Open in Office Online.

8. Click theicon.
The file is opened in the Office Online editor.

A ~ > MyFiles

My Files

Name S’ Filter Items Modified - Size
1 Open in Office Online

¥r [J Example 1.docx @ & @ L » W &

9. When the office online web editor application loads, it will prompt for "Office 365" account. Upon logging in the
selected document will be loaded in the editor.
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=. Microsoft

,

Enter password

Password ‘

Forgot my password

Sign in with another account

() Dependingthe browser's cookie policies, after a user logs into their Microsoft account for WOPI edit,
their FileCloud session could be closed. To avoid this problem, set
TONIDOCLOUD_COOKIE_SAME_SITE_TYPE to Lax.

Microsoft Office Online Server For Web Edit

Introduction
FileCloud can integrate with an on-premises Office online server installation to edit office documents.
This section explains how to install office online server on a Windows 2012 server and configure FileCloud to use this

installation for web editing.

+ Installing Office Online Server on Windows 2012 R2 Server
« Configuring FileCloud To Use Office Online On-Premises Server For Web Edit

Installing Office Online Server on Windows 2012 R2 Server

Introduction

FileCloud can integrate with an on-premises Office Online server installation to edit Office documents (word, excel and
powerpoint) from a browser. The following guide explains how to install office online server on Windows 2012 server.

It is recommended to install Office Online Server on its own Windows 2012 R2 server. Don't install it on Active
Directory domain controller, sharepoint server or Exchange server. Also the windows server where you are
installing the office online server has to be connected to an Active Directory domain.
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First Steps

1. Connect the windows server where you be installing office online server to an active directory domain.
[ - M oosenver1 4779

_ i PROPERTIES

For coserverl

- Computer name ooserver]
Wi All Servers Workgroup WORKGROUP
ii File and Storage Services P
System Properties 2

Computer Name/Domain Changes -

You can change the name and the membership of this mputer
computer. Changes might affect access to network resources.

Computer name:

oosenver] |
ter

Full computer name:
oosenver]

Member of
(®) Domain:

codelathe com| |

O Workgroup:
WORKGROUP

[ ok || cancel |

[ ok || cancel || aeew
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ooserver 477

Server Manager * Local Server

i PROPERTIES

IEE Dashboard For ooserverl

i Local Server
- Computer name ooserver]
W& All Servers Workgroup WORKGROUP
ii File and Storage Services P
System Properties 2
Windows Security -_

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

ter

| codelathel\codelathedcl |

& B —

Domain: codelathe

Connect a smart card

| oK || Cancel |

[ |
‘ [ ok || cancel || aeew
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ooserverd779.cloudapp.net

Server Manager * Local Server

= PROPERTIES
152 Dashboard . For ooserverl
# Local Server
= Computer name ocoserverl Last installed updates
Wi All Servers Domain codelathe.com Windows Update
¥R File and Storage Services b Last checked for updates
System Praperties x Windows Error Reporting
- Customer Experience Improvement Pro
Computer Name/Domain Changes | * - =
IE Enhanced Security Configuration
You can change the name and the membership of this mputer Time zone
computer. Changes might affect access to network resources. 4 Product ID
Computer name:
ooserver] |
ter Processors
Full computer name: Installed memoary (RAM)
ooserver] Total disk space
= Computer Name/Domain Changes -
Member of
®) Domain:
codelathe.com | o Welcome to the codelathe.com domain.
O Workgroup:
WORKGROUP

2. Restart the server to apply the changes.

3. Install all available windows updates and restart the server if prompted.

4. Open the Windows PowerShell prompt as an administrator and run the following command to install the
required roles and services. After the installation restart the server.

Add-WindowsFeature Web-Server,Web-Mgmt-Tools,Web-NMgmt-Console,Web-WebServer ,Web-
Common-Http,Web-Default-Doc,Web-Static-Content,Web-Performance,Web-Stat-
Compression,Web-Dyn-Compression,Web-Security,Web-Filtering,Web-Windows-Auth,Web-
App-Dev,Web-Net-Ext45,Web-Asp—-Net45,Web-ISAPI-Ext,Web-ISAPI-Filter,Web-Includes,In
kandHandwritingServices,NET-Framework-Features ,NET-Framework-Core ,NET-HTTP-
Activation,NET-Non-HTTP-Activ,NET-WCF-HTTP-Activation45

5. Download Office Online Server from the Volume License Service Center. Go to the location where you
downloaded Office Online Server and run setup.exe.
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A= Application Tools DVD Drive (F:) 16.0.7601.6800 [=][B8] % |
Home M| v @
) Name . . e
L Favorites Read the Microsoft Software License Terms
Bl Desktop . Catalog
& Downloads L Files
E Recent places ‘L Office.en-us To continue you must accept the terms of this agreement. If you do not want to accept
the Microsoft Software License Terms, close this window to cancel the installation,
1 Updates
1% This PC o WacServer. W) MICROSOFT SOFTWARE LICENSE TERMS -~
|| WacServerh MICROSOFT OFFICE ONLINE SERVER
G Network & aut These license terms are an agreement between Microsoft Corporation (or
autarun based on where you live, one of its affiliates) and you. Please read them.
%] osetup.dl They apply to the software named above, which includes the media on
Y apply
£ ReadMe which you received it, if any. The terms also apply to any Microsoft
%] setup.dil * updates,
* supplements,
u =EIT) * Internet-based services, and
* support services
for this software, unless other terms accompany those items, If so, those
terms apply.
BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT
ACCEPT THEM, DO NOT USE THE SOFTWARE.
AS DESCRIBED BELOW, USING THE SOFTWARE ALSO OPERATES AS YOUR
CONSEMNT TO THE TRANSMISSION OF CERTAIN COMPUTER INFORMATIOMN
FOR INTERMET-BASED SERVICES.
IF ¥OU COMPLY WITH THESE LICENSE TERMS, YOU HAVE THE PERPETUAL
RIGHTS BELOW, ”
4 AwvEouicus
D | accept the terms of this agreement
items  1item selected 265 KB =
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File Location

Choose a file location

WACSERVER will be installed on your computer, To install this product in a different
location, click Browse, and then select the location.

|t:"v.Program Files\Microsoft Office Web Apps Browse...

Space required for Local Installation Source: 0 MEB
Space required for program files: 2.23 GB

Total space required on drive: 2.33 GE

Space available on drive: 113.0% GE

Install Mow

Online Web Editing 418



FileCloud Server Version 23.232 Site Setup

Installation Progress

Installing Microsoft Office Online Server...
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a Microsoft Office Online Server -

] Office N

Thank you for installing Microsoft Office Online Server. To complete configuration of
your server, follow the steps described in the Office Online Server setup documentation.

Close

6. Open the Windows PowerShell prompt as an administrator and run the following command to Import the
OfficeWebApps powershell module.

import-module “C:\Program Files\Microsoft Office Web
Apps\AdminModule\OfficeWebApps\OfficeWebApps.psd1l”

() Note: Windows powershell for Office Online Server provide offers powershell cmdlets to create and
manage Office Web Apps. You can find complete reference document here: https://
technet.microsoft.com/en-us/library/jj219436.aspx

Online Web Editing 420


https://technet.microsoft.com/en-us/library/jj219436.aspx

FileCloud Server Version 23.232 Site Setup

Deploy as single-server Office Online Server farm that uses HTTP

1. Open the Windows PowerShell prompt as an administrator and run the New-OfficeWebAppsFarm command
to create a new Office Online Server farm that consists of a single server, as shown in the following example. This
example creates an Office Online Server farm on the local server that has editing enabled as well as http access.

(D You need to login as the Domain Administrator to run the New-OfficeWebAppsFarm cmdlet. Local
administrator account is not sufficient. Make sure you replace the URL with your domain names.

New-O0fficeWebAppsFarm -InternalUrl "http://ooserver.internal.contoso.com"
-ExternalUrl "http://oos.contoso.com" -AllowHttp -EditingEnabled

Parameters

« -InternalURL is the name of the server that runs Office Online Server

« -ExternalURL Specifies the URL that clients use to access the Office Online Server from the Internet

« -AllowHttp configures the farm to use HTTP.

« -EditingEnabled enables editing in Office Online Server when used with FileCloud.
Additional parameters that configure translation services, proxy servers, ClipArt support, and Online Viewers are
described in New-OfficeWebAppsFarm.

2. Verify that Office Online Server Farm was created successfully. After the farm is created, details about the farm
are displayed in the Windows PowerShell prompt like given below. To verify that Office Online Server is installed
and configured correctly, use a web browser to access the Office Online Server discovery URL, as shown in the
following example. The discovery URL is the InternalUrl parameter you specified when you configured your
Office Online Server farm, followed by /hosting/discovery, for example: http://oos.yourdomain.com/hosting/

Online Web Editing 421


https://technet.microsoft.com/en-us/library/jj219436.aspx
http://oos.yourdomain.com/hosting/discovery

FileCloud Server Version 23.232 Site Setup

discovery
Administrator. Windows PowerShell

t Corporation. A1l rights reserved.

» New-OfficeWebAppsFarm -InternalURL “htt rverl.codelathe. com”™ -4 Http -EditingEnabled

Setting EditingEnabled to TRUE. You should only do this if users of this Office Online Server have Ticenses that permit

operation?
end [?] Help (default 1s ™

Farmou e
Ir'rter“n alURL : http: zerverl. codelathe. co

True
: False
: False

if1cateName
ertificateName e
u:h 1:1 nn:lEnab'I ed : True

ogramData'\MicrosofthOfficewebApp
ProgramData’\Mi 071 ceWebApp

GE
']1 partEnabled
OnlinePictureEnabled
OnlineVideoEnabled

12 000

z ationServiceAddr H
RenderinglLocalCache atio 3 ProgramData'\Microsoft0fficeWebApp cing'waccache

RecycleActivePro

ernalDataCachelifetime
ternalData
EffectivelserName
st

OpenFromUr1Enabled
OpenFromUncEnabled
OpenFro .mLIr']Thr' t1ingEnabled

at1 onFromL

":]O ER\u ER1}

Deploy as single-server Office Online Server farm that uses HTTPS

1. Obtain and import an SSL certificate with the fully qualified domain name(s) (FQDN) of the Office Online Server
server. You only need to configure one FQDN on the certificate. For example, oos.contoso.com. If you have
different internal and external FQDNs, you'll need to configure both FQDNs on the certificate. For example,
oos.internal.contoso.com and oos.contoso.com.
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2. Configure DNS records to point the FQDN(s) on the certificate to your Office Online Server server. If you have
different DNS servers for internal and external users, you'll need to configure the appropriate FQDN on each
server.

3. Open Windows PowerShell and run the following commands. When you run the commands, replace the example
FQDNs and certificate friendly name with your own.

Same internal and external FQD

New-0fficeWebAppsFarm -InternalURL "https://oos.contoso.com" -ExternalURL
"https://oos.contoso.com" -CertificateName "OfficeOnlineCertificate"

Different internal and external FQDNs__

New-0fficeWebAppsFarm -InternalURL "https://oos.internal.contoso.com" -ExternalURL
"https://oos.contoso.com" -CertificateName "OfficeOnlineCertificate"

() Itispossible to use the wildcard ssl certificate. You need to import the ssl certificate to you certificate store.
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Troubleshooting Tips
If you receive an error during the setup, You need to enable web server role and ASP.NET 45

Application Tools DVD Drive (F) 16.0.7601.6800 HE B

hare View M) 0
e O 1 | WACSERVER %
» ThisPC » DVD Drive v ¢ | | Search DVD Drive (F) 16.0.760... 2 |

MName

. Catalog
. Files
.. Office.en-us
.. Updates
. WacServer. WY
, WacServerMU

P

¥ | autorun
& Setup Errars -

%] osetup.dll

a ReadMe

4] setup.dil Setup is unable to proceed due to the following error(s):

r_] This product requires Internet Infermation Services (115) 7.0 or higher, with ASP
setup {NET v4.0in the list of IS Web Server Extensions.

Correct the issue(s) listed above and re-run setup.

« Start Add Roles, Features Wizard from Server Manager --> Manage --> Add Roles and Features. Enable IS Web
Server Role and ASP.Net Feature. Confirm the selections and install.
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DESTINATION SERVER

Before you begin coserver.codelathe com

This wizard helps you install roles, role services, or features. You determine which roles, role services, ar
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Seryer Selection )
To remove roles, role services, ar features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

| [ Skip this page by default

< Previous | | Mext > | | Install | | Cancel
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Select installation type cerart codatatacom

oosenverl codelathe.com

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
maching, or on an offline virtual hard disk (VHD).

(@ Role-based or feature-based installation

Configure a single server by adding rales, role services, and features.

Server Selection

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Previous | | Net> | | nstal || Cancel
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Add Roles and Features Wizard - O| X

ﬂl

DESTINATION SERVER
ooserveri.codelathe.com

x

Select server ro B

Add features that are required for Web Server (115)?
Hion
The following tools are required to manage this feature, but do not

have to be installed on the same server. er (IIS) provides a reliable,

gble, and scalable Web
on infrastructure.

a4 Web Server (lI5)

4 Management Tools

| [Tools] 115 Management Console

Include management tools (if applicable)

‘AddFeaturEH Cancel |

< Previous | | MNext = | | Install | | Cancel
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DESTINATION SERVER

Select features e eoilathe o

Before You Begin Select one or more features to install on the selected server.

Installation Typs Features Description

Server Selection 3
b [ NET Framework 3.5 Features ASP.NET 4.3 provides core support
Server Roles for running ASP.NET 4.5 stand-alone

4 [W] NET Framework 4.5 Features (2 of 7 installed) applications as well as applications
.NET Framewaork 4.5 (Installed) that are integrated with IIS.

Web Server Role (lIS)
Raole Services [ [m] WCF Services (1 of 3 installed)

Confirmation O Background Intelligent Transfer Service (BITS)

BitLocker Drive Encrypticn (Installed)

[] BitLocker Metwark Unlock

[] BranchCache

[ Client for NFS

[] Data Center Bridging

[] Direct Play

Enhanced Storage (Installed)

[] Failover Clustering

<
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DESTINATION SERVER

Select role services B e —

Before You Begin Select the role services to install for Web Server (IIS)

Installaticn Type Role services Description

Server Selection ibili
4 Web Server s G_Management Com p?tl-tflhty
provides forward compatibility for
4 Common HTTP Features your applications and scripts that
Festures Default Document use the two IIS APls, Admin Base

Web Sarver Role (1IS) Directory Browsing S:je_ct{l-:llsor)hand {:;:)g:;a\?iredory
TvICe Erface . TOU Can use

HTTP Errors existing 1S 6 scripts to manage the
Confirmation Static Content II5 7 Web server.
[] HTTP Redirection
[[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[ Custom Logging
[ Logging Tools
[] ODEBC Logging
[] Request Monitor

— - -

Server Rolas
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[ Add Roles and Features Wizard == -

C . 1: : - | | . | : DESTIMATION SERVER
O _‘l | I’lﬂ | ﬂSto atIOﬂ SE 'E"Ct | O ﬂ S oosenverl.codelathe.com
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required

Opticnal features (such as administraticn tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Features
J2b Sarver Role (115 MET Framework 4.5 Features -
ASP.NET 4.5
Role Service

i Web Server (IS
® e

Management Tools

15 Management Console

Web Server
Commeon HTTP Features
Default Document
Directory Browsing
HTTP Errors

.t

Export configuration settings
Specify an alternate source path

< Previous MNext > Install | | Cancel

Configuring FileCloud To Use Office Online On-Premises Server For Web Edit

Introduction

FileCloud supports web based document editing using Microsoft Office Online. FileCloud uses the WOPI protocol to
connect to Office Online for web based editing.
This document assumes that the administrator has already installed an Office Online server.

Configuration Tips

+ When configuring FileCloud with Office Online on-premises server, please use the default 'admin' user to
login into FileCloud admin Ul. For security reasons, this configuration is not allowed as a normal user
promoted as admin.

Configuring FileCloud With Office Online

1. Navigate to the URL http[s]://IPAddressOfYourOfficeOnlineServer/hosting/discover using a browser. This is the
page that contains all the information of various editors supported by Office Online server.

2. From the resulting page, note zone of editors to be used by FileCloud. The selection depends on the requirement
of where the web edit feature will be used. In our case, we will choose "internal-http", as we want to offer web-
editing only to internal users.
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&« 0O 0 codelathe.com/hosting/discovery @ # ® P & @ P . -
i3 Apps ¢ Bookmarks v Backup Codelathe - Personal [ DevMode On [ Dev Mode Off GWT UI

This XML file does not appear to have any styvle information associated with it. The document tree is shown below

¥ <wopi-discovery:>
¥ <net-zone names'internal-h >
» <app name="Exce aviconUrL="| uts/resources/FavIcon_Excel.ico” checklLicense="true">...</app>

» <app name="OneNote" favIconUrl: ources/1@33/FavIcon_OneNote.ico" checklLicense="true">...</app>
» <app name="PowerPoint" favIconl resources/1@33/FavIcon_Ppt.ico" checklicense="true">...</app>
p <app name="kHopiTest"” favIconUr cklLicense="true">...</app>

p <app name="Word" favIconUrl="h rces/1833/FavIcon_lWord.ico” checklLicense="true">...</app>

p <app name="WordPdf" favIconurl: sources/1@33/FavIcon_Word.ico" checklLicense="true">...</app>

</net-zone>
¥ <net-zone name="external-http":

b <app name="Excel"” favIconUrl="http:// layouts/resources/FavIicon_Excel.ico" checklicense="true">...</app>
p <app name="OneNote" favIconUrl="http: /rescurces/1033/FavIcon_OneNote.ico" checklLicense="true">...</app>
p <app name="PowerPoint" favIconUrl="ht n/p/resources/1833/FavIcon_Ppt.ico" checklLicense="true">...</app>
p <app name="WopiTest" favIconUrl="http checklLicense="true">»...</app>
p <app name="Word" favIconUrl="http://o =sources/1833/FavIcon_Word.ico™ checklicense="trus">...</app>
¥ <app name="WordPdf" favIconUrl="http: +fresources/1833/FavIcon_lWord.ico" checklicense="trus">
<action name="view" ext="pdf" default="true" urlsrc="http:// 1/ we/wordviewerframe.aspx?PdfMode=1&<ui=UT_LLCCE
<dchat=DISABLE_CHAT&>»<showpagestats=PERFSTATS&>"/>
<action name="imagepreview” ext="pdf" urlsrc="http:// JSwvfwWordPreviewHandler. ashx?PdfMode=18<ui=UI_LLCCE><rs
<dchat=DISABLE_CHAT&><showpagestats=PERFSTATS&:"/>
<action name="interactivepreview" ext="pdf" urlsrc="http:// fwvfwordviewerframe. aspx?embed=18&PdfMode=18&<ui=U
<rs=DC_LLCC&><dchat=DISABLE_CHAT&><showpagestats=PERFSTATS&>"/>
<action name="embedview" ext="pdf" urlsrc="http:// fwy/wordviewerframe. aspx?embed=1&PdfMode=18<ui=UT_LLCC&><
<dchat=DISABLE_CHAT&><showpagestats=PERFSTATSE>"/>
<action name="rtc" ext="pdf" urlsrc="http:// ‘ric2/"/ >
<action name="preloadview” ext="pdf" wrlsrc=' com/wv/Staticload.aspx wx=wlwv=viusescript=1&<ui=UT_LLCC>"
</app>
</net-zone>
¢proof-key oldvalue="" oldmodulus="" ocldexponent=""
value=" THbMRUOYESFghFyiZgSHADY IVrf/yQfScvkn2qVbGIs
modulus Y9LIS59Act31jB3CAhbe jRATHRPRQuaeGd+Y13]bGTpl

exponeni= nAgss ;2
</wopi-discovery:

3. Ensure that the Office online server has access to the FileCloud server (To verify: navigate to FileCloud user login

page from office online server).

4. Add the Office Online server to the Content Security policy in the .htaccess file.

a. Open the .htacess file:
Windows: C:\xampp\htdocs\.htaccess
Linux: /var/www/html/.htaccess

b. Find the line: Header set Content-Security-Policy, and add your Office Online server url without http or
https, for example oos.company.com to the url's listed for default-src, script-src, frame-src, and img-
src:

Header set Content-Security-Policy: "default-src 'self’ blob: *.live.com *.amazonaws.com
*.core.windows.net oos.company.com www.google.com
http://127.0.0.1:34320/v1/fileassociations; style-src 'unsafe-inline' 'self';script-sre 'unsafe-
inline' 'unsafe-eval' 'self' www.google.com oos.company.com www.gstatic.com
teams.microsoft.com *.teams.microsoft.com *.skype.com;frame-src ‘self’ www.google.com
oos.company.com *.live.com docs.google.com accounts.google.com; font-src 'self' data:;img=
src www.gstatic.com 'self' data: blob: *.duosecurity.com *.live.com *.amazonaws.com

* core.windows.net oos.company.com *.office.net; frame-ancestors 'self'
teams.microsoft.com *.teams.microsoft.com *.skype.com;

c. Saveyour changes.
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5. Now login into FileCloud server admin Ul(as the default 'admin’ user), which needs to integrate with Office
Online to offer web editing.

6. Navigate to Settings -> Web edit tab. Select "Microsoft Office Online" as Wopi Client Type, "Internal HTTP" as
Wopi Client Zone (select other option as required), IP address/URL for office online server as Wopi client host.
On entering the details click on configured.

£ Manage Settings

Server Storage Authentication Admin Database Email Endpoint Backup License Policies S50 Content Search

Web Edit Serverlink Mise
Wopi client has to be configured to support web based document editing ) Reset to defaults
Wopi Client Settings

Wopi Client Type Microsoft Office Online v

Choose type of your web editing server

Wopi Client Zone nternal HTTP "

Choose the Woepi client endpeints zone,

‘Wopi Client Host

Enter IP address of web editing server and click 'Discover’

Wopi Client Status Not Configured
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7. Upon successful configuration, the following screen should appear.

£ Manage Settings
Server Storage Authentication Admin Database Email Endpoint Backup License Policies S50 Content Search
Web Edit ServerLink Misc

Wopi client has to be configured to support web based document editing ) Reset to defaults

Wopi Client Settings

Wopi Client Type Microsoft Office Online v

Choose type of your web editing server

Wopi Client Zone nternal HTTP v

Choose the Wopi client endpoints zone.

Wopi Client Host ‘

Enter IP address of web editing server and click 'Discover’

Wopi Client Status Configured

8. Now that FileCloud server is configured with office online server, administrator might need to enable the web

edit option for users.
To enable web edit in user Ul, navigate to Customizations -> General -> Ul Features tab and check the option

"Show Online Edit Option". Click "Save" button to save the changes.
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HOME
Dashboard
USERS/GROUPS
Users
Groups
Admins
MANAGE
Team Folders
Network Folders
User Shares
Folder Permissions
DEVICES
Devices
MISC.
Audit
.mer‘ts,o
User Locks

workflows

Reports

General

Ul Features

Labels And Logos URL

Legin

Ul Messages Email Templates News Feed TOS

Account Menu Listing

Customize User Ul Features

Enable Ul
Customizations

Show Document
Preview

Show Single File Share
Full Preview

Show New Document
Creation Option

Show Quick Edit
Option

Show Online Edit
Option

Enable Ul customization

Show "Preview” in document file menu options (Requires "Document Preview"
configured)

a

Show full screen preview for single file public shares

a

Show new documentgreation option in the folder menu

Show ick Edit" (Requires user to install CloudSync client)

Show "Web Edit" in document file menu (Requires "Web Edit" configured)

Advanced

9. Now login into the user Ul and hover over an editable Office document. Hover over the Web Edit icon, and ensure
that you see the Office icon and the tooltip Open in Office Online.

a

My Files

v » MyFiles

Name

S’ Filter Items

Example 1.docx

Modified -
1 Open in Office Online

@ 4L B ox O - m

Size

10. Click theicon and confirm that the document opens in its Office Online editor.

Web Editing With Collabora Code

This section explains how to configure FileCloud to use Collabora Code for web editing.
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Prerequisites

« The Collabora server must be installed. For help, see Collabora's Installation Guide.
+ Reverse Proxy must be set up for the Collabora URL. For help, see Collabora's Installation Guide, Proxy Settings.

In this section

+ Configuring FileCloud To Use Collabora CODE For Web Edit
« Configuring FileCloud to use Collabora CODE for File Creation

Configuring FileCloud To Use Collabora CODE For Web Edit

Introduction

Document Web Edit support is available in FileCloud starting from FileCloud 14.0. FileCloud supports web based
document editing using Collabora CODE. FileCloud uses the WOPI protocol to connect to office online for web based
editing.

() This document assumes that the administrator has already installed Collabora CODE completely and ready for
use.
For Collabora CODE installation, refer to the official Collabora documentation at:
https://sdk.collaboraonline.com/docs/installation/CODE_Docker_image.html
https://sdk.collaboraonline.com/docs/installation/Proxy_settings.html#reverse-proxy-with-apache-2-
webserver

Configuration Tips

» When configuring FileCloud with Collabora CODE, please use the default 'admin’ user to login into FileCloud
admin Ul. For security reasons, this configuration is not allowed as a normal user promoted as admin.

Configuring FileCloud With Collabora CODE

1. Navigate to the URL http[s]://IPAddressOfYourCODEServer/hosting/discovery using a browser. This is the page
that contains all the information of various editors supported by CODE server.

2. From the resulting page, note zone of editors to be used by FileCloud. The selection depends on the requirement
of where the web edit feature will be used. In our case, we will choose "external-http", as we want to offer web-
editing to external users.
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"B O 3% A 4 #- 0 K

€ delathe.com/hosting/discovery 2

|12 Most Visited @ Getting Started @ FileCloud Backup Server @ Dev Mode On @ Dev Mode Off

This XML file does not appear to have any style information associated with it. The document tree is shown below.

—<wopi-discovery> (,-———‘
— <net-zone nami = external-hitp "= )
+ <app name="appli otus-wordpro”=</app>
+ <app name="image/svg+xml"></app>
+ <app name="application/vnd ms-powerpoint"=</app=

+ <app name="application/vnd sun xml writer"></app>

+ <app name="application/vnd oasis opendocument text"></app>

+ <app name="application/vnd.oasis opendocument text-flat-xml"></app>
<l doc s ——>

+ <app name="application/vnd.sun.xml calc"></app>

+ <app name="application/vnd. oasis.opendocument spreadsheet"></app>

+ <app name="application/vnd oasis opendocument spreadsheet-flat-xml"></app>
<!-- I es55 docuw 5 —=>

+ <app name="application/vnd sun xml impress"></app>

+ <app name="application/vnd.oasis.opendocument presentation"=></app=

+ <app name="application/vnd. oasis opendocument presentation-flat-xml"=</app>
<!-— Draw documents -->

+ <app name="application/vnd sun xml draw"=></app>

+ <app name="1application/vnd.oasis.opendocument. graphics"></app>

+ <app name="application/vnd oasis opendocument graphics-flat-xml"=></app>
<l-= de ts —->

+ <app name="application/vnd oasis opendocument chart"></app>
<!-- Text master doc nts -->

+ <app name="application/vnd sun xml writer global"></app>

+ <app name="application/vnd oasis opendocument text-master"></app>
<!-= P doci 5 —->

+ <app name="application/vnd sun xml math"></app>

+ <app name="applicationvnd.oasis opendocument formula"></app>

<!-- Text doe nts —-->

+ <app name="application/vnd sun.xml writer.template"></app>

+ <app name="application/vnd. oasis opendocument text-template"=></app>
Pyl

er master document templates —->

+ <app name="application/vnd. oasis opendocument text-master-template "></app>
<!-- st &

+ <app name="application/vnd sun.xml calc.template"></app>
+ <app name="application/vnd.oasis.opendocument spreadsheet-template"=</app>

3. Ensure that the CODE server has access to the FileCloud server (To verify: navigate to FileCloud user login page
from code server).

4. Now login into FileCloud server admin Ul(as the default 'admin’ user), which needs to integrate with CODE for
web editing.

5. Navigate to Settings -> Web edit tab. Select "Collabora CODE" as Wopi Client Type, "External HTTP" as Wopi
Client Zone (select other option as required), IP address/URL for office online server as Wopi client host.
On entering the details click on configured.
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£ Manage Settings

Server Storage Authentication Admin Database Email Endpoint Backup License Policies S50 Content Search
Web Edit ServerLink Misc
Wopi client has to be configured to support web based document editing. ) Reset to defaults

Wopi Client Settings

Wopi Client Type Collabora CODE v

Choose type of your web editing server

Wopi Client Zone External HTTP v

Choose the Wopi client endpoints zone.

Wopi Client Host .codelathe.com

Enter IP address of web editing server and click 'Discover’

Wopi Client Status Not Configured

Online Web Editing 437



FileCloud Server Version 23.232 Site Setup

6. Upon successful configuration, the following screen should appear.

£ Manage Settings

Server Storage Authentication Admin Database Email Endpoint Backup License Palicies 5SSO Content Search

Web Edit Serverlink Misc

Wopi client has to be configured to support web based document editing. 2 Reset to defaults

Wopi Client Settings

Wopi Client Type Collabora CODE ki

Choose type of your web editing server

Woaopi Client Zone External HTTP M

Choose the Wepi client endpeints zone.

Wopi Client Host .codelathe.com

Enter IP address of web editing server and click 'Discover

Wopi Client Status Configured

7. Now that FileCloud server is configured with office online server, administrator might need to enable the web

edit option for users.
To enable web edit in user Ul, navigate to Customizations -> General -> Ul Features tab and check the option

"Show Online Edit Option". Click "Save" button to save the changes.
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General Labels And Logos URL Ul Messages Email Termplates News Feed TOS Advanced
HOME
# Dashboard Ul Features Login Account Menu Listing
USERS/GROUPS
& Users Customize User Ul Features
sk
& Groups Enable Ul
& Admins Customizations Enable Ul customization
MANAGE
Show D t
B Team Folders o O;Jemv;:.
Show "Preview” in document file menu options (Requires "Document Preview"
= Metwork Folders configured)

* User Shares
Show Single File Share [

: issi Full Preview ) ) )
@ Folder Permissions Show full screen preview for single file public shares
DEVICES
Ll Devices Show New Document O

Creation Option

Show new documentgreation option in the folder menu

MISC.
@ Audit
Show Quick Edit
A Alerts® Option o : _ )
Show "Cyfick Edit" (Reguires user to install CloudSync client)
& User Locks
) Show Online Edit
m Workflows Option
Show "Web Edit" in document file menu (Requires "Web Edit" configured)
i= Reports

8. Now login to the user portal, hover over a document and click the Web Edit icon. Ensure the selected document
opens in the code web editor.

Modified Size

Jun 17, 2020 7:59 AM

2).do.. @ & & | - W a8 -

133 KB

@ Open in Desktop

® Open with Collabora Code
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Configuring FileCloud to use Collabora CODE for File Creation
Starting in FileCloud 19.3, web-based file creation using Collabora CODE is supported.

To configure FileCloud to use Collabora Code for file creation:

1. Configure FileCloud to use Collabora CODE according to the instructions in Configuring FileCloud To Use
Collabora CODE For Web Edit.

2. Create afolder for storing templates such as C:\documenttemplates.

3. Inthefolder, create empty Office templates, each having the filename template, for example, template.docx,
template.pptx, template.xlsx.

4. In C:\xampp\htdocs\config\cloudconfig.php add the following line:
define("WOPI_CLIENT_TEMPLATE_DIR", "C:\documenttemplates");
You can now create files that match the template types you have added.

Web Editing with OnlyOffice

& For OnlyOffice integration to be effective, the OnlyOffice URL must be accessible over HTTPS with a valid SSL
certificate and chain certificate.

FileCloud supports web based document editing using OnlyOffice. The following procedures assume you have already
installed OnlyOffice.

Configuring FileCloud with OnlyOffice
1. Open In the FileCloud Admin portal, go to Settings > Web Edit.
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In WOPI Client Type, choose Only Office.
The screen displays OnlyOffice settings.

Web Edit Team Folders Third Party Integrations Misc Reset

WOPI Client Settings

WOPI Client Type Only Office v

Select service type to edit office documents

Only Office Host

Enter host URL address of web editing server

Only Office Secret Key

Enter secret key for Only Office

Only Office Preview

When applicable use Only Office for document preview

Enter the Only Office Host and Only Office Secret Key.

To preview as well as edit supported file types in OnlyOffice, check Only Office Preview.
Click Save.

Add the OnlyOffice Server to the Content Security Policy in the .htaccess file.
a. Openthe .htacess file:

Windows: C:\xampp\htdocs\.htaccess
Linux: /var/www/html/.htaccess

. Find the line: Header set Content-Security-Policy, and add your url without http or https, for example

youronlyoffice.serveraddress.com to the url's listed for script-src and frame-src:

Header set Content-Security-Policy: "default-src 'self' *.live.com *.amazonaws.com *.core.windows.net
www.google.com; style-src 'unsafe-inline’ 'self';script-src 'unsafe-inline’ ‘'unsafe-eval' 'self' www.google.com
www.gstatic.com youronlyoffice.serveraddress.com;frame-src 'self' www.google.com *.live.com
your‘onlyo-F-Fice.serveraddress.coﬂ; font-src 'self’ data:;img-src www.gstatic.com 'self’ data: blob:
*.duosecurity.com *.live.com *.amazonaws.com *.core.windows.net *.office.net”

c. Saveyour changes.

Now users can Web edit with OnlyOffice.

Web Editing with Google Apps

Beginning with FileCloud 21.3, you can integrate FileCloud with Google Apps to make an additional Web Edit option.
Google Apps cannot replace your current WOPI client, but may be added as an additional option, so that when users
select to Web Edit docx, xlsx, pptx files, both the WOPI client and Google Docs are listed as options for opening it:
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Google Docs Setup (1).docx

Google Docs Setup (1).pdf

Sync Startup issue.docx

basic-link-1.pdf

@ & @ | Q- m o

Open in Deskto
@ op P ! 327 KB

B Open with Google Docs
‘ 14 KB

'l Open with Office Online
Fep 28, 2UZZ 581 PM

138 KB
by you

() InFileCloud's mobile apps, files can be viewed but not edited in Google Apps.

o + Editing of some large files is not supported in Google Apps. See Files you can store in Google Drive for

specific size limitations.

+ Toopen a Google Apps editor in incognito windows, you may first have to grant Google Docs the
correct permissions or unblock third party cookies.

To integrate with Google Apps:

Set up Google Apps - FileCloud integration in the Google Cloud platform:

You must have a Google account that you can use to sign in to the Google Cloud Console in order to integrate your

system with Google Apps.

1. Access the Google Cloud Console at https://console.cloud.google.com and sign in.

2. Go to Home > Dashboard.
3. Click Create Project.

Google Cloud Platform  Select a project

Q, Search products and resources

Pin your top products here

ﬁ Home
® Recent >
PINNED

© ¥ Pinsappearhere @
MORE PRODUCTS A

\2 Marketplace

B4 Billing

API  APIs & Services >
[

T Support >

Dashboard

0 To view this page, select a project. CREATE PROJECT

A New Project screen opens.
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4. Give the project a name and click Create.

= Google Cloud Platform Q,  Search products and resources

New Project

delete projects. Learn more

MANAGE QUOTAS

You have 11 projects remaining in your quota. Request an increase or

- Project name *
FileCloud Integration Project

o

Project ID: filecloud-integration-project. It cannot be changed later.  EDIT

Location *

f#h No urganiﬁ}ion

BROWSE }

Parent orggdization or falder

CANCEL
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The project opens in the dashboard.

5. Inthe navigation panel, click APIs & Services > Dashboard.
(If the navigation panel is not visible, click the three bars in the upper-left corner of the screen to openit.)

6. Click Enable APIs and Services.

Google Cloud Platform  $ FileCloud Integration Project

Q

Search products ...

Click to open navigation panel.
API APIs & Services APIs & Services ~+ ENABLE APIS AND SERVICES
«3»  Dashboard
4 our 6hours 12hours 1day 2days 4days 7days 14days « 30days
i Library
o+ Credentials Traffic = I ¢
1.0s
1 OAuth consent screen
0.8/s
Domain verification
0.6is
o Page usage agreements A No data is available for the selected time frame.
0.4/s
0.2is
0
Nov 07 MNov 14 Nov 21 Nov 28
< Errors o>~ 3 3
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7. Search for Google Drive API, select it, and enable it.

= Google Cloud Platform &= FileCloud Integration Project v

API API Library Q. google drive api X
o«

/

APl Library > “google drive api”

Filter by “google drive api”
CATEGORY

Big data (3)

Analytics (2) 7 results

Databases (1)

Developer tools (1) Google Drive API
Healthcare (1) Google Enterprise APl @

Google Enterprise APIs (5) The Google Drive AP! allows clients to access resources from Google Drive.
Storage (1) /
Mobile (1) Ve
Google Workspace (1) Drive Activity API
Google Enterprise APl @
Provides a historical view of activity in Google Drive.
8. Then

Google Cloud Platform  $e FileCloud Integration Project v Q  Search products and resour...

@ Recent >

PINNED

Pin your top products here

T Pinsappearhere @ X

MORE PRODUCTS A Library

Credentials

\E’ Marketplace
o OAuth consent screen

& Billing Domain verification
Page usage agreements
API  APIs & Services > ¢ o8 20
*
W Support >
© 1AM &Admin >

https://console.cloud.google.com/api:

9. For User Type, choose Internal or External depending on the following guidelines:

« Internal means the integration is limited to Google Workspace users within the organization (email
domain). External allows any Google account.

« Free google accounts only allow External users, because there is no Google Organization. Paid
google accounts can use both, but Internal is only allowed if there’s a Google Organization set up.

« External requires the Google Project to be published into production status. It also may require the
Google Project to be verified if it displays an icon or display name for the project on the OAuth
consent screen.
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10. Click Create.

Google Cloud Platform 2 FileCloud Integration Project v Q. Search products and resour...
APT APIs & Services QAuth consent screen Learn >l

Choose how you want to configure and register your

<%+ Dashboard app, iljcluding your ta.rget users._You can only Google OAuth consent screen
associate one app with your project.

WG .

m Library What is the OAuth consent screen? v

O~ Credentials User Type
O Internal @ What are OAuth consent scopes? v

i 0Auth consent screen
Only available to users within your organization.

Domain verification You will not need to submit your app for What are sensitive APl scopes? v
verification. Learn more about user type

S5 Page usage agreements
® Exiemal @ What are restricted APl scopes? v

Available to any test user with a Google Account.
Your app will start in testing mode and will only be

available to users you add to the list of test users. The app registration process

Once your app is ready to push to production, you

may need 1o verify your app. Learn more about What information do | need? v
user type

Will my app need to be verified by Google? v

e CREATE
<l What if | dan't verifv mv ann? £V

Ll =mopni 4:40 oo | P Dol e o0 DE WAz CC D1 cD DD o pov oao BEDocian. 240 B Auctin: 2,40 Dolond. 0:40

An Edit app registration screen for the OAuth consent screen opens.

Google Cloud Platform  $e FileCloud Integration Project + Q  Search products and resour...
API APIs & Services Edit app registration Learn >
¥ Dashboard . o . .
“ @ oAuth consent screen — @) Scopes How is this info presented to users?
i Library © Testusers — @ Summary This is the consent screen that users see

o Credentials -~
> Sign in with Google

o OAuth t i i
¥ uth consent screen APP information o .

This shows in the consent screen, and helps end users knew who you
are and contact you

Domain verification

S Page usage agreements R / [Dlsplay Name] wants access
\ FileCloud } to your Google Account
The name of the app gsking for consent . d
User supporlﬁ 9
[ @gmail.com M I Select what [Display Name] can access
For users to contact you with questions about their consent D
‘ App logo BROWSE } l
L \ J
<l Upload an image, not larger than 1MB on the consent screen that will
. Dhilivog ACe e | P Bl e A mE iz cc 1 cn b Y =T | sip: 0.0 Daland 0.c
— —

11. Fillinthe required information, and then click Save and Continue.
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The registration screen for Scopes opens:

Google Cloud Platform & FileCloud Integration Project Q Search products and resour...
API APIs & Services Edit app registration <l
¢+ Dashboard @ OAuthconsentscreen — @) Scopes — €) Testusers — @ Summary
il Library

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

or Credentials
i OAuth consent screen

Domain verification ADD OR REMOVE SCOPES

s Page usage agreements

Your non-sensitive scopes

APl Scope User-facing description

No rows to display

<l

12. Click Add or Remove Scopes.
An Update Selected Scopes screen opens.
13. Scroll to the bottom of the screen and manually add https://www.googleapis.com/auth/drive.file. Then click

Add to Table.

TP TEITOMY

\:\ BigQuery .../auth/cloud-platform View your data across Google Cloud services and see the
API read-only email address of your Google Account

\:\ BigQuery .../auth/devstorage Manage your data and permissions in Cloud Storage and
API full_control see the email address for your Geogle Account

\:\ BigQuery .../auth/devstorage View your data in Google Cloud Storage
API -read_only

\:\ BigQuery .../auth/devstorage Manage your data in Cloud Storage and see the email
API read_write address of your Google Account

Rows per page: 10+ 1-100f41 < >

Manually add scopes

If the scopes you would like to add do not appear in the table above, you can enter them here. Each scope should be on
anew line or separated by commas. Please provide the full scope string (beginning with "https://"). When you are
finished, click "Add to table”.

https://www.googleapis.com/auth/drive filel

'S

\

ADD TO TABLE

UPDATE

14. Checkitinthe table and click Update.
It appears under Your non-sensitive scopes.
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Google Cloud Platform e FileCloud Integration Project v Q  Search products and resour...
API APIs & Services Edit app registration <l
¢+ Dashboard @ OAuthconsentscreen — @) Scopes — @) Testusers — @ Summary
i Library

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

- Credentials

i OAuth consent screen

Domain verification ADD OR REMOVE SCOPES

Su  Page usage agreements

Your non-sensitive scopes

APl Scope User-facing description
. See, edit, create, and delete only the ]
/auth/drive specific Google Drive files you use

file with this app

15. Scroll to the bottom of the screen and click Save and Continue.
16. Inthe Test Users screen, click Save and Continue.
17. Inthe navigation panel, click OAuth consent screen again, and click Publish App, and then click confirm.

¢ FileCloud Integration Project v Q,  Search products and resour...
APT APIs & Services OAuth consent screen Learn >l
<% Dashboard .
FileCloud , eormaee Google OAuth consent screen
i Library . 2
What is the OAuth consent screen? v

O~ Credentials

Publishing status @

What are OAuth consent scopes? v
iy 0Auth consent screen
Testing
Domain verification What are sensitive APl scopes? v
PUBLISH APP
Zs  Page usage agreements
What are restricted APl scopes? v
User type
External @ The app registration process
What information do | need? v

MAKE INTERNAL

Will my app need to be verified by Google? v

OAuth usercap @

18. Inthe navigation panel, click Credentials, and in the Credentials screen, click Create Credentials, and
choose OAuth client ID.
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Google Cloud Platform ileCloud Integration Project v Q Search products and resour.
API APIs & Services Credentials + CREATECREDENTIALS T DELETE
APl key
X2 Dashboard :
< ashboar Create credentials to act  |gentifies your project using a simple APl key to check quota and access
i Library OAuth client ID
API KE.VS Rgffuests user consent so your app can access the user's data
o= Credentials .
O Name ervice account Key Actions
i uth consent screen No AP keys 1o displa Enables server-to-server, app-level authentication using robot accounts
Domain verification Help me choose

OAuth 2.0 Client | Asks a few guestions to help you decide which type of credential to use

Sy Page usage agreements
O Name Creation date |, Type Client ID Actions

No OAuth clients to display

Service Accounts Manage service accounts

O Email Name 4 Actions

No service accounts to display

The Create OAuth Client ID screen opens.

GOOQ|2 Cloud Platform i on Project + Q, Search products and resources
API APIs & Services & Create OAuth client ID
«»  Dashboard " P . :
v A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
. . multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
wm Library information. Learn more about OAuth client types.
o-  Credentials ¢ Application type * \
Web application - ‘
OAuth consent screen ‘ .
- Name * N
©  Domain verification FileCloud Web client ‘

- The name of your OAuth 2.0 client. This name is only used to identify the client in the
= Page usage agreements console and will not be shown to end users

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

+ ADDURI

Authorized redirect URIs @

For use with requests from a web server

URIs *

/ https:/fwww.myfilecloud.com/core/googl ith
<l ;

19. In Application type, select Web application.

In Name, enter any name.
In URIs under Authorized redirect URIs enter your FileCloud URL appended with /core/googledocsoauth,

for example, https://www.myfilecloud.com/core/googledocsoauth.
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20. Click Create.
An OAuth client created message box opens:

OAuth client created

The client ID and secret can always be accessed from Credentials in APls &

Services
0Auth is limited to 100 sensitive scope logins until the OAuth
consent screen is verified. This may require a verification process
that can take several days.
~ Your Client ID \
® |
~ Your Client Secret \
B
¥ DOWNLOAD JSON
0K

21. Click Download JSON, and download and save the JSON file.

Configure Google Apps in FileCloud
Now we need set up Google Apps in FileCloud by adding the OAuth file and the HTML verification file.

1. Goto https://www.google.com/webmasters/verification/home
2. Click Add a Property, put your FileCloud URL (no endpoint appended this time).

Webmaster Central

Use the table below to manage verified owners of your properties or to add new properties to your accoy

ADD A PROPERTY

Enter the URL of the property that you'd like to verify.

[nttps:/iwww myfilecloud com Continue

Example: hitpAwww example.com/
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3. Click Continue.

Webmaster Central

Verify your ownership of https:/iwww.myfilecloud.com/. Learn more

Your Google Account will be recorded in Google's systems as an official owner of this property.
Note - your ownership information will be stored and be visible to other owners (both current and future).

Recommended method Alternate methods

Recommended: HTML file upload

Upload an HTML file to your site.

1. Download this HTML verification file. [googlec htmi]

2. Upload the file to https://www myfilecloud .com/

3. Confirm successful upload by visiting https://www myfilecloud.com/googlec _html in your browser.
4. Click Verify below

To stay verified, don't remove the HTML file, even after verification succeeds.

4. Download the HTML verification file.
5. Now open the FileCloud Admin Ul and go to Settings > Web Edit, and scroll down to Google Apps Access.
a. Check Enable Google Apps.
b. For Google OAuth Client ID, click Choose File to select the JSON file you downloaded and saved in
the previous procedure, and then click Upload to upload it.
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c. For Google's Domain Verification File, click Choose File to select the HTML file that you just

downloaded.

Google Apps Access

Enable Google Apps
Click to edit documents using Google Docs/Sheets/Slides
Google Server Idle Session Timeout

5

Enter idle session expiry time (in minutes from 5 to 1440) in which the edit will be
considered finished

Google OAuth Client ID

Upload OAuth Client ID (json)

| Choose File | client_secre...ent.com.json

| Upload |

Upload the client secret JSON file to be used to access Google Docs via the OAuth
method

Google's Domain Verification File

Upload Google's Domain Verification File (.html)

| Choose File ‘ google4f3c...e19747. html

| Upload |

Upload HTML file to be used to verify your domain

6. Now go back to the https://www.google.com/webmasters/verification page where you have just
downloaded the HTML file.
a. Confirm you are not a robot.
b. Click Verify.

Your users can now view and use the Open in Google [app] option for docx, xlsx, and pptx files.

New Document Creation via Web Browser

Introduction

Starting in v17.x, FileCloud supports creating new documents via Web Browser. Once online editing is configured by the
administrator, FileCloud users can log in to their portal and create new documents and edit them from within the web

browser.

Online Web Editing
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To enable new document creation

« Enable Show New Document Creation Option in Customization > General >Ul Features.

ﬁ FILECLOUD

Admins =
[ca]Manage User Ul Customizations

MANAGE

Team Folders

MNetwork Folders General Labels And Logos URL Ul Messages Email Templates News Feed TOS Advanced

User Shares
Ul Features Login Account Menu Listing
Folder Permissions
DEVICES Customize User Ul Features
Devices
Enable Ul v
M Customizations ~ o
_ Enable Ul customization
Audit
Alerts@ Show Document ’
Preview _ . . ) . ; : - T
User Locks Show "Preview" in document file menu options (Requires "Document Preview
configured)
Workflows
Reports Show Single File Share

Full Preview 7 » .
Showgfull screen preview for single file public shares
Federated Search

s
Metadata Show New Document @
Creation Option 3 3
SETTINGS Show new document creation option in the folder menu
Settings

Show Quick Edit o

CUSTOMIZATION
Option

- N Show "Quick Edit" (Requires user to install CloudSync dient)
Customization

Now, in user portal, users can click Add Files and Folders above the list of files. A drop-down list with options for
creating new files or a new folder appears.
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@ FiLecLowd Q searcn - A §emma-
Bm AllFil e i
iles a §
A~ > MyFiles © Add Files and Folders [lle]
> My Files k
> Team Folders ® - Name Upload File -
g Mod EH
* ( Filter Items New Folder .

> Network Shares ®

s Shared with Me New Word Document
o E test.md ?Cg New Presentation

Recent Documents « ’
New Spreadsheet
¥r Starred = E supplies.txt ?C}u‘
’ New Text Document
«, Shared by Me B previewhtm Oct|  New Markdown File
- by yo
5 File Operations New Folder Readme
pexels-retha-ferguson-30595.. 'iuffm 2.00 VD
pexels-pixabay-432786.jpg !}uiy, 2020 3:46PM 495
i3 - _ A Aug 13, 2020 10:26 AM
P Notice N pexels-pixabay-235985.jpg oy o 115 MB
irSend. onecting noonls to oot i i A2 2090 11.22 AMA

If the user chooses to create afile, the file appears at the top of the list of files and folders. The user's cursor is placed in
the name. The extension is already entered. The user must type in a name, and click Enter. The document opens for
edit.

a. > My Files

My Files ¢

Y Filter ltems Modified Size E=H

Name

m [ .docx

Readme files
There can only be one readme file in a folder, and it is always named readme.md.

After a user creates the readme file, when they click Add Files and Folders and choose New Folder Readme, the
existing readme is opened for edit.
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When a user selects a folder that includes a readme file, the contents of the readme are displayed in the About panel to
the right of the screen.

e 06 v © @

ﬂ - » MyFiles » Public Documents About Details Activity MetadataSecurityComments

Public Documents © Add Files and Folders [IRGIE
e This folder stores documents that may

be distributed publicly:

Name + Tax forms
sss
Filter It Modified - Size HH * Contracts
— ] er ltems

* Records of transactions

E README.md Nov 23,2020 10:59 AM » 178

by you

Web Editing Text Files

Introduction

Starting with v17.x, FileCloud supports editing text files from within a browser session. This support is enabled
irrespective of WOPI configuration, as editing of text files uses a built-in widget.

To create a new text file, see New Document Creation via Web Browser

Editing text files
To edit a text file:

1. Navigate to the text file, hover over it, and click the Edit icon.

Sample Word File.docx May 23, J0Z2 1246 246 KB
¥] Sample Text File.txt @ & & = - W &
== Open in Desktop (Notepad)
MG_0033.PNG ® 164 KB
& Edit Online
Color tagging.png e B7 KB

2. Choose the edit option (there may be one or more).
The file opens in the text editor you have chosen..
3. Edit and save thefile.
Note: You can also add and read comments about the file in the right panel.

Web Editing Markdown and Readme Files

Starting with version 20.2, FileCloud supports editing markdown files from within a browser session. It also supports
editing readme files, which are a form of markdown files and use the same types of editors.

To create a new markdown or readme file, see New Document Creation via Web Browser
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Editing markdown and readme files
To edit a markdown or readme file:

1. Navigate to thefile, hover over it, and click the Edit icon.

Name Modified Size

README.md @ & @ 4 - @ &

& Open in Desktop

[Z Edit Online

2. Choose the edit option (there may be one or more).
The file opens in the text editor you have chosen..

() Therecanonly be one readmefilein a folder, and it is always named readme.md. After you create the
file, it is displayed in the About section to the right of the page when you select the folder.

Coauthoring Office Documents Using Web Edit

Beginning with v17.x, FileCloud supports coauthoring of Office document files from within a browser session.

Introduction

Coauthoring occurs when two users are editing the same document and can view each other's changes as they make
them.

Only .docx, .xslx, and .pptx documents can be coauthored.

To open an Office file in web edit, hover over the file and click the Web Edit icon. Since you are editing an Office
document, the tooltip displays Open in Office Online rather than Web edit.

| =] SUppnes.ma

- ] mortgage.docx ® L % e O - mw &

Coauthoring Flow

The following steps demonstrate the flow of coauthoring.

1. User A wants to coauthor a document with user B.

2. User Ashares the folder containing the document to user B. The share should have view, download and upload
permissions to user B.
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User A opens the file in web edit.

User B opens the same file that was received via sharing in web edit.

Now both users can edit the document and they can see each other editing the file.

The web edit service will handle the coordination and will ensure saving both user changes.

ou kAW

Disable Online Web Editing

The ability to hide the Web Edit button is available in FileCloud Server version 19.1 and later.

You can decide not to allow your users to edit documents in a browser.

After an administrator configures online editing, FileCloud users can login to the User Portal, select any supported
document and click a Web Edit button to edit the document from within the web browser. All the changes made by the
user gets saved in FileCloud automatically.

If an administrator does not want to support this feature, the Web Edit button can now be removed from the User Portal
for:

« asingle user-in the user's policy
«+ agroup of users - in the group's policy
+ allusers - in the Global Default Policy

1. Open a browser and log in to the Admin Portal.
From the left navigation pane, under USERS/GROUPS, select Users.

N

On the Manage Users screen, in the row of the user you want to modify, click the Manage Policies () button.
On the Policy Settings dialog, select the User Policy tab.

Next to the Enable Web Edit Feature label, select NO.

Click Save.

SRS

=

Open a browser and log in to the Admin Portal.
2. From the left navigation pane, under USERS/GROUPS, select Groups.

3. Onthe Manage Groups screen, in the row of the group you want to modify, click the Manage Policies ()
button.

4. Onthe Policy Settings dialog, select the User Policy tab.

Next to the Enable Web Edit Feature label, select NO.

Click Save.

o u

Open a browser and log in to the Admin Portal.

From the left navigation pane, under SETTINGS, select Settings.

On the Manage Settings screen, in the row of the Global Default Policy, click the Edit ( (4 ) button.
On the Policy Settings dialog, select the User Policy tab.

Next to the Enable Web Edit Feature label, select NO.

Click Save.

o0k w e
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Changing the locale in online Office documents

If you want online Office documents to open in a different locale than the default (en-US), you must change the locale in

WOPI.

1. Choose any of the WOPI locales included in https://wopi.readthedocs.io/en/latest/fag/languages.html.

2. Change the WOPI locale:
a. Open the configuration file:
Windows: XAMPP DIRECTORY/htdocs/config/cloudconfig.php
Linux: /var/www/config/cloudconfig.php
b. Add the line following line, changing en-US to the new locale:

define("WOPI_CLIENT_LOCALEID", "en-US");

Now when you open a FileCloud document in Office online, the labels appear in the new locale, and if you add
locale-sensitive features, like dates, they appear in the correct format. For example, the WOPI locale for the

following document opened in FileCloud is es-ES:

ﬂ% Excel | FileCloud

S

Datos

Fuente

1

Revisar

A

Vista

A =

Da +~AvAv =

viernes, 14 de febrero de 2020

Archivo Inicio Insertar Formulas
(_J "‘/\"‘j A Cortar Arial
@c
Pegar (3 Copiar N T
-,QCGpiarformato
Deshacer Portapapeles
L1 v Jx
A B
1
2
3 Columna1
4
5
6
7
8
9
10
11

2,00%
2,25%
2,50%
2,75%
3,00%
3,25%
3,50%
3,75%
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Ayuda ;Qué dess

= EE Ajustar tg

= = 3= [Ecomvina

Alineacion
C D
3 5
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Policies

(@ Policies are available in FileCloud 17.3 and later.

FileCloud Server Version 23.232 Site Setup

Uggr ——————»

Paolicy Record

.\.. ../_.

You can manage users and groups easily using policies.

Policy Value

+ Policies enable you to manage settings at the user or group level

+ One policy record manages multiple policy settings

« The policy record can be associated with a user or group

To manage FileCloud policies, click Settings in the navigation pane, and then click the Policies tab.

Serier Storage Authentication Admin Datsbase Email Endpoint Backup Licznsz. Policies 550

Content Search

Wb Edit Team Folders Third Party Integrations

8 Manage Palicy
Filter Q | Fiter by policy name
Policy Name User Count Group Count DEFAULT Actions
TEAM FOLDER POLICY 1 o OD rs L. a o [ad E
Group Management 1 1 QO | @ s 0@ |~ ﬂ
Giobal Default Policy 3 0 [ @] Z | & & @ |~ H
The policy values in Table 1 are managed in a policy record.
Table 1. Policy Values
Client Application Policy Default Value Version Available
Mobile Application Policies
Require Passcode for Mobile Apps NO
Disable Mobile Apps from Connecting NO
Disable "Edit" Option in Mobile Apps NO
458
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Client Application Policy Default Value Version Available
Disable Printing in Mobile Apps NO
Disable Downloads in Mobile Apps NO
Disable "Open With" in Mobile Apps NO
Disable Sharing in Mobile Apps NO
Disable "Add to Favorite" in Mobile Apps NO
Disable Configuration Changes in Clients NO

Apply Configuration in Client

2FA
Enable 2FA NO
2FA Delivery Mode Email

Notifications

Disable All Notifications NO
Disable User Override of Notification Settings NO
Disable Add Notification NO
Disable Update Notification NO
Disable Delete Notification NO
Disable Download Notification NO
Disable Preview Notification NO
Disable Lock/Unlock Notification NO
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Client Application Policy Default Value Version Available

Disable Share Notification NO

Disable Rename Notification NO

Disable Self Notification NO

General

Share Mode All (public and
private)

Default Share Expiry in Days 0

Default Max Number of Downloads Allowed 0

User Storage Quota 2GB

Enable Privacy Settings NO

Store Deleted Files NO

Automatically Delete Files from Recycle Bin After Set Number 0

of Days
Do Not Store Deleted Files Greater Than 100 MB
Enable Basic Authentication (appears if enabled, see Disable

Enabling Basic Authentication)

User Policy

Disable User Invites NO
Create Account on New User Shares NO
Enable Code Based Client Authentication NO
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Client Application Policy Default Value Version Available
Admin Approval Required for Code Based Authentication NO

(Only enabled if

Enabled Code Based

Client

Authentication is set

to YES.)
Enforce Session Timeout for Devices NO

(Only enabled if

Enabled Code Based

Client

Authentication is set

to YES.)
Allow Folder Level Security YES
Enable Web Edit Feature YES
Enable Recycle Bin Clear Feature YES
Disallow Default Share Settings Change NO
Disable Everyone Group Sharing NO
Allow New Group Creation NO FileCloud 21.2
Allow User Group Management (Add and Remove users) NO FileCloud 21.2
Allow Group Deletion NO FileCloud 21.2
Disable Workflow Automation NO FileCloud 21.2
Require Share Approval Workflow NO FileCloud 21.2
Selected Workflow (only appears if Require Share Approval Select a Workflow FileCloud 21.2

Workflow is set to YES)

Max File Size Limit 0 FileCloud 22.1

Save Zip File Session Password YES FileCloud 22.1

Policies 461



FileCloud Server Version 23.232 Site Setup

Working with Policy Records

Accessing Policy Records

1.
2.
3.

Log into the Admin Portal.
Click Settings.
Click the Policies tab.

Creating a New policy Record

S S o

Log into the Admin Portal.
Click Settings.
Click the Policies tab, and then click the New policy button.

In the New policy window, in Policy Name, type in a unique identifier for this policy, and then click Create.

On the Policies tab, in the Manage Policy section, select the policy you just created.

To configure the policy, click the edit policy icon .

Instead of creating a new policy, you have the option to copy an existing policy.

b

Log into the Admin Portal.

Click Settings.

Click the Policies tab.

In the Manage Policy section, select the policy you want to copy.

To copy the policy, click the copy policy icon

Managing Policy Users and Groups

A policy can be assigned to one ore more user or group.

Policies

Hw N

Log into the Admin Portal.
Click Settings.

On the Policies tab, to open the Manage Policy Users window, click the users icon l
In the Manage Policy Users window, in Available Users, select a user.
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Use the arrow to move the user to the Policy Users list box.
To save your changes, click Close.

Log into the Admin Portal.
Click Settings.

Y
On the Policies tab, to open the Manage Policy Groups window, click the groups icon as
In the Manage Policy Groups window, in Available Groups, select a group.
Use the arrows to move the group to the Policy Groups list box.
To save your changes, click Close.

Exporting a list of policy members

Beginning with FileCloud Version 21.3, you can see which users and groups are members of a policy by exporting
them.

To export policy members:

Go to Settings > Policies.
Under Actions for the policy, click the right arrow icon.

Server Storage Authentication Adrin Datzbase Emai Endpoint Sackup Licenss Policies 550 Content Sesrch Web Edit Team Folders Third Party Integrations
Serverlink Misc Reset
5 Manage Policy © New policy
Filter Q | Filter by policy name
Policy Name User Count Group Count DEFALLT Actions
TEAM FOLDER POLICY 1 0 (@) ¥ (Y A W | -
Group Management 1 1 @ [r:4 €A a Lo -

Global Default Policy 3 0 O rd & a o -

A csv file listing the individual users in the policy and users in groups in the policy is exported. The file
includes the following fields:

A B C D E F G H | ) K L M N
1 |UserName _EmaiI\D Password DisplayName Status ExpirationDate Groups EmailVerified DisableNotifications LastLogin Authentication Type MobilePhone Effective Policy
2 |david dm898002@gmail.co david FULL EVERYON YES NO 10/4/2021 15:16 Default Group Management
3 |jaredtaylor9’jaredtaylor978 @gmai Jared FULL EVERYON YES NO 10/18/2021 12:36 Default Global Default Policy
4 | jessicam jm2344311@gmail.cc Jessica FULL EVERYON YES NO 2/10/2022 14:08 Default Global Default Policy

5

Manage the Recycle Bin Using Policies

Policy Calcuations Best Practices

An effective policy for a user is calculated on multiple factors as shown in Figure 2.
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Get Policy for user

Is User specific Policy

M Available?

Is User Part of a group? —
YES

NO
NO Is there policy available for
' group?
YES
v ) ¥
Use Policy
Use G::?E?ELYD sfault associated with
group

Policy Selection Scenarios
Case 1: User with no policy assigned : Global Default Policy will be used

Case 2: User with specific policy assigned: Assigned policy will be used

Policies

YES

h 4

Use user specific
policy
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Case 3: User is a member of multiple groups, No Policy is assigned to user or group: Global Default Policy will be
used

Case 4: User is member of multiple groups and multiple groups have policies: One of the group policy will be used
(Randomly selected).

Case 5: User is a member of multiple groups and has specific policy assigned and groups have their own policies:
User assigned policy will be used
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Global Policy

|' User Specific |
Policy

Lizer
T~ — ¥ - e = e = . Global Policy
) I Effective Policy
(Groupt. [ Group 2.
L .l|I [ JII |
Uizer
LAY LAY L = == Effective Poli _
(Group 1., (Graup 2., (Gipup 3. o orPoicy2 |
L JII_ | L JII_ | L JII |
¥ h 4
Paolicy1 ] [ Palicy 2 /
// | User specific \
Uszer Policy
= = Effective Policy= = Uselrjgﬁuﬁc
s N Y Yy N
Group 1., (STminZ, ~Group 2.
_||' || L - .l_ 1 |I Jlll -I
v

Policies
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Notifications for File Changes

FileCloud automatically sends you an email notification when:

« afile orfolder is shared with you
+ one of the following actions is performed (by you or another user) on a file or folder you have access to:
« afile orfolderis uploaded
« afile orfolder is downloaded
« afile orfolderis shared
« afile orfolderis deleted
« afile orfolderis renamed
« afileis updated
« afileis previewed in the browser or one of the mobile apps
« afile orfolderis locked

Administrators can set notifications at the global level and users can override them at the user level.
FAQ's

How Do Notifications Work?

By default, when users make any of the changes listed above to their own files or folders, FileCloud sends them a
notification. When a user makes any of the changes listed above to shared files or folders, all users that the file or
folder has been shared with receive a notification.

All file change notifications are consolidated and emails are are sent by FileCloud at regular notification frequencies
(15 minutes, 1 hour, 1 day etc) as set by your FileCloud administrator as part of the Cron Job Setting.

Why is the User Not Getting a Notification?
If you have enabled file and folder change notifications and a user is not receiving a notification, it may be because:
+ the file change was made directly on the LAN
+ that specific file change was blocked in the Admin user interface in Settings > Policies or in Settings > Misc
> Notifications.
Where was the change made?
To receive a notification, actions must occur in one of the following places:

» The FileCloud Admin Portal
« The FileCloud User Portal
+ The FileCloud Sync client
« The FileCloud Drive client
+ The FileCloud Mobile App

This applies to both My Files and Network Folders.

For network folders, when files are changed directly on the LAN, FileCloud does not have any knowledge of file
changes and will not send a notification.
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Is the Notification Blocked in Another Place?
File change notifications can be blocked for a specific action in any of the following places:

+ Global settings

+ Policy settings

+ Share settings

+ Network folder settings,

+ File or folder settings

« NTFS Permissions

+ Account settings for external users

If a user is not receiving a notification, check to see if that file action is disabled at any level.

Are you using a trial account?
Trial accounts have notification limits. If you are using a trial account and have been able to send notifications
previously, the notification limit may have been reached.
When were digest notifications last generated
You can now see when the cron job that generates digest notifications was last run.

! This optionis only available in FileCloud Server version 19.1 and later.
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Server Storage Authentication Admin Databazs Emil Endpoint Backup

Third Party Integrations Misc Rzzet

General User Password Motifications Share Sraview Support Services

Motification Settings

Enable File Change Motifications

Enable Motifications on File Change

Enable Email File Change Motifications

Enable to send Email Motifications on File Change

Disable Motifications for External Accounts

[ Disable notifications for external user accounts

Enable Share Motification

Default Setting to enable or dizable notifications for a share

Enable new version email notification

O Enable new version email notification. It will be sent to admin once a week

Mumber OFf Days After Which Motifications Are Mot Ssnt
7

Do not send email notifications for actions that occured before the set number of days.
Email Motification Frequency

15

How many minutes before the systemn sends another email notification.
| Last rum was on 2022-08-16 13:20002 |

To see when digest notifications were last generated:

1. Open abrowser and log in to the Admin Portal.

From the left navigation pane, select Settings.

On the Manage Settings screen, select the Misc. tab, and then the Notifications tab.
Look under the field labeled Email Notification Frequency.

Hwn

Changing the time when digest emails are sent

By default, FileCloud uses the following schedule for sending daily and weekly digest emails:
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+ Weekly digest emails are sent on Fridays at 8 am.
+ Daily digest emails are sent at 9 am.

However, beginning with FileCloud Version 20.1, you can override these times by adding settings to the
cloudconfig.php file.

1. Open cloudconfig.php in
+ Windows: xampp/htdocs/config
+ Linux: /var/www/config

2. Toset:
a. The day of the week that weekly digests are sent, add the setting:

define("TONIDOCLOUD_WEEKLY_DIGEST_DAY_NUMERIC", 5);
enter © - 6, where 0 = Sunday and 6 = Saturday

b. The hour of the day that weekly digests are sent, add the setting:

define ("TONIDOCLOUD_WEEKLY_DIGEST_HOUR", 8);
enter © - 23, where 0 = 12:00 am and 23 = 11:00 pm

c. The hour of the day that daily digests are sent, add the setting:

define("TONIDOCLOUD_DAILY_DIGEST_HOUR", 9);

enter © - 23, where 0 = 12:00 am and 23 = 11:00 pm

Notes: These settings do not affect other settings for notifications. If Email notification frequencies are set to run
every 60 minutes, these emails are sent as well as the daily and weekly digests.

Digests are processed by cron, so if you schedule a mailing at 9, but the cron process is scheduled to run at
9.30, the emails are sent at 9:30.

Changing notification settings

Global notification settings

Enable or Disable ALL Notifications

Prerequisites

1. Cron jobs must be setup. See Steps at Setting Up a Cron Job or Scheduled Task
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Third Party Integrations ServerLink Misc Reset

General User Password Motifications Share Preview Support Sen
LUC Security Privacy Two H

Motification Settings

Enable File Change =

Motifications iy o
Enable Notifications on File Change

Enable Email File I

Change Motifications , S
- Enable to send Email Motifications on File Change

To enable file change notifications:

1. Open a browser and log on to the Admin portal.

From the left navigation panel, click Settings.

On the Manage Settings screen, click the Misc. tab, and then the Notifications sub-tab.

To display notifications of file changes on the user portal, check Enable File Change Notifications.

To send email notifications of file changes to users, also check Enable Email File Change Notifications.
This setting is not enabled unless Enable File Change Notifications is checked.

6. Click Save.

ok wn

() Beginning with FileCloud 20.1, if Enable File Change Notifications is unchecked, users cannot override
the admin notification settings.

Set the Frequency for ALL Notifications

Increase the Frequency of Notifications

You can set the file change notification frequency level in the Admin portal, and users can override this and set their
own frequency in the User portal.

» This option is only available in FileCloud Server version 19.1 and later.
« In previous versions, the File Change Frequency Notification could only be changed in cron's running
interval.

To set file change notification frequency in the Admin Portal:

1. Open a browser and log in to the Admin Portal.
2. From the left navigation pane, under Settings, select Settings.
3. Onthe Manage Settings screen, select the Misc. tab, and then the Notifications tab.
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4. Find the a field labeled Email Notification Frequency.

Server Storage Authentication Admin Databazs Email Endpoint Backup

Third Party Integrations Misc Rzzet

General User Password Motifications Share Sraview Support Sernvices

Motification Settings
Enable File Change Motifications

Enable Motifications on File Change

Enable Email File Change Motifications

Enable to send Email Motifications on Fle Change

Disable Motifications for External Accounts

[ Disable notifications for external user acoounts

Enable Share Motification

Default Setting to enable or dizable notifications for a share

Enable new version email notification

O Enable new version email notification. It will be sent to admin once 3 week

Mumber OFf Days After Which Motifications Are Mot Ssnt
7

Do not send email notifications for actions that occured before the set number of days.

Email Motification Frequency
15

How many minutes before the system sends another email notification.
Last rum was on 2022-09-16 13:20:02

5. Change the value.
6. Save your changes.

To see how users can set their own notification frequency, see the help topic Notifications.

Do not send outdated email notifications

Do not send notifications that were created a number of days ago
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You can configure FileCloud Server to not send email notifications that were created a specified number of days ago
(by default, 7 days). This prevents the system from sending notifications that remained in the email queue for a
number of days and may have messages that are no longer relevant or accurate.

To prevent sending notifications after a specific number of days:

1.

2.
3.
4

Open a browser and log in to the Admin Portal.

From the left navigation pane, under Settings, select Settings.
On the Manage Settings screen, select the Misc. tab, and then the Notifications tab.
In the Number of Days After which Notifications Are Not Sent, type in a number.

Enter 0 to disable notifications.

Server Storage Authentication Admin
Third Party Integrations Misc Rzzet
General User Password Motifications

Motification Settings

Enable File Change Motifications

Enable Motifications on File Change

Enable Email File Change Motifications

Disable Motifications for External Accounts

Enable Share Motification

Enable new version email notification

Enable to send Email Motifications on Fle Change

[ Disable notifications for external user acoounts

Default Setting to enable or dizable notifications for a share

O Enable new version email notification. It will be sent to admin once 3 week

Endpoint Backup

Share Sraview Support Sernvices

7

Mumber OFf Days After Which Motifications Are Mot Ssnt

Do not send email notifications for actions that occured before the set number of days.

Email Motification Frequency

15

Last rum was on 2022-09-16 13:20:02

How many minutes before the system sends another email notification.

5. Saveyour changes.

Notifications for File Changes
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External User Account Notifications
User accounts with external access can manage FileCloud content only through a Web browser.
These user accounts:

« Canonly view/upload/download to content shared with them

+ Do not count towards the user license limit

« Cannot be authenticated via AD and can only be local user account

« Linked email accounts cannot use the same domain specified in the FileCloud URL
« Can't be added directly to network shares via the Admin Portal

« Can access content from network folders if they are shared

If you have users with external access to content, you may want to avoid confusion that may occur when an email is
sent about content that users with external accounts cannot access.

To set the file change notification frequency for external accounts:
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Server Storage Authentication Admin

Third Party Integrations Misc Rzzet

General Usar Password Motifications

Motification Settings

Enable File Change Motifications

Enable Motifications on File Change

Enable Email File Change Motifications

Enable to send Email Motifications on Fle Change

Email Endpoint Backup

Sraview Support Sernvices

Disable Motifications for External Accounts

[ Disable notifications for external user acoounts

Enable Share Motification

Enable new version email notification

7

Email Motification Frequency

15

Last rum was on 2022-09-16 13:20:02

Default Setting to enable or dizable notifications for a share

O Enable new version email notification. It will be sent to admin once 3 week

Mumber OFf Days After Which Motifications Are Mot Ssnt

Do not send email notifications for actions that occured before the set number of days.

How many minutes before the system sends another email notification.

abrwn

Save your changes

Sharing Notifications

From the left navigation pane, under Settings, select Settings.
On the Manage Settings screen, select the Misc. tab, and then the Notifications tab.
To stop sending notifications, select the Disable Notifications for External Accounts checkbox.

When a File or Folder is shared, the owner can allow or restrict file change notifications for all users that have access

to that share.

+ Enabling this setting sends an email notification when a file is opened or downloaded for a public share.
« Notifications can be enabled or disabled by the user in the User Portal
« Notifications can also be enabled or disabled by the admin in the Admin Portal.

Notifications for File Changes
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+ The user can override these settings by setting custom notifications for a file or folder path.

User Portal

Share link for Example 1.docx o
Share Link

Shared File

‘Share Options. Share History

Share Name: 4FehQxFPQVPYgZAz Change
Expires: Never

Max number of downloads: No Restrictions

Send Email Notifications:  Yes

® Allow anyone with link
Sharing Permissions: Allow anyone with link and a password

Allow selected users or groups

To share a file with everyone without restrictions:

1. Open abrowser and log in to the User

Portal.

In the User Portal, click My Files.

Hover over the file you want to share.

Click the Shareicon.

On the Share Link for File dialog box, click

Share Options

6. In Share Options, set Send Email Notifications
to YES.

ok wn

Policy notification settings

User and Group Notifications

The ability to enable or disable notifications through policies is available in FileCloud Server version 17.3 and later.

.
Admin Portal
Server Storage Authentication Admin Databaze Email Endpoint Backup
Third Party Integrations Misc Rzzet
General Usar Password Motifications Share Sraview Support Services

Notification Settings
Enable File Change Motifications

Enable Motifications an File Change

Enable Email File Change Notifications

Enable to send Email Motifications on File Change

Disable Motifications for External Accounts

[ Disable notifications for external user accounts

Enable Share Motification

Default Setting to enable or disable notifications for a share

Enable new version email notification

O Enable new version email notification. It will be sent to admin once a week.

Number Of Days After Which Motifications Are Mot Sent

7

Do not send email notifications for actions that occured before the set number of days.

Email Motification Frequency
15

How many minutes before the system sends another email notification.
Last rum was on 2022-08-16 13:20:02

To enable File Change Notifications
for Shares:

1. Login to the Admin Portal.

2. From the left navigation pane,
select Settings.

3. Select Misc.> Notifications.

4. Select Enable Share Notification.

5. Click Save.

Notification settings can be set for a specific policy and that policy can be applied at group or user level.
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« For example, notifications can be enabled for all users in the Global Default Policy.
« Notifications can also be disabled for a specific user or group by defining a policy and disabling the
notification.

Administrators can configure how notifications will work by using the following settings. Note that unless Disable
User Override is checked, users can override all of these settings except for Disable Notifications.

Policy Settings - Glabal Default Policy

Note: Some policy settings will not be applicable for Guest and Limited users.

General 2FA User Policy Client Application Policy Device Configuration Notifications

Manage File Change Notifications

Disable Motifications

Disable User Override

Disable Add
Natifications

O

Disable all notifications

O

Do not allow notification setting override by user. This is applicable only when
Disable Motifications option above is not selected.

NO

Do not send notifications when new file is added to a shared folder.

rs
Disable Update NO
Notifications
Do not send notifications when a shared file is updated.
Disable Delete NO
Notifications
Do not send notifications when a shared file is deleted.
Disable Download NO
Notifications
Do not send notifications when a shared file is downloaded.
Disable Preview NO
Notifications
Do not send notifications when a shared file is previewed.
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Disable Lock/Unlock NO A\
Motifications
Do not send notifications when a shared file is locked or unlocked.
Disable Share NO v
Notifications
Do not send notifications when a shared file is shared.
Disable Rename NO v
Notifications
Do not send notifications when a shared file is renamed.
Disable Self NO v
Motifications
Do not send notifications to the user when action is done by the same user

]

Disable Notifications - When checked, disable all notifications. This setting cannot be overridden.

Disable User Override - When checked, disable user override of these settings. Applicable only when the above
setting, Disable Notifications, is not checked.

Disable Add Notifications - Do not send notifications when a new file is added to a shared folder.

Disable Update Notifications - When YES, do not send notifications when a shared file is updated.

Disable Delete Notifications - When YES, do not send notifications when a shared file is deleted.

Disable Download Notifications - When YES, do not send notifications when a shared file is downloaded.

Disable Preview Notifications - When YES, do not send notifications when a shared file is previewed.

Disable Lock/Unlock Notifications - When YES, do not send notifications when a shared file is locked or unlocked.
Disable Share Notifications - When YES, do not send notifications when a shared file is shared.

Disable Rename Notifications - When YES, do not send notifications when a shared file is renamed.

Disable Self Notifications - When YES, do not send notifications to a user when any of these actions are done to a
file or folder (shared or not shared) owned by the user.

To customize notifications in a policy:

1. Open a browser and log on to the Admin portal.

From the left navigation panel, under SETTINGS, click Settings.

On the Manage Settings screen, click the Policies tab.

On the Policies screen, click the row of the policy you want to customize.

On the Manage Policy dialog box, select the Notifications tab.

In the Manage File Change Notifications section, set the options as you want to use them.
Click Save.

Nouokwhn
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Network Folder Notifications
Network Folder Notifications
Administrators can disable notifications for specific network folders.

Users can override these settings by setting custom notifications for a file or folder paths.

Network Folder Details

Network Foider | 51
Name

1. Open abrowser and login to the Admin Portal.
2. From the left navigation pane, under MANAGE, select Network Folders.

Permissions | DEFAULT

cten O v 3. Onthe Manage Network Folders screen, select a folder that you change the
S / notification setting for.
I : 4. Click the Edit Network Folder ( () button.

5. Onthe Network Folder Details screen, to enable notifications, clear the
Disable Notifications checkbox.
6. To save your changes, click Update.

Manage Users | Manage Groups [RE Rl )

NTFS Folders
Many organizations have Windows-based Network Folders that are shared with employees.

+ The permissions on these Network Folders are managed using NTFS rights setup for various users and
groups (usually from Active Directory).

« FileCloud can use the same NTFS permissions on the Network Folders for user authorization and access to
these resources.

For more information, read about Network Folders with NTFS Permissions
By default, file change notifications are disabled for Network folders with NTFS Permissions.

+ To enable notifications, you will need to edit a configuration file
+ By default, configuration files for FileCloud installation will be under WEBROOT/config

Setting Option Description
TONIDOCLOUD_NOTIFICATION_ENABLE_N 0 Disable notifications for NTFS folders
TFS

TONIDOCLOUD_NOTIFICATION_ENABLE_N 1 Allow notifications for NTFS folders
TFS

1. Navigate to the following directory:
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WEBROOT/config

2. Open the following file for editing:

cloudconfig.php

3. Add the following line, using 1 to allow notifications and 0 to disable notifications for NTFS Folders.

define ("TONIDOCLOUD_NOTIFICATION_ENABLE_NTFS", "1");

Also see:

Customize notifications in user settings

Example Setup: Fixed Notifications for Uploads and Deletions

In this example, a company shares FileCloud support folders with customers so the customers can upload help requests
that are then viewed by Support. The customers are also permitted to delete requests that no longer have to be
addressed.

As the admin you must set up email notifications that inform Support staff when:

+ new help requests are uploaded so they can begin processing them
« existing help requests are deleted in case they have begun addressing them.

To prevent accidental changes to these notifications, you do not allow users to change the notification settings.

To configure these settings
These are the steps you (the admin) use to set up the notifications according to these requirements:

1. To enable email notifications globally, in the FileCloud admin portal, go to Settings > Misc > Notifications.
2. Make sure Enable File Change Notifications is checked; if it is not checked, Enable Email File Notifications is
not available.
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3. Check Enable Email File Change Notifications.

No ok

8.

Setup

ServerLink Misc Reset

General User Password Notifications Share Preview Support Services Directory Scraper
DUO Security Privacy 2FA
Notification Settings

Enable File Change
Notifications
En.

able Maotifications on File Change

Enable Email File

Change Notifications
Enable to sen

[=]

Email Notifications on File Change

To set up the update and delete notifications for support personnel, go to Settings > Policies.
Edit the policy assigned to support personnel.

Click the Notifications tab.

Uncheck Disable Notifications, and check Disable User Override.

Policy Settings - Support Policy

Note: Some policy settings will not be applicable for Guest and Limited users.

General 2FA User Policy Client Application Policy Device Configuration Notifications

Manage File Change Notifications

Disable Notifications O

Disable all notifications

Disable User Qverrids

Do not allow notification settin

r. This is applicable only when

Disable Motifications option

Disable Add NO
Naotifications

Do not send notifications when new file

Scroll down so that you can view the individual Disable Notifications settings, and only leave Disable Add
Notifications and Disable Delete Notifications set to No. Change the other Disable Notification settings to

Notifications for File Changes
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Yes.
Policy Settings - Support Policy
Note: Some policy settings will not be applicable for Guest and Limited users.
Fs
Disable Add NO v
Notifications
Do not send notifications when new file is added to a shared folder.
Disable Update YES v /
Notifications
Do not send notifications when a shared file is updated.
Disable Delets NO v
Natifications o _
Do not send notifications when a shared file is deleted.
Disable Download YES v /
Notifications
Do not send notifications when a shared file is downloaded.
b

9. Saveyour changes.

When a customer uploads a help request

Now, when customer JM uploads a help request to the User Help Requests folder which has been shared with them
the folder is in Shared with Me) . ..

@ FlLEcLoud
(_
= AllFiles a I
'ﬂ + » |jenniferp » Help Requests
> My Files
Help Requests
> Network Shares ® .
~ Shared with Me
+ Emma (jenniferp) (] MName ~ | Filter ltems

~ Help Requests /
m Help Request from JM.docx

 Recent Documents +

¥ Starred ~
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. users in support receive an email informing them that a new request file has been uploaded:

. FileCloud demo@filecloudmail.com via smtpcorp.com

® -

-

“FileCloud

12:52 PM (0 minutes ago) ¢ €

http://127.0.0.1

The following new activity has occurred. You can always add or remove
file change notifications for individual folders through FileCloud interface.

=

ADDED FILE

Help Request from JM.docx

Team Folders/Help Requests/Help Request from JM.docx

[0 jm2344311@

by Jul 18,2022 11:51 AM
Web browser

5

127.0.0.1

checksum: 73ddb2108a302957ab892ca497acc5f14d3e7f2a3d3d4e2b5ff45b253d88303d

Login to FileCloud using your existing account to access your shared files.

ses
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When a customer deletes a help request:

If customer JM deletes the help request file, users in support receive an email informing them that it has been deleted:

I FileCloud demo@filecloudmail.com via smtpcorp.com 1:07 PM (0 minutes ago) Yy «

. to r
E‘File_CIQUd http://127.0.0.1

The following new activity has occurred. You can always add or remove
file change notifications for individual folders through FileCloud interface.

Help Request from JM.docx
Team Folders/Help Requests/Help Request from JM.docx

[ im2344311@

Eﬁ Jul 18,2022 12:04 PM E
-l -l
Web browser

127.0.0.1

checksum: 73ddb2108a302957abB892cad97acc5f14d3e7f2a3d3d4e2b5ff45b253d88303d

Login to FileCloud using your existing account to access your shared files.

Example Setup: User-enabled Notifications on Folders

In this example, a telecommunications company uses FileCloud to share Team Folders that hold the latest product and
pricing information with everyone in its sales department.

The company has three product offering categories:

+ Internet Only
« TVOnly
* Internet+TV

and it has three pricing plans:

« Corporate
« Family
« Individual
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The company has a Team Folder with information that is available to all sales reps on each product offering and pricing

plan. All sales reps see the following under Team Folders:

@ FiLecLoud
. I«
B AllFiles a
4 ~ > team folder account
» My Files
team folder account
~ Team Folders ® )
~ Payment Plans
> Corporate [[] MName
> Family
1) - Payment Plans
¥ Individual

~ Product Offerings - Product Offerings

> Internet Only
» TV + Internet

» TV Only

Each sales representatives works with a specific payment plan and product offering and only needs notifications about
the product and pricing plans they work with, and do not want to receive updates about other offerings.

Therefore, as the FileCloud admin, you want each sales rep to be able to customize their file change notifications
depending on which campaigns or pricing plans they are currently working with, so they know immediately when these
product offerings and prices change. In addition, you want to give sales reps the opportunity to eliminate notifications

about information they are not interested in.

After you configure these capabilities, each sales rep must log in to the user portal and choose the paths of the Team

Folders that pertain to them and add notifications to them.

To configure these settings

These are the steps you (the admin) use to set up the notifications according to these requirements:

1. To enable email notifications globally, in the FileCloud admin portal, go to Settings > Misc > Notifications.
2. Make sure Enable File Change Notifications is checked; if it is not checked, Enable Email File Notifications will

not be available.

Notifications for File Changes
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3. Check Enable Email File Change Notifications.

ServerLink Misc Reset

General User Password Notifications Share Preview Support Services Directory Scraper

DUO Security Privacy 2FA

Notification Settings

Enable File Change

Motifications T :
Enable Matifications on File Change

Enable Email File

Change Notifications o o .
Enable to send Email Motifications on File Change

To disable all notifications by default but allow sales reps to enable them, go to Settings > Policies.
Edit the policy assigned to the sales reps.

Click the Notifications tab.

Uncheck Disable Notifications, and uncheck Disable User Override.

No ok

Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and Limited users.

General 2FA User Policy Client Application Policy Device Configuration Notifications

Manage File Change Notifications

Disable Notifications O

Disable all notifications

Disable User Qverride O

Do naot allow notification setting override by user. This is applicable only when

e is not selected

Disable Notifications option

Disable Add YES v
Notifications I ) N
Do not send notifications when new file is added to a shared folder.

8. Scroll down so that you can view the individual Disable Notifications settings, and change all of the Disable
Notification settings to Yes.
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Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and Limited users.

\

Disable Add YES w -
Motifications
Do not send notifications when new file is added to a shared folder.
Disable Update YES / w
Motifications
Do not send notifications when a shared file is updated.
Disable Delete YES / w
Motifications
Do not send notifications when a shared file is deleted.
Disable Download YES / v

Motifications
Do not send notifications when a shared file is downloaded.

\

Disable Preview YES v

9. Saveyour changes.

How a Sales Rep sets up notifications about information particular to their clients:
In this example, the sales rep only works with corporate customers who purchase internet only.
Instructions for the sales rep to configure notifications for just the Corporate and Internet Only Team Folders:

1. Loginto the user portal and go to Team Folders.
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2. Inthe Payment Plans folder, right click the Corporate sub-folder, and choose Notifications.

ﬂ‘ » » team folder account » Payment Plans

Payment Plans

3 item

A\ This folder is read-only

Name ' Filter Items Modified

by team folder account

B iy Jul 20, 2022 11:08 AM
. Individual Jul 20, 2022 11:09 AM

by team folder account

Size

2 Qpen

Download

?  Copy Direct Link

1 Cany
Lopy

L} Notifications

Notifications settings for the Corporate Team Folder open.
3. Select Use my own notification settings.

4. Check the actions that you want to be notified about in the folder (for example Upload, Delete, Rename, and

Update).

Notifications for File Changes
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Notification Settings for fSHARED/team folder account/Payment Plans/Corporate Q
\ Use default notification settings

@ Use my own notification settings

+| Send Motifications

\ Send Notifications on: \

V] Upload [+] Update
] Download (] Preview
[] share [] Lock/Unlock

\ Z Delete Self Motifications

(<

Rename

- e
5. Click Save.

6. Navigate to the Product Offerings/Internet Only folder, and repeat steps 2 through 5, above, to set
notifications for the folder.

When content is changed in one of the folders:

If content is added to the Corporate or Internet Only Team Folder, the sales rep who set up notifications for those
folders receives an email similar to the following:
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@] FileCloud demo@filecloudmail.com via smtpcorp.com 10:59 AM (0 minutes ago) Yy €

® -

LT

“FileCloud

The following new activity has occurred. You can always add or remove
file change notifications for individual folders through FileCloud interface.

Corporate Pricing for 2023.pdf
Team Folders/Payment Plans/Corporate/Corporate Pricing for
2023.pdf

=

ADDED FILE

D—. Jul 21,2022 09:59 AM E‘-
-l -
Web browser

checksum: 9f5009e7145c009925a4c24f65ef8ac 62d7df2cB5e6C7 5672898234703 5f

Login to FileCloud using your existing account to access your shared files.

If content is modified in any of the other Team Folders, the sales rep does not receive notifications about them.
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There are many ways to configure a FileCloud Server to work with your unique environment. The Misc. tab contains
settings that can be configured if you need to change the default values.

To access the Misc. tab:

1. Inthe Admin Portal, from the left navigation panel, click Settings.

2. Select the Misc. tab.

General settings

Setting Tab

Server Timezone General
Calendar Type General
Date Format General
Time Format General

Apply Folder Level General
Security

The Misc. Tab Settings

Description Version Added

Sets the time zone for the server

Choose the format of the choices that appear in the FileCloud 22.1
following Date Format and Time Format drop-down

lists. The Calendar Type chosen is used for dates in the

user portal as well as the Drive client. It is not used in

the admin portal.

Options:

« Gregorian (English, default)) - Show Western
formats.
« Hijri (Islamic) - Show Arabic formats.

Choose one of the options in the drop-down list. The
options shown depend on whether Gregorian or Hijri
is selected in the Calendar Type field.

The Date Format chosen is used for dates in the user
portal as well as the Drive client . It is not used in the
admin portal.

Choose one of the options in the drop-down list. The
options shown depend on whether Gregorian or Hijri
is selected in the Calendar Type field.

The Time Format chosen is used in the user portal as
well as the Drive client. It is not used in the admin
portal.

Allow folder level security permissions to share
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Setting

Disable Action Panel

Disable Activities for
External Users

Disable Metadata
Panel

Disable Locking

Disable IP Check

Email domain names
to be blocked

Enable Proxy
settings

Scheduled Tasks

Import Files

Allowed File
Extensions

Disallowed File
Extensions

Disallowed File
Names

Disable DB backup

The Misc. Tab Settings

Tab

General

General

General

General

General

General

General

General

General

General

General

General

General

FileCloud Server Version 23.232 Site Setup

Description Version Added

This setting hides the right panel that displays
activities, comments, permissions and other details in
the user interface. Note that activity records are not
generated when this action is checked.

Hides Activities panel if the user is a External user.
Check by default.

Hides metadata panel and disables metadata search
option in User Portal

Disables supports for File and Folder Locking. See
Locking section for more information on Locking
functionality.

Disables IP check on every request. Use if it is valid for
IP addresses to change while users are using the
system to avoid unwanted session termination.

Enter the comma separated email domain names that
has to be blocked.

Change the settings of a proxy network if needed.

Manually execute cron tasks as needed

Import files to Managed storage

Specify file extensions that are allowed for uploading.
Leave this empty to allow all file extensions except any
specified in Disallowed File Extensions.

Specify file extensions that cannot be uploaded.

Specify file names that cannot be uploaded.

Disables automatic database backup
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Setting Tab Description Version Added
DB backup store General Specify a writable path to store backed up database.

path

Number of Backups General Number of backups to maintain.

DB Backup Interval General Interval between backup process. 0 = daily backup.

Disable Content General Do not allow content classification.

Classification

Enable WebSocket General Enable WebSocket in order to run the Push service or FileCloud 23.232
other client/server communications.

User settings
Setting Tab Description
Import Files from User See: Preload data for new accounts
Folder on User
Creation

User account search User See: Securing Shares by Limiting User Account Searches
mode

User account type User Restrict user searches so that your users can only search for users in certain

search mode account types. See User Account-Type Search Mode.

Group Visibility User Control what groups are listed to a user when a private share is created by that
user.

By default, all user groups are shown, you can change that to only show groups
that the user actually belongs to. This can prevent sharing of files inadvertently
to large groups.

Send emailtouserto  User Select the checkbox to send email to user when a new device is ready for
approve device approval
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Setting Tab Description
Default Grid View User Select how files appear to users by default. (See: Viewing Files by List or Grid).
Settings The options are:

(size varies depending on screen resolution)

« Automatic - The default. Initially, Automatic is List view. Once the view is
changed by the admin or by the user, Automatic is the user's most recent

view.
+ Large Thumbnails - Grid of thumbnails that are approximately 400 by 400
pixels.
« Medium Thumbnails - Grid of thumbnails that are approximately 280 by 280
pixels.
« Small Thumbnails - Grid of thumbnails that are approximately 200 by 200
pixels.
+ ListView
Allow users to set User Select to allow users to change their phone numbers in the user portal Settings
phone numbers screen.
Notifications settings
Setting Tab Description
Enable File Change Notification =~ When checked, enables recent activity notifications to appear on the
Notifications S user portal when files are created, updated, deleted and downloaded

on a shared folder. Checked by default.

Enable Email File Notification =~ When checked, enables the system to send Email notifications when

Change Notifications S files are created, updated, deleted and downloaded on a shared folder.
Enable File Change Notifications must be checked for this setting to be
enabled. Checked by default.

Disable Email Notification ~ When this option is enabled no share notifications will be sent to the
Notifications for s external user.
External Users

Enable Share Notification ~ When this option is enabled share notifications will be set to NO by
Notification s default.

The "Email FileChange Notifications" will be set to NO in Manage Share
— advanced options.

Enable New Version Notification =~ When checked, emails about new versions of FileCloud are sent to the
Email Notification S administrator once a week.
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Setting Tab Description

Number of Days After Notification = Do not sent notifications for actions that occurred before the set
which Notificationsare s number of days

not sent

Email Notification Notification ~ How frequently, in minutes, email notifications are sent.
Frequency S

Other Misc. tab settings

For password settings, see Password Settings

For share settings, see Share Settings

For document preview settings, see Document Preview and Enabling Document Converter and Thumbs.
For support service settings, see Improve Helper Performance.

For directory scraper, see Enabling Directory Scraping.

For DUO security settings, see Two Factor Authentication.
For privacy settings, see Terms of Service and Anonymizing User Data,

For 2fa settings, see Two Factor Authentication
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Terms of Service

() Beginning with FileCloud Version 21.3, when Enable Privacy Settings is set to YES in their user policies, admin
users are required to accept terms of service the first time they log into the admin portal.

A Beginning with FileCloud Version 22.232, the default link to FileCloud terms of service has changed to https://
www.filecloud.com/eula/. The link will only be changed automatically on new installations of FileCloud.
Although the previous link will automatically redirect users to the new page, if you are upgrading FileCloud to
version 23.232 or using an earlier version, we recommend that you change the link in Customization > TOS

to https://www.filecloud.com/eula/

By default, FileCloud requires users to accept terms of service (TOS) when:

« they initially create an account
« the content of terms of service changes.

Q FILECLOUD

New Account Login
Email Account Name

Enter email id Enter username
Password Repeat Password

Enter password @ Re-enter password @
| agree to Terms of Use Help

.

®

English
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Enabling privacy settings and the Terms of Use checkbox

To display the Terms of Use checkbox on the log-in page, you must enable privacy settings. Enable Privacy
Settings is set to NO by default.

To enable privacy settings:

1. From the left navigation panel, click Settings.
2. Click the Policies tab.

Server Storage Authentication Admin Database Email Endpoint Backup License Policies 550 Content Search Web Edit Team Folders
Third Party Integrations ServerLink Misc Reset
Manage Policy (D) e Ty
Filter Q  Filter by policy name
Policy Name User Count G DEFAULT Actions
Count
TEAM FOLDER POLICY 1 0 [@)) z | @& & @ ‘ |
Global Default Policy 1 0 o = 2 & -

3. Edit the policy that includes the users whose privacy settings you want to modify.
4. Onthe Policy Settings screen, on the General tab, in Enable Privacy Settings, select YES.

Policy Settings - Global Default Policy

Note: Some policy settings will not be applicable for Guest and Limited users.

General 2FA User Policy Client Application Policy Device Configuration Motifications

Shars mode Allow All Shares

Set Share Mode

User Storage Quota ME

1
|
Enable Privacy Settings YES i

5. Click Save.
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Showing TOS when users access public and password-protected shares

If Enable Privacy Settings in the General tab of a user's policy is set to YES, you can require users who log into public
and password-protected shares to accept FileCloud terms of service by adding text to the Anonymous User Consent
Dialog Text field.

To require that a user accept of terms of service to access public and password-protected shares:

1. Set Enable Privacy Settings to YES in the General tab of the user's policy.

2. Go to Settings > Misc > Privacy.

3. Add the content that you want to appear with the Accept Terms of Service button when users attempt to
access the link for a public or password-protected share:

Server Storage Authentication Admin Databasze Email Endpoint Backup License Policies S50 Content Search

Web Edit Team Folders Third Party Integrations Misc Reset

General User Password Notifications Share Preview Support services *D Reset to Defaults

Directory Scraper DUQ Security Privacy 2FA

Privacy
Important To customize the Terms Of Service behavior and content, Privacy Settings need to be
note: enabled for the Policy used

Anonymous User Consent Dialog Text

<html>
<h2»FILECLOUD TERMS OF SERVICE</h2>
<p=| accept the FileCloud terms of service at <a href="https://www filecloud.com/eula/"
target="_blank"> https://www.filecloud.com/eula/</a> </p>
</html>

4. Click Save.
Note: If you do not enter text here, the Accept Terms of Service button is not shown when users enter the link
for a public or password-protected share, and the share is opened directly.

Terms of service settings

Administrators are able to configure the following terms of service settings:

« Enable/disable whether users must re-accept terms of service when the content changes
+ Enable/disable whether users must accept terms of service each time they log in to FileCloud.
« Globally reset all users' terms of service consent
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() Inversions of FileCloud prior to version 20.2, the fields Globally Reset User's TOS Consent, Force users' to
accept TOS when changed, and Show TOS for every login appear in the Customization > TOS tab. Now
these fields appear in the Settings > Misc > Privacy tab.

To configure terms of service settings:

1. Go to Settings > Misc and click the Privacy tab.
2. Scroll down to the following settings:

Globally Reset User's Reset TOS Consent for all users
TOS Consent .
Reset Terms of Service globally
Force users to accept NO v

TOS when changed
Force users to accept TOS when changed

Show TOS far every J
ogin

3. To globally reset TOS consent so that all users are required to re-accept the terms of service when they log in (to
the user portal only), click Reset TOS Consent for all users.

4, By default, Force users to accept TOS when changed is set to NO.
To require users to accept changed terms of service before logging in (to the user portal only), choose YES.

5. By default, Show TOS for every login is disabled.
To require users to accept the TOS every time they log in, check Show TOS for every login.
This feature applies to all users when they sign in to the user portal and to admin users when they sign in to the
admin portal.

6. Click Save.

See if a user has accepted terms of service

Administrators can view the user details for a user to see if they have accepted the latest terms of service. TOS Date
either displays the date that the user accepted the terms of service or displays Not Accepted.
Note: TOS Date only shows if admin users have accepted the latest terms of service for the user portal; it does not show
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whether they have accepted it in the admin portal.
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User Details
Mame abose Total Quota
Email amitbose@example.c Used Quota
. o Available Quota
Last Login N Used Storage
TOS Date Mot Accepted
Group

O h » & =% O

Maokbile Manage  Manage Reset Email Delete
Devices Files Shares  Password Password  Account
Profile Image
23 Update @ Remove

& 0

Manage
Paligy

Manage
Backups

F

Change the content of the Terms of Service

To change the content of the Terms of Service:

1. Click Customization in the left navigation panel.
2. Click the TOS tab

Terms of Service
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3. To enter new terms of service, change the HTML code in Terms of Service.
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General Labels And Logos URL Ul Messages Email Templates

Advanced

Terms of Service

<html=
<h2>FILECLOUD TERMS OF SERVICE</h2>
<p>The latest version of TOS is available at <a

href="https:/ w.fileclo om/eula/"
target="_blank">https vfilecloud.com/eula/</a> </p>
</html|=

MNews Feed

TOS

Custom Header Custom Footer

D Reset to Defaults

Note: This text is not shown when users open a public or password-protected share; instead the text in
Anonymous User Consent Dialog Text in Settings > Misc > Privacy, if it is entered, is shown.

4. Click Save

Terms of Service
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Set Search Location

By default, basic searches from the user portal header's search bar are performed globally, regardless of where the user
has navigated in the folders shown in the main part of the screen.
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ﬁ FILECLOUD

Bn AllFiles o
> My Files
> Team Folders ®

> Network Shares ®

¥ Starred v
« Shared by Me
=, Workflows

B File Operations

© Recent Documents w

"ﬂ"- > My Files » Financial

Financial

Name

bank statement1.pdf

insurance form.docx

bank statement1.xlsx

nsurance Policy 1.docx

nsurance Policy 2.docx

bank statement2.xIsx

Modified

May 17, 2021 2:24 PM
by you

Sep 28, 2020 11:46 AM
Dy you

Sep 28, 2020 11:45 AM
by you

May 29, 2020 1:26 PM

May 29, 2020 1:23 PM
Dy you

Size

61KB

34 KB

25 KB

a e Jennifer =

@ Add Files and Folders c

1

Asetting is available for changing the default search location to the current path shown in the user portal. In the above
screen, if the setting were turned on, searches would begin at the My Files/Financial folder.
The setting adds the option Show Global Search Results when users click in the Search bar so users still have the
ability to search globally:

‘ Q [search

i Show

Global Search Results

Lo L

-
Search for ™" Show Results
(| Advanced Search
ected

To set the search to begin from the current path but include the global search option:

1. Open cloudconfig.php at
« Windows: XAMPP DIRECTORY\htdocs\config\cloudconfig.php
« Linux: /var/www/config/cloudconfig.php

2. Add the setting:

Set Search Location
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define ("TONIDOCLOUD_START_SEARCHES_ON_CURRENT_NAVIGATION_LOCATION", true);

To return to a global search only:

1. Change the value of TONIDOCLOUD_START_SEARCHES_ON_CURRENT_NAVIGATION_LOCATION from true to
false.

define("TONIDOCLOUD_START_SEARCHES_ON_CURRENT_NAVIGATION_LOCATION", false)j
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Migrating data to FileCloud using Rclone

& FileCloud is preparing to deprecate WebDAV.
+ Beginning with FileCloud 23.1, WebDAV can no longer be enabled or managed through the FileCloud
admin portal.
+ Atsome timein 2024, WebDAV will no longer be available in FileCloud.

Currently, you may enable or disable WebDAV in your configuration file. For help, please Contact FileCloud
Support.

Rclone is a command-line program that manages files in cloud storage. It is a feature-rich alternative to cloud vendors'
web storage interfaces. For more information on Rclone please visit their website by accessing the following https://
rclone.org/.

Requirements
Complete the following requirements before using Rclone with FileCloud.

1. Download Rclone
2. Enable WebDav protocolin FileCloud.
3. Configure Rclone

() FileCloud does not provide support for Rclone, which is third-party software. If you need assistance with your
Rclone configuration or setup please contact Rclone directly at https://rclone.org/contact/.
For assistance setting up WebDav or user permissions in FileCloud please contact FileCloud support
at support@codelathe.com.

Creating a FileCloud WebDav Configuration in Rclone

Once you have completed the above requirements, create your FileCloud configuration profile in Rclone.

1. Extract the .zip file download from the Rclone website, and access its content via command prompt or terminal
window using Visual Studio Code.
2. Enter rclone config

C:\rclone>rclone config
No remotes found - make a new one
n) New remote

s) Set configuration password
q) Quit config
n/s/q> |}
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3. From the menu options enter n to create a new remote profile and enter FileCloud, and click enter.
C:\rclone>rclone config
Mo remotes found - make a new one
n) New remote
5) Set configuration password

q) Quit config
nfs/q> n
name> FileCloud]]

4. From the list of types of storage, enter webdav. and click enter.

5. Once processing is completed you are prompted to enter your FileCloud URL. You must include /fwebddav at
the end as mentioned in our WebDAV documentation, for example: HTTP:// or HTTPS://YOUR-FILECLOUD-URL/
webdav/

URL of http host to connect to
Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value

url> https:// . r.:c:m,.-"l-Jebda'-.-'_e"D

6. After you enter your FileCloud URL, you are prompted to enter the name of the WebDav site or software
you are using.
Enter FileCloud and click enter.

7. Now you are prompted to enter your FileCloud user name and password.
In this example we are using a user named rclone.
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url> hitps://demo.filecloudlabs. com/webdav/

Mame of the Webdav site/service/scftware you are using
Enter a string value. Press Enter for the default (7).
Choose a number from below, or type in your own value

vendor® FileCloud

User name

Enter a string value. Press Enter for the default (7).
user> rclone

Password.

y) Yes type in my own password

g} Generate random password

n) Mo leave this optional password blank (default)
yig/n> y

Enter the password:

password:

Confirm the password:

password:

8. You are prompted to enter the bearer token.
Click enter to leave the value blank and continue.
9. Next, you are asked if you would like to edit the advanced configuration.
Click enter to answer No.
Bearer token instead of user/pass (eg a Macaroon)
Enter a string value. Press Enter for the default ("").
bearer token»

Edit advanced config? (y/n)

¥) Yes

n) No (default)
y/n>

Remote config

10. Once processing is completed, Rclone displays a summary of your configuration that should look similar the
following.
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[FileCloud]

type = webdav

url = https:// JSwebdav/
vendor = FileCloud

user = rclone

pass ENCRYPTED

y) Yes this is OK (default)
e) Edit this remote

d) Delete this remote
ylefd> y

Current remotes:

Mame Type

FileCloud webdav

e) Edit existing remote
n) New remote
) Delete remote
")} Rename remote
} Copy remote
5) Set configuration password
q) Quit config
efnfdfr/c/sig> D

11. Entery to continue.
Rclone displays your FileCloud profile.
12. Enter q to exit the configuration.

Testing your configuration and connectivity using Rclone.

Once you have creatied your profile you can use the command below to confirm that it is configured correctly.
For more details on available commands, go to https://rclone.org/commands/.

rclone ls remote:path
This command displays all FileCloud files based on the configuration profile created.
C:\rclone>rclone ls FileCloud:"/My Files/"
22 Book (1).x1lsx
FileCloudDriveZeSetup.exe
FileCloudServerSyncSetupbd . exe

FileCloudSetup.exe
FileCloudSyncSetup.exe
» Sales Report.xlsx
5 download. pdf
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Migrating (Move/Copy/Sync) Data from other solutions to FileCloud.

To copy, move, or sync data directly from other providers into FileCloud, create corresponding profiles within your
Rclone configuration file.
For more details click on the hyperlink of each corresponding solution below.

« copy data from s3 to FileCloud

« copy data from OwnCloud to FileCloud
« copy data from Box to FileCloud

« copy data from OneDrive to FileCloud
« copy data from Dropbox to FileCloud

Things to consider when using Rclone to migrate your data to FileCloud.

+ FileCloud does not have any control over the bandwidth speed of your host machine. Rclone fully depends on
the machine's /host bandwidth where it is being executed to copy, move, or sync your data.

« FileCloud does not control any bandwidth restriction or limitation when copying, syncing, or moving your data
from another provider to FileCloud using Rclone.

« To view the progress of your data transfer when using rclone simple add --progress at the end of the command.

+ FileCloud does not limit the amount or size of data (files or folders) you transfer. However, prior to starting your
migration make sure you have enough storage space available in your FileCloud Server to avoid any issues.

Additional FileCloud Configurations

+ By default when using WebDav, FileCloud has a single file maximum upload size limitation of 524288000 bytes.
You can increase this parameter by accessing :

Windows: C:\xampp\htdocs\.htaccess
Linux: /[var/www/html

and modifying the following parameters. It is also recommended that you increase the max_execution_time.

php_value post_max_size 500M
php_value upload_max_filesize 500M
php_value max_execution_time 60

Once you have applied the changes, restart Apache and retry your upload. In the example below, notice that

once the change is applied Rclone is able to upload a 6GB f|le |nto FileCloud.
C:\Users \rcione-vl. —W1NAdows —alm A LV 8% / I dod>rc lone copy E
\Desktop\6GB.zip" webda'r " /My Fﬂes.“r --progress ——1og Tevel=DEBUG ——Toq file=xyz.

Transferred: 6.001G / 6.001 GBytes, 100%, 53.987 MBytes/s, ETA 0Os

Transferred: 1 A
Elapsed time: 1m53.8s
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Migrating your data from Varonis DatAnywhere to FileCloud

Varonis Datanywhere will enter End of Life (EOL) in February 2020. What does this mean for existing users of
Datanywhere? This means no further product development and a limited support from Varonis. It is a suitable time to
look for an alternate product which offers more security and support. There may be multiple EFSS solutions similar to
Varonis Datanywhere but, FileCloud is the only solution which offers all Datanywhere features and much more. For
instance, FileCloud is also an on-premise solution just like Varonis Datanywhere, FileCloud can also be used on
Windows Server like Datanywhere allowing use of Windows based network folders and preserve NTFS permissions.
FileCloud integrates with Active Directly Credentials so, there is no need to recreate them.

The below guide will assist you towards migrating your data from DatAnywhere to FileCloud in just a few easy steps!

Download your files and folder from DatAnywhere

1) To download your files from Varonis DatAnywhere can be done from the Web-client / Web Portal or from Varonis
DatAnywhere desktop client which is available for both Mac and Windows.
Once you download and install the desktop client you can login using your Varonis DatAnywhere credentials.

Note: The first time you login to Varonis DatAnywhere client you might be asked to enter your server URL. To obtain
such information please contact your system Administrator,
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’ DatAnywhere - X

Log In to DatAnywhere

Username administrator

Password [TTITTL L]
Connect to a specific server

Remember my credentials

2) Once you have logged in to Varonis DatAnywhere client from your Windows or Mac computer you can select which
folders you would like to be sync'ed to your local desktop/computer.

When a specific item is synced, the selected item and all its parent folders are created in your DatAnywhere folder. You
can also sync individual files in case you do not wish to download all the folders content.

Upon selecting the files and folders you wish to sync, you can proceed on clicking "Apply"
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’ DatAnywhere

EX Files 2 Updates

Select items to download and sync with your computer.

« | Select all

» |«| E§iL Football

» |v| Il Liverpool FC

LI [i'hrn:hitechre

» |v/| [l DN Home

» [/ [ DN Work

F (v [i'scf_usersharm (10.10.34 18]
LIPS [i'test

«/| [E] Files not in folders

I Add Foiders/Files | [iggy Browse [ Create New Workspace ¥

OK

J scf_usersharel v x

Cancel Apply
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’ DatAnywhere _l scf usersharel v _ x

Files < Updates

l.i_ Add Folders/Files ﬂ Browse ﬁ Create New Workspace v
Select items to download and sync with your computer.

Select all

b [ Architecture “
v | [i'DN Home
» [v| [l Architecture
v v [l new
» |« [l Ben
| [ child

» || [l child3

b

v |v| @ Liverpool
| [i'KInpp
s @ Files in 'Liverpool

| [l My New Folder

L4

» |«| [l screenshots

4 @ Files in 'new’

.~

3) Once your files have completed the Sync/Download process you can access them on your Windows explorer or Mac
Finder under the folder DatAnywhere.

—
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Integrate your Network shares with FileCloud!

An easy alternative to migrate to FileCloud is to simply integrate your current Network shares to FileCloud.
To accomplish this please see Create a LAN-Based Network Folder.
Once done your users will simply access FileCloud using our desktop clients or from their Web browser to obtain

immediate access to all their data!

@ FiLEcLoud

8 Manage Network Folders

Filter Q Show 10 Items

DD D DD

Migrating your files and folder to FileCloud

Users can upload files by either one of the two methods.

+ You can navigate to any folder and click on the "Upload Icon" and select files to upload. You can select multiple

files.
+ You can also drag and drop files from your desktop into the FileCloud Web Browser window to upload the file.
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v SEARCH
# Quickaq X Soarch
" DatAny  MISC

mThispc | &F Settings

¥ 3D Obj
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Docum

¥ Downl

D Music Install Sync app to

e automatically sync files

B videos

. Local O
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items
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SHARING o
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W Favorites
O
SEARCH
Q. search 0
MEDIA
J3 Player (]
misc
O
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O
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O

w
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@ FiLEcLoud

A«

My Files

O  Files

c i FileCloud

D FileCloudSyncSetup.exe

document.pdf

My Files

oOoOODOooODOoODoOmro oo

T

12.0 Bug screenshot

13.0 Bug screenshots

15.0 screenshots

17.3 Bug Screenshois

ACL

TESDATA

abct

backups

boost

camera roll

create-folder-test

@ https://demofilecloudlabs.com/ui/core/index.html#expl-tabl./jack

Y | Filter ltems (Alt + F)

Filter ltems (Alt + F)
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e

- [m] X
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Details. Activity Metadata Security
[\
My Files
Information
m fjack
Sharing Z Manage
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Migrating your DatAnywhere files and folders using FileCloud's Sync Client

FileCloud offers a variaty of desktop clients to simplfy the way you interact with your files and folders. When migrating
your files and folder from Varonis DatAnywhere to FileCloud we recommend that you use our FileCloud Sync client.
FileCloud Sync will securely upload your data to FileCloud in just 3 easy steps.

1) Download FileCloud Sync using the following LINK.

2) Install FileCloud Sync on your computer

3) Login to FileCloud Sync and Open FileCloud's Sync folder.

4) Select and Drag your files/ folders from Varonis DatAnywhere folder into FileCloud's Folder as seen below.

Once done FileCloud Sync will upload your data to FileCloud!

-
Zh
FileCloud
Home | Activity Settings Help
) Pause Sync Now
X @ syncison @ FiLEcLoud
e Copy Delete Rename New Open Folder Open Website File Browser
o 2 folder
Clipboard Organize New Open Logged in as : filecloud
. Using 0B of 15 GB available
« v 4 ™5 ThisPC > Documents > DatAnywhere » -
~ My Files / Team / Shared Folders: Idle ~hange
A Name Type Size
# Quick access s / { Shared Folders /
. F My Files / Team / Shared Folders
* DatAnywhere  Documents e folder Network Folders and Backup: Idle e e ot ect
* Personal File folder
@ FileCloud % DatAnywhere xisx Microsoft Excel W. 7KB| 37 KB, 7 files

X @ DatAnywhere.docx Microsoft Word D. 0k8|  Recent L Clear
= This PC e i °9 Network Folders (0 folders)

3 3D Objects

I Desktop 0 B, 0 files
B Documents Backup Folders (0 folders) .
¥ Downloads -
D Music 0 B, O files
= Pictures Recent E
ecent Errors View

B videos % o
. Local Disk (C) None
- DATA (D) Vg 2

ditems =

() FileCloud Support

If you need assistance to migrate your data please feel free to contact our support team

at support@filecloud.com. Please do keep in mind that FileCloud's support team will not be able to assist you
in downloading your data from Varonis DatAnywhere.

If you need assistance to download your data from Varonis DatAnywhere we kindly ask that you contact your
system Administrator for further assistance.
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FileCloud Best Practices

In this section:

« Deployment

« Performance

+ Restricting Access To Admin Ul Based On IP Addresses
+ Restricting Access To User Ul Based On IP Addresses

« Manage IP Checks

+ Changing default config and log directory for FileCloud
+ Disable CONNECT Method in HTTP

« Enforcing TLS 1.2 and TLS 1.3 and Strong Ciphers

+ Security: Changing a Default Port or Web Server Setting
« Security: HTTPS Best Practices for FileCloud

+ Security: Managing File Extensions

FileCloud Blogs

« FileCloud Best Practices: How to Use Private Shares and External User Accounts

Deployment

FileCloud Deployment Scenarios

FileCloud can be deployed in several configurations, but we discuss the two most common and recommended ways.

As a best practice, ensure that your outgoing firewall rules are enforced.

Deployment in the LAN

In this scenario, FileCloud server is deployed directly in the LAN along side the file servers and Windows Active Directory
servers. The port 80 or port 443 is then opened and forwarded to the server running FileCloud.
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Deploymentin the LAN

22

Remote Access

s

AN

Port Forward Port 80

Company Firewall
(or 443 for SSL)

FileCloud Server

Active Directory Server
Windows File Server

Company LAN

Deployment in the DMZ

In some networks, it might not be possible or desired to open the firewall port directly to a machine on the LAN, in this
case, a server running a HTTP reverse proxy (Microsoft IIS, NGINX or Apache and others) in the DMZ outside the LAN can
forward HTTP requests to the actual FileCloud server in the LAN.
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Deployment in the DMZ

Remote Access

s

AN

Reverse Proxy
(NS or Apache etc)

Port Forward Port 80
(or 443 for SSL)

Company Firewall

FileCloud Server

Active Directory Server
Windows File Server

Company LAN

Performance

Introduction

+ Consider using PHP 5.6 and above with OpCache enabled for improved performance

« Enabling Local Storage File Encryption will affect performance. Consider not using encryption unless absolutely
required.

« Use SSD disks for storage for running the Server. It will have significant performance boost.

+ Having a large number of CPU cores will help with scaling when there are a lot of incoming requests
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Optimizing Mongo Database Performance

+ For large databases, MongoDB might require a lot of RAM, so ensure your server running MongoDB has enough
RAM.

« Consider using SSD storage to store MongoDB databases

+ Consider moving MongoDB to a separate server outside of the webserver node. This might improve
performance.

Improving Upload Speeds
There are many factors that can affect upload speeds.

« Your internet connection bandwidth speed
« Where the storage is location (local to the filecloud server or on the network). Local is faster.
« Type of storage (SSD vs Hard Disk) . SSD is fastest.

Improving File Synchronization Speeds

+ Use FileCloud 11.0 or later for multi-threaded file uploads and downloads

« Use realtime sync for optimum sync performance

« Offline sync of large network folders will be slow and might severely impact server performance when there are
lots of users using the system.

Restricting Access To Admin Ul Based On IP Addresses

Introduction

Administrators would like to restrict access to admin web Ul only for intranet IP addresses or even only when accessed
from their PC. Follow these steps, to restrict admin Ul access for certain IP addresses.

Steps

1. Stop Apache Server.
2. Edit the following file, based on the OS on which FileCloud server is installed (adjust these paths for your
environment).

Operating System Typical Configuration File Location

Windows C:\xampp\apache\conf\extra\httpd-filecloud.conf
Ubuntu /etc/apache2/sites-enabled/000-default.conf
RHEL /etc/httpd/conf/httpd.conf
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3. Add the following lines to the configuration. In Windows, lines can be added to the end of the file. On Linux, lines
needs to be added inside the VirtualHost configuration.
<Location /ui/admin2>

Order deny,allow

deny from all

allow from 192.168.
allow from 33.201.24.69

</Location>

4. Restart apache, after making this change. Now admin Ul will be accessible only from subnet 192.168.x.x and IP
33.201.24.69.

© Oldinstallations which use http(s)://<your filecloud address>/ui/admin to restrict access should
change this to http(s)://<your filecloud address>/ui/fadmin2 and restart Apache for changes to take
effect

Restricting Access To User Ul Based On IP Addresses

Introduction

Administrators might like to restrict access to user web Ul only for intranet IP addresses. If this is the case, please follow
these steps to restrict user Ul access to certain IP addresses.

Steps

1. Stop Apache Server.
2. Edit the following file, based on the OS on which FileCloud server is installed (adjust these paths for your
environment).

Operating System Typical Configuration File Location
Windows C:\xampp\apache\conf\httpd.conf
Linux /etc/apache2/sites-enabled/000-default.conf

3. Add the following lines to the configuration. In Windows, lines can be added to the end of the file. On Linux, lines
needs to be added inside the VirtualHost configuration.
<Location /ui/core>

Order deny,allow
deny from all
allow from 192.168.
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allow from 33.201.24.69
</Location>

4. Restart apache, after making this change. Now admin Ul will be accessible only from subnet 192.168.x.x and IP
33.201.24.69.

& Add the following lines to the configuration. In Windows, lines can be added to the end of the file. On Linux,
lines needs to be added inside the VirtualHost configuration for blocking client apps also
<Location />

Order deny,allow

deny from all

allow from 192.168.

allow from 33.201.24.69
</Location>

Restart apache, after making this change. Now filecloud will be accessible
only from subnet 192.168.x.x and IP 33.201.24.69

Manage IP Checks

In FileCloud Server, the IP address used when an administrator or user requests data is checked against the IP stored on
the session.

+ This means that the session is invalidated if the user IP address changes (the user is automatically logged out).
» For some environments, the IP address change is common and expected.

Now there is a checkbox labeled Disable IP Check that allows an administrator to control this behavior.

+ Select the checkbox to disable the IP check on every request. This allows you to avoid IP comparison on cookies.
+ The use of this option is only recommended if your IP address can change while using the system.
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TE T WU

ar‘!:s.o :
er Locks

pricflows

ports

Herated Search

Dizable Metadata Panel

Disable Locking

panels in user Ul.

Hide Metadata panel in user UL

Disable ability for users from being able to lock files or folders

btacata
Disable IP Check 4
e Disable the IP check on every request. Use it if your IP can change while using
- the system,
ZATION
stomization Email Domain Mames
To Be Blocked
P
Email addresses with these domain names are blocked. Must be comma

ecks separated e.g. yahoo.com, hotmail.com
grade

1. Loginto Admin Portal.

2. From the left navigation panel, select SETTINGS and then Misc and then General.

3. Onthe Settings screen, select the Misc. tab, and then the General sub-tab.

4. Nextto Disable IP Check, select or clear the checkbox.

Changing default config and log directory for FileCloud

Introduction

Out of the box, FileCloud has the configuration and log directories under the WEBROOT. This document discusses how
to move these directories to different location.

Changing Config Directory
By default configuration files for FileCloud installation will be under WEBROOT/config. To change this directory, move

the WEBROOT/config directory to the new location and then update the WEBROOT/localconfig.php file to notify this
change to FileCloud.
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Change from: define("TONIDOCLOUD_CONFIG_PATH",
TONIDO_CLOUD_ROOT_DIR.DIRECTORY_SEPARATOR."config"); // < VALID config directory path, needs to be read/
write by www-data

To:

For Linux: define("TONIDOCLOUD_CONFIG_PATH", "/home/tonidocloud/config"); // < VALID config directory path,
needs to be read/write by www-data

For Windows: define("TONIDOCLOUD_CONFIG_PATH", "c:\\tonidocloud\\config"); // < VALID config directory path,
needs to be read/write by webserver

Note: As the comment says, the new path should have read/write permissions for the user account that is used to run
apache. For instance, www-data in Linux.

Changing Log Directory

By default FileCloud log files will be placed under WEBROOT/scratch. To change this directory, update the WEBROOT/
localconfig.php file to notify the new log path to FileCloud.

Change from: define("TONIDOCLOUD_SCRATCH_PATH",
TONIDO_CLOUD_ROOT_DIR.DIRECTORY_SEPARATOR."scratch"); // < VALID scratch directory path, needs to be
writable by www-data

To:

For Linux: define("TONIDOCLOUD_SCRATCH_PATH", "/home/somenewpath/scratch"); // < VALID directory path,
with read-write permission for www-data user

For windows: define("TONIDOCLOUD_SCRATCH_PATH", "c:\\somenewpath\\scratch"); // < VALID config directory
path, with read-write permission for the webserver.

Note: As the comment says, the new path should have write permissions for the user account that is used to run apache.
For instance, www-data in Linux.

Disable CONNECT Method in HTTP

Introduction

Some security vulnerability scanners might report that your Apache server is vulnerable because CONNECT method is
being allowed. For example, a scanner might report:

+ CONNECT Method Allowed in HTTP Server Or HTTP Proxy Server Vulnerability
» The HTTP server or the HTTP proxy server accepts the "CONNECT" method.

Following section explains how to disable the CONNECT method on your installation.

Disabling CONNECT Method

There is no inherent vulnerability with the CONNECT method but you should not leave it enabled since it would allow
Apache httpd to be used a proxy. This should only be enabled if you intent for Apache httpd to be used as a proxy.

In case of errors like CONNECT Method Allowed in HTTP Server Or HTTP Proxy Server Vulnerability; you will need to
disable the connect method in HTTP.

FileCloud Best Practices 523



FileCloud Server Version 23.232 Site Setup

To disable connect method in HTTP, please make the changes in .htaccess file.

Generally, the file location for linux is /var/www/html/.htaccess and for Windows is C:\xampp\htdocs\.htaccess

RewriteEngine on
RewriteCond %{REQUEST_METHOD} "CONNECT
RewriteRule .* - [R=405,L]

The above code will redirect any connect method to 405 method not allowed, which will automatically rejects any
connect request with no acknowledgement.

Enforcing TLS 1.2 and TLS 1.3 and Strong Ciphers

Introduction

FileCloud can be configured to use stronger SSL Protocol (TLSv1.2 and 1.3 only) instead of the default protocols. This
article shows how to configure FileCloud server and clients to make use of the TLSv1.2 and TLSv1.3 protocols.

Server Configuration
1. Inordertoenable TLS 1.2 or TLS 1.3, please edit the httpd configuration file.

(01 Remarks
Windows Configuration file is located at XAMPPROOT\apache\conf\extra\httpd-
ssl.conf

For example, if you have installed xampp in c:\, then it will be C:
\xampp\apache\conf\extra\http-ssl-conf

Ubuntu /etc/apache2/sites-enabled/000-default.conf

If you use a non-default site, please use appropriate configuration file.

2. Locate the SSLCipherSuite key and change it to
SSLCipherSuite ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-
GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-CHACHA20-POLY1305:ECDHE-RSA-CHACHA20-
POLY1305:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384

3. Locate the SSLProtocol key and change it to
SSLProtocol -all +TLSv1.3 +TLSv1.2

4. Thisis the highest level of security possible.

Security: Changing a Default Port or Web Server Setting

The ports and Web servers used by FileCloud are normally set during installation. After installation is completed, if you
need to, you can change the default listening ports and Web servers.
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By default, FileCloud uses these 3 ports:

« 80 (web server)
« 443 (web server)
« 27017 (database)

If other programs are using these ports, the FileCloud server will not start up properly.

You might want to change the port numbers or Web servers in some of the following scenarios:

+ You need to disable anything that uses port 80 and 443
« You want Apache to run on non standard ports or servers or use firewall rules
+ You need to use IIS on standard ports

Itis also recommended to disable HTTP port on the FileCloud server.

To change the ports, you will need to open the FileCloud Control Panel.
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FileCloud Contral Panel

FileCloud Control Panel

wv: 17.3.0.37651, Base Components: 17.3.0.37625
Webserver Ports: 80,443 Database Port: 27017

Initial Setup:  Install Check

Web Portal:  Admin Portal User Wehbsite
Servers

Webserver:  Running SV Chart
Database:  Running Start
CronTask:  Running SV Skart

Optional

FileCloud Helper:  Running SVC
Memcache: Mot Running
Document Preview: Running SVC

Content Search: Running SVWC

Configuration: Application Folder Reset Admin Password

Start

Start

Start

Start

Stop

Stop

Stop

S50 Create 550 C5R Install 551 Cert

Technical Support

Meed Help?  Documentation Contact Support

— >
Config Make Service
Config Make Service
Config  Install
Stop Install Config
Stop Make Service
Stop Install
Stop Install

1. Onthe server, from the Windows Start menu, select the FileCloud Control Panel, or double-click the xampp/

cloudcp.exe file.

ov s wN

FileCloud Best Practices

In the Servers section, for Webserver, click Stop.
Change the Port configuration according to HTTPS Best Practices for FileCloud.
To start the Webserver, click Start next to Webserver.

In the Servers section, for Database, click Stop, then Config.

Make your changes, save them, and next to Database, click Start.
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7. If you have changed the default Web server, open localconfig.php at:
Windows Location: XAMPP DIRECTORY/htdocs/config/localconfig.php

Linux Location: /var/www/config/localconfig.php

and add the following, replacing n.n.n.n with the correct IP address.

define("TONIDOCLOUD_APACHE_BIND_IP", "n.n.n.n");

Security: HTTPS Best Practices for FileCloud

FileCloud recommends that you run all serversin a production environment only on:

« HTTPS (SSL)
« Port443

This ensures that all communications between clients and FileCloud are completely encrypted.

To access these secured sites, users will have to type in:

https://<SITENAME>
Best Practice Reason
Disable the So that FileCloud can be accessed only
existing HTTP securely via HTTPS.
port.

Setting redirects from HTTP to HTTPS
is not recommended because mobile
apps and other clients do not follow
redirects (for security)

Therefore removing the HTTP port
completely is the best option.

If you must use a redirect, Configure
HTTP SSL Redirects.

FileCloud Best Practices

Steps

w

w

Open the webserver config file for editing:
c:
\xampp\apache\conf\httpd.conf
and

Comment out the line with
Save and close the file.
Restart the server.

Open the webserver config file for editing:
/etc/apache2/ports.conf

Comment out the line with Listen 80.

Save and close the file.
Restart the server.
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Best Practice

Verify your
certificates are
valid.

FileCloud Best Practices

Reason

If you have an invalid SSL configuration,
your users would receive various errors
on the browser, and iPhone/iPad apps
cannot preview Office documents.

FileCloud Server Version 23.232 Site Setup

Steps

You can check the validity of the SSL certificate by
testing your install against a SSL certificate
checker like https://www.sslshopper.com/ssl-
checker.html

Provide your FileCloud URL and it will report any
potential problems your SSL installation might
have.

These tools should report no errors for your
FileCloud to function properly in SSL mode.
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Best Practice Reason Steps
Change the If you have are conflicts with other ports
default listening

1. Open the following file for editing
c:
\xampp\apache\conf\httpd.conf

port (80).

2. Locate the following two lines:
Listen 80

ServerName localhost:80

3. Change these lines to the following
Listen your_new_port

ServerName
localhost:your_new_port

4. Save and close the file.

1. Open the following file for editing
/etc/apache2/ports.conf

2. Locate the following line:
Listen 80

3. Changeitto
Listen Your_new_port

4. Open the following file for editing
/etc/apache2/sites-enabled/000-
default.conf

5. Locate the following line
<VirtualHost *:80>

6. Changeitto
<virtualHost

_default:your_new_port>

7. Save and close the file.
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Best Practice Reason

Change the If you have are conflicts with other ports
default HTTPS

port (443).

FileCloud Best Practices

FileCloud Server Version 23.232 Site Setup

Steps

. Open the following file for editing

c:
\xampp\apache\conf\extra\httpd-
ssl.conf

. Locate the following line

Listen 443

. Changeitto

Listen your_new_port

Locate the following line
<VirtualHost _default_:443

. Changeitto

<VirtualHost
_default_:your_new_port>

. Save and close the file.

. Open the following file for editing:

/etc/apache2/ports.conf

. Locate the following lines

<IfModule mod_ssl.c>Listen 443</
IfModule>

. Changeitto

<IfModule mod_ssl.c>Listen
Your_New_Port</IfModule>

. Open the following file for editing

/etc/apache2/sites-available/
default-ssl

. Locate the following line:

<VirtualHost _default_:443>

. Changeitto

<VirtualHost
_default_:your_new_port>

. Save and close the file.
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Best Practice Reason

Disable server To prevent the Web application from
information in disclosing the server name and server
headers. version in the response header.

HTTP To HTTPS Redirects

FileCloud Server Version 23.232 Site Setup
Steps

1. Open the Apache configuration file:
Ubuntu location: /etc/apache2/apache2.conf
CentOS location: /etc/httpd/conf/httpd.conf
Windows location: C:
\xampp\apache\conf\httpd.conf

2. Add the following:

ServerSignature Off
ServerTokens Prod

3. Restart the Apache server.

It is recommended that you configure FileCloud Server so that it can be accessed securely only via HTTPS.

Setting redirects from HTTP to HTTPS is not recommended because mobile apps and other clients do not follow

redirects (for security).

Therefore removing the HTTP port completely is the best option.

If you must use a redirect, add the following lines:

<VirtualHost *:80>
RewriteEngine On
RewriteCond %{HTTPS} off

RewriteRule (.x) https://%{HTTP_HOST}%{REQUEST_URI}

</VirtualHost>

« In Windows, the above lines should we added to file c:\xampp\apache\conf\extra\httpd-vhosts.conf. Restart the

apache server.

Also make sure the following line is uncommented in the file C:\xampp\apache\conf\httpd.conf.

# Virtual hosts
Include conf/extra/httpd-vhosts.conf

« In Linux, the above lines should be added to the /etc/apache.d/sites-enabled/000-default.conf file. If you already
have a VirtualHost directive, add only the lines starting with "Rewrite". Restart the apache server.

Also see: Configure HTTP SSL Redirects

FileCloud Best Practices
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Security: Managing File Extensions

() Youcan prevent specific file extensions from being uploaded in FileCloud 10.0 and later.
Existing files cannot be renamed to use a restricted file extension in FileCloud 17.3 and later.
You can create a list of only the file extensions you want to allow to be uploaded in FileCloud 19.1 and later.

© Priorto FileCloud Version 21.2, Disallowed File Extensions listed php and php5 by default; from Version 21.2
on, it lists php, php5, phar, and phtml. If you are using a version of FileCloud earlier than 21.2, you are advised
to add phar and phtml to the Disallowed File list. See Advisory 2021-09 Upload of Potentially Unsafe File
Types for more information.

For security reasons you may want to create a set of rules for the working environment where many users have access
to a central resource, such as files and folders in FileCloud.

« You can either create a list of file extensions to restrict, or create a list of file extensions to allow.

« If you create an Allowed list of file extensions, then any settings in the Disallowed list will be ignored.

+ These restrictions help to prevent users from uploading malicious attachments and viewing them.

« By default FileCloud restricts users from uploading any files with extensions. This is to prevent any code
injection.

Allowed File Extensions

Specify file extensions that will be allowed for uploading {only files of those
extensions will be accepted). Use °|' as the delimiter.
Dizallowed File php|phps|phar|phtml
Extensions

Specify file extensions that will be prevented from uploading. Use '|" as the
delimiter.

« If you know which file types you don't want to allow and this list is short, you can use the setting.

« If you want to allow only a few file types to be uploaded, you can use the setting.

« If you create an Allowed list of file extensions, then any settings in the Disallowed list will be ignored.

What Do You Want to Do?

Allow File Extensions

© Ifyou leave an empty space in your list, then you will allow files that don't have an extension to be
uploaded.
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« An empty space is defined as a delimiter character followed by no value.
Examples Description Impact on Uploading Files
Allow files to be uploaded with an Only the following files can be
. extension of: uploaded by users:
png | jpg | . png - Portable Network Graphics
. jpg « Joint Photographic Experts Group
. « Any file without an extension (for
example, a file named )
Allow files to be uploaded with an Only the following files can be
. extension of: uploaded by users:
png | jpg . png + Portable Network Graphics
. jpg « Joint Photographic Experts Group
FileCL Met Instructions Notes
oud hod
Versi
on
19.1 Ad ! If you add extensions to the Allowed File
min Extensions list, then any extensions in the
Port . Disallowed File Extension list will be ignored.
al 1. Loginto .
2. From the left navigation panel, 1. If you leave an empty space in your list, then you
select will allow files that don't have an extension to be
3. Onthe screen, select  uploaded.
the tab, and then the
tab. g
4. SCI‘O“ down Until you see the Specify file extensions that".a"iH be allowed for uploading (only files of those
bOX, extensions will be accepted). Use '|' as the delimiter,
5. Inthe

Disallow File Extensions

FileCloud Best Practices

box, specify the allowed
extensions, using the "|"
character to separate each
extension.

This list of extensions must use the following
character as the delimiter:

+ Forexample, to restrict the mp4 and mp3
extensions:
mp4 | mp3
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FileClo Meth Instructions

ud od

Version

Earlier Direct

than Codin .o
173 g 1. Open the following file

WWWROOT\ config\cloudconfig.php

2. Add the following code

define("TONIDOCLOUD_DISALLOWED_RESTRICTIONS", "php|php5|phar|
phtml");

1. Open the following file

WWWROOT\ config\cloudconfig.php

2. Edit the code to match this:

define("TONIDOCLOUD_DISALLOWED_RESTRICTIONS", "");

Note:
This list of extensions must use the following character as the delimiter:
. I||
« Forexample, to restrict php extensions:
php|php5|phar|phtml
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FileClo Meth Instructions

ud od
Version
17.3 Admi
?allgr ;orta 1. Loginto Admin Portal.
l 2. From the left navigation panel, select Settings.
3. On the Settings screen, select the Misc. tab, and then the General tab.
Direct 4. Scroll down until you see the Disallowed File Extensions box.
Codin 5. Inthe Disallowed File Extensions box, add the additional restricted extensions.
g

Notes:
! If you add extensions to the Allowed File Extensions list, then any extensions in the

Disallowed File Extension list will be ignored.

Disallowed File php|php5|phar|phtml

Extensions
Specify file extensions that will be prevented from uploading. Use '|' as the

delimiter.

This list of extensions must use the following character as the delimiter:
. I||
« Forexample, to add restrictions for mp3 and mp4 to the list of disallowed extensions:
php|php5|phar|phtml|mp3|mp4
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